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1. Introduction

SA3 introduced new requirements in the Rel-16 version of 3GPP TS 33.501 and inform CT6 in order to avoid a security issue (see S3-203534) for the scenario that the UE is registered to two PLMNs over different access types, then switches off, back on, and then tries to reattach to the same PLMN (re-)using the security context stored on the USIM. Please see an example below:
1. If the UE is capable of both 3GPP access and non-3GPP access, the UL&DL NAS COUNTs shall be maintained per access type. Even if the UE is registered to the same PLMNN1 over both 3GPP access and non-3GPP access at the same time, the UL&DL NAS COUNTs for 3GPP access and non-3GPP access will be maintained separately, as shown in Figure 1:
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Fig.1 UE is registered to PLMN1 over both 3GPP and non-3GPP accesses
2. Later on, the UE becomes register to PLMN2 over the non-3GPP access, then two pairs of UL&DL NAS COUNTs for PLMN2 will be generated (G and H for PLMN2 over 3GPP, E and F for PLMN2 over non-3GPP), the initial value of these newly generated NAS COUNTs are 0, as shown in Figure 2;
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Fig.2 UE is registered to PLMN1 over 3GPP access and registered to PLMN2 over non-3GPP access
3. After several times UL/DL NAS message transmission over non-3GPP access, the values of E&F have been updated while G&H still be 0, as shown in Figure 3;
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Fig.3 E and F have been updated, while G and H still be 0
4. Suppose that the UE is going to switch off, the NAS COUNTs in UE shall be stored into USIM files. The original USIM file contains only one record. Since the current PLMN over 3GPP access is PLMN1, then the associated UL&DL NAS COUNT pair A and B shall be stored into 3GPP’s UISM file EF5GS3GPPNSC. Meanwhile since the current PLMN over non-3GPP access is PLMN2, the associated UL&DL NAS COUNT pair E and F shall be stored into non-3GPP’s UISM file EF5GSN3GPPNSC, as shown in Figure 4.
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Fig.4 store A and B into 3GPP USIM file, store E and F into non-3GPP USIM file
5. The status when the UE is switched off is shown in Figure 5;
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Fig.5 UE is switched off
6. Later on, the UE is switched on and registered to PLMN1 over 3GPP access again, the UE shall read the PLMN1 associated NAS COUNTs from USIM file as following Figure 6 shows. For non-3GPP access, since there is no information stored for PLMN1, new NAS COUNTs I and J will be generated, their initial values are 0;
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Fig.6 UE is registered to PLMN1 over 3GPP
7. Then the UE is registered to PLMN1 over non-3GPP, as the following Figure 7 shows. Since the UL&DL NAS COUNTs maintained at UE side (i.e., I=0 and J=0) are different from the UL&DL NAS COUNTs maintained at NW side (i.e., C and D), replay attack happens.
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Fig.7 UE is registered to PLMN1 over both 3GPP and non-3GPP
In order to solve the problem described above, SA3 introduced new requirements in 3GPP TS 33.501 and CT6 has updated 3GPP TS 31.102 so that the number of records stored in EF5GS3GPPNSC and EF5GSN3GPPNSC has been extended from one to two records (see clause 5.2.32 of TS 31.102). That is when the UE is switched off at step 4, the situation becomes as following Figure 8 shows.
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Fig.8 1 record is extended to 2 records
For these new type USIM record files, it is unclear when the UE shall read the content from USIM file into the UE’s storage. Four possible ways are discussed in the Clause 2 of this document (the writing timing of the USIM file has the similar problem, and it will not be discussed specifically).
2. Discussion
	No.
	Option
	Description
	Pros
	Cons

	1
	Read in per PLMN and per access type granularity
	1) UE is switched on;

2) UE is trying to register to PLMN1 over 3GPP, then only read the PLMN1’s record from the 3GPP associated USIM file;

3) UE is trying to register to PLMN2 over non-3GPP, then only read the PLMN2’s record from the non-3GPP associated USIM file;
	Save the UE’s storage space
	When an re-authentication is performed over an access type, the UE is unable to maintain the NAS COUNTs over the other access type correctly
For example when an re-authentication in PLMN1 over 3GPP access is performed, the PLMN1’s NAS COUNTs over non-3GPP access also need to be reset, however there is no non-3GPP’s NAS COUNTs information on the UE

	2
	Read in per PLMN granularity
	1) UE is switched on;

2) UE is trying to register to PLMN1 over 3GPP, read the PLMN1’s record from the 3GPP associated USIM file and the PLMN1’s record from the non-3GPP associated USIM file also;

3) UE is trying to register to PLMN2 over non-3GPP, read the PLMN2’s record from the non-3GPP associated USIM file and the PLMN2’s record from the 3GPP associated USIM file also;
	Save the UE’s storage space
Guarantee the correctness of NAS COUNTs during the re-authentication procedure
	Frequent USIM file reading, since whenever the UE changes to connect with a new network, the UE needs to check the USIM file to see if there is a corresponding record stored
For example if after step 2) the UE moves to the coverage of PLMN2 over 3GPP access, the UE needs to check the 3GPP’s USIM file to see if there is a PLMN2’s record stored. Later on if the UE further moves to the coverage of PLMN3 over 3GPP access, the UE needs to check the 3GPP’s USIM file again

	3
	Read in per access type granularity
	1) UE is switched on;

2) UE is trying to register to PLMN1 over 3GPP, read the PLMN1’s record and PLMN2’s record from the 3GPP associated USIM file;

3) UE is trying to register to PLMN2 over non-3GPP, read the PLMN2’s record and PLMN1’s record from the non-3GPP associated USIM file;
	Save the UE’s storage space
No need to read the USIM file frequently
	Same as option 1, unable to guarantee the correctness of NAS COUNTs during the re-authentication procedure

	4
	Read whenever register to any PLMN over any access type
	1) UE is switched on;

2) UE is trying to register to PLMN1 over 3GPP, read the PLMN1’s record and PLMN2’s record from the 3GPP associated USIM file, and read the PLMN1’s record and PLMN2’s record from the non-3GPP associated USIM file;
	Guarantee the correctness of NAS COUNTs during the re-authentication procedure
No need to read the USIM file frequently
	Occupy some more storage space


As the analysis shown in above table, Option 4 has the most significant Pros and just sacrifices a very small amount of storage space. Hence, the Option 4 is proposed.
3 Conclusion
The proposal is captured in CRs C1-214647 and C1-214648
