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1. Introduction
As per the stage-2 requirments in 3GPP TS 23.304 clauses 6.3.2.3.2 and 6.3.2.3.3, a check is needed whether the associated S-NSSAI with Relay Service Code is in the Allowed NSSAI for Layer-3 UE-to-Network Relay discovery before proceeding with the discovery announcement. These requirments need to be implemented in stage-3.
2. Reason for Change
Adding the related requirments for the associated S-NSSAI with Relay Service Code in stage-3.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 V0.3.0.
* * * First Change * * * *

8.2.1.2.1.2
Announcing UE procedure for UE-to-Network relay discovery initiation

The UE is authorised to perform the announcing UE procedure for UE-to-Network relay discovery if:

a)
the UE is authorised to act as a UE-to-network relay in the PLMN indicated by the serving cell as specified in clause 5.2.5, and

1)
the UE is served by NG-RAN and the UE is authorised to perform ProSe direct discovery in the PLMN as specified in clause 5; or

2)
the UE is authorised to perform ProSe direct discovery when not served by NG-RAN as specified in clause 5 and intends to use the provisioned radio resources for UE-to-network relay discovery; 

b)
the UE is configured with:
1)
the Relay Service Code parameter identifying the connectivity service to be announced as specified in clause 5.2.5, and for communication with 5G ProSe Layer-3 UE-to-network relays, the S-NSSAI associated with that Relay service code belongs to the Allowed NSSAI of the UE; and 
2)
the User Info ID for the UE-to-network relay discovery parameter as specified in clause 5.2.5; and

c)
for Layer 3 ProSe UE-to-network relay UE, the UE is configured with PDU Session parameters which is used for relayed traffic for the associated Relay Service Code, as specified in clause 5.2.5.

otherwise the UE is not authorised to perform the announcing UE procedure for UE-to-network relay discovery.

Figure 8.2.1.2.1.2.1 illustrates the interaction of the UEs in the announcing UE procedure for UE-to-network relay discovery.
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Figure 8.2.1.2.1.2.1: Announcing UE procedure for UE-to-Network relay discovery

When the UE is triggered by an upper layer application to announce availability of a connectivity service provided by a UE-to-network relay, if the UE is authorised to perform the announcing UE procedure for UE-to-network relay discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages for relay discovery as specified in 3GPP TS 38.331 [13], shall perform a service request procedure or mobility registration procedure as specified in 3GPP TS 24.501 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in clause 11.2.x.y;

c)
shall generate a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement according to clause 10.2.1. In the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement, the UE:

1)
shall set the ProSe Relay UE ID to a ProSe Relay UE ID used for ProSe direct communication for the connectivity service to be announced;

2)
shall set the Announcer Info parameter to the User Info ID for the UE-to-network relay discovery parameter, configured in clause 5.2.5;

3)
shall set the Relay Service Code parameter to the Relay Service Code parameter identifying the connectivity service to be announced, configured in clause 5.2.5;

4)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter; and

5)
shall set the Resource Status Indicator bit of the Status Indicator parameter to indicate whether or not the UE has resources available to provide a connectivity service for additional ProSe-enabled UEs;

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.xxx [yyy]; and

e)
shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement to the lower layers for transmission over the PC5 interface with the Source Layer-2 ID and Destination Layer-2 ID.
The UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message along with the same Source Layer-2 ID and Destination Layer-2 ID to the lower layers for transmission until the UE is triggered by an upper layer application to stop announcing availability of a connectivity service provided by a UE-to-network relay, or until the UE stops being authorised to perform the announcing UE procedure for UE-to-network relay discovery. How this is achieved is left up to UE implementation.

Editor’s note:
Details of ProSe Relay UE ID and security aspects of a PROSE PC5 DISCOVERY message for UE-to-Network relay discovery announcement are FFS and will be determinated by cooperation with SA WG2 and SA WG3.

* * * Next Change * * * *

8.2.1.3.2.2
Discoveree UE procedure for UE-to-Network Relay discovery initiation

The UE is authorised to perform the discoveree UE procedure for UE-to-Network Relay discovery if:

a)
the UE is authorised to act as a UE-to-Network Relay in the PLMN indicated by the serving cell, and

1)-
the UE is served by NG-RAN; or

2)-
the UE is not served by NG-RAN, and intends to use the provisioned radio resources for UE-to-Network Relay discovery; and

b)
the UE is configured with:
1)
the Relay Service Code parameter identifying the connectivity service to be responded to as specified in clause 5.2.5, and for communication with 5G ProSe Layer-3 UE-to-network relays, the S-NSSAI associated with that Relay service code belongs to the Allowed NSSAI of the UE; and
2)
the User Info ID for the UE-to-Network Relay discovery parameter as specified in clause 5.2.5;

otherwise the UE is not authorised to perform the discoveree UE procedure for UE-to-Network Relay discovery.

Figure 8.2.1.3.2.2.1 illustrates the interaction of the UEs in the discoveree UE procedure for UE-to-Network Relay discovery.
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Figure 8.2.1.3.2.2.1: Discoveree UE procedure for UE-to-Network Relay discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a connectivity service provided by the UE-to-Network Relay, and if the UE is authorised to perform the discoveree UE procedure for UE-to-Network Relay discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11]; and
b)
shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages.

Upon reception of a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation, for the Relay Service Code of the connectivity service which the UE is authorized to respond, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the reception operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.xxx [rxxx]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.xxx [rxxx]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation.

Editor’s note:
Details of Discoverer UE procedure upon reception of a PROSE PC5 DISCOVERY message for direct discovery response are FFS and will be determinated by cooperation with SA WG3.

Then, if:

a)
the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation is the same as the Relay Service Code parameter configured as specified in clause 5.2.5 for the connectivity service; and 

b)
one of the following is true:

1)
the ProSe Relay UE ID parameter is not included; or 

2)
the included ProSe Relay UE ID parameter is the same as the ProSe Relay UE ID associated with the Relay Service Code parameter configured as specified in clause 5.2.5, 

then the UE:
a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

b)
shall generate a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response. In the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response, the UE:

1)
shall set the ProSe Relay UE ID to a ProSe Relay UE ID used for ProSe direct communication for the connectivity service;

Editor's Note:
It is FFS whether the use of Relay UE ID should be made in line with V2X design approach (i.e. using source and destination layer-2 IDs) and will be determinated by SA2.
2)
shall set the Discoveree Info parameter to the User Info ID for the UE-to-Network Relay discovery parameter, configured in clause 5.2.5;

Editor's note:
Whether User Info ID (i.e. Announcer Info, Discoverer Info, Discoveree Info) can be used for both public safety and commercial purpose is FFS and will be determinated by SA2.

3)
shall set the Relay Service Code parameter to the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation;

4)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter; and

5)
optionally, set Relay TAI bit of Tracking Area Identity of the serving cell to indicate the Tracking Area Identity corresponding to the serving cell of the Layer-3 UE-to-Network Relay for discoveree UEs supporting N3IWF discovery procedure;

c)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.xxx [rxxx]; and

Editor’s note:
Details of security related content in c) are FFS and will be determinated by SA3.
d)
shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response along with the Source Layer-2 ID and Destination Layer-2 ID, and with an indication that the message is for relay discovery to the lower layers for transmission over the PC5 interface.

* * * End of Changes * * * *
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