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1. For removal of ProSe Relay UE ID in U2N Relay discovery procedure
SA2 has agreed that the ProSe Relay UE ID is removed (See S2-2104936). The ProSe Relay UE ID related contents and ENs shall be removed in stage-3 specs.
2. For removal of ProSe UE ID in U2N Relay discovery procedure

The ProSe UE ID is introduced in LTE to used as a source Layer-2 ID in discovery message. This ProSe UE ID is contained in discovery message. SA2 has comfirmed that the Source Layer-2 ID and the Destination Layer-2 ID will be transmitted along with discovery message, and the UE will self-select a Source Layer-2 ID rather than use the ProSe UE ID. Hence the ProSe UE ID shall be removed from PROSE PC5 DISCOVERY message for relay discovery procedure.
	3GPP TS 23.303 section 4.6.3.1
4.6.3.1
ProSe UE ID

This is a link layer identifier that is used as a source Layer-2 ID in all the packets the UE sends for one-to-many and one-to-one ProSe Direct Communication.
When bearer-level security is configured to be used, the ProSe UE ID is assigned by the ProSe Key Management Function as defined in TS 33.303 [29]. The ProSe Key Management Function ensures that the ProSe UE ID is unique in the context of one-to-many ProSe Direct Communication for this group.

When bearer-level security is configured not to be used (including the case of Layer-2 broadcast communication required to support Dynamic Configuration of IPv4 Link-Local Addresses IETF RFC 3927 [16]), the ProSe UE ID is either configured in the UE or self-assigned by the UE.

Assuming that global uniqueness of ProSe UE ID cannot be ensured, the UE should be prepared to handle conflicts of ProSe UE IDs using mechanisms that are out of scope of this release of the specification (e.g. by self-assigning a new ProSe UE ID when a conflict is detected).


3. Adding Relay TAI in model A
The Relay TAI is missed in U2N Relay discovery procedure of model A in 24.554. The Relay TAI bit in 24.554 is replaced by the Relay TAI field because the Relay RAI expend serval bits.
	3GPP TS 23.304 clause 4.6.3.1

4.6.3.1
Identifiers for 5G ProSe Layer-3 UE-to-Network Relay
The following parameters may be used in addition to the parameters specified in 5.8.3.1, in 5G ProSe Layer-3 UE-to-Network Relay supporting N3IWF discovery procedure (for both Model A and Model B) to assist with N3IWF selection:

-
Relay TAI: indicates the Tracking Area Identity corresponding to the serving cell of the 5G ProSe Layer-3 UE-to-Network Relay.


4. Other alignments
Alignments according to TS 23.304 clause 6.3.2.3:
· Adding details of setting the Source L2 ID and the Destination L2 ID
-
Adding details of checking the S-NSSAI
-
Others
5. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 v0.3.0.
* * * First Change * * * *

8.2.1.2.1.2
Announcing UE procedure for UE-to-Network relay discovery initiation

The UE is authorised to perform the announcing UE procedure for UE-to-Network relay discovery if:

a)
the UE is authorised to act as a UE-to-network relay in the PLMN indicated by the serving cell as specified in clause 5.2.5, and

1)
the UE is served by NG-RAN and the UE is authorised to perform ProSe direct discovery in the PLMN as specified in clause 5; or

2)
the UE is authorised to perform ProSe direct discovery when not served by NG-RAN as specified in clause 5 and intends to use the provisioned radio resources for UE-to-network relay discovery; 

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be announced and with the User Info ID for the UE-to-network relay discovery parameter, as specified in clause 5.2.5; and

c)
for Layer 3 ProSe UE-to-network relay UE, the UE is configured with PDU Session parameters which is used for relayed traffic for the associated Relay Service Code, as specified in clause 5.2.5.

otherwise the UE is not authorised to perform the announcing UE procedure for UE-to-network relay discovery.

Figure 8.2.1.2.1.2.1 illustrates the interaction of the UEs in the announcing UE procedure for UE-to-network relay discovery.
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Figure 8.2.1.2.1.2.1: Announcing UE procedure for UE-to-Network relay discovery

When the UE is triggered by an upper layer application to announce availability of a connectivity service provided by a UE-to-network relay, if the UE is authorised to perform the announcing UE procedure for UE-to-network relay discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages for relay discovery as specified in 3GPP TS 38.331 [13], shall perform a service request procedure or mobility registration procedure as specified in 3GPP TS 24.501 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in clause 11.2.x.y;

c)
shall generate a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement according to clause 10.2.1. In the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement, the UE:


1)
shall set the Announcer Info parameter to the User Info ID for the UE-to-network relay discovery parameter, configured in clause 5.2.5;

2)
shall set the Relay Service Code parameter to the Relay Service Code parameter identifying the connectivity service to be announced, configured in clause 5.2.5. The 5G ProSe Layer-3 UE-to-Network Relay shall check whether the S-NSSAI associated with the Relay Service Code belongs to the Allowed NSSAI. If the S-NSSAI associated with the Relay Service Code does not belong to the Allowed NSSAI, the 5G ProSe Layer-3 UE-to-Network Relay shall abort the procedure for this Relay Service Code; 
3)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter; and
4)
optionally, set Relay TAI field of Tracking Area Identity of the serving cell to indicate the Tracking Area Identity corresponding to the serving cell of the Layer-3 UE-to-Network Relay for Announcing UEs supporting N3IWF discovery procedure;
5)
shall set the Resource Status Indicator bit of the Status Indicator parameter to indicate whether or not the UE has resources available to provide a connectivity service for additional ProSe-enabled UEs;

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.xxx [yyy]; 
e)
shall set the Destination Layer-2 ID to the Default Destination Layer-2 ID configured in clause 5.2.5, and self-select a Source Layer-2 ID for sending the UE-to-Network Relay Discovery Announcement; and 
f)
shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement to the lower layers for transmission over the PC5 interface along with the Source Layer-2 ID and Destination Layer-2 ID.
The UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message along with the same Source Layer-2 ID and Destination Layer-2 ID to the lower layers for transmission until the UE is triggered by an upper layer application to stop announcing availability of a connectivity service provided by a UE-to-network relay, or until the UE stops being authorised to perform the announcing UE procedure for UE-to-network relay discovery. How this is achieved is left up to UE implementation.

Editor’s note:
Details of security aspects of a PROSE PC5 DISCOVERY message for UE-to-Network relay discovery announcement are FFS and will be determinated by cooperation with SA WG2 and SA WG3.

* * * Next Change * * * *

8.2.1.2.2.2
Monitoring UE procedure for UE-to-Network relay discovery initiation

The UE is authorised to perform the monitoring UE procedure for UE-to-Network relay discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform ProSe direct discovery using monitoring when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform ProSe direct discovery monitoring in at least one PLMN; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11] ; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform ProSe direct discoveryusing monitoring when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be monitored and with the IP version(s) to be used for the traffic of the connectivity service to be monitored, as specified in clause 5.2.5;

otherwise, the UE is not authorised to perform the monitoring UE procedure for UE-to-Network relay discovery.

Figure 8.2.1.2.2.2.1 illustrates the interaction of the UEs in the monitoring UE procedure for UE-to-Network relay discovery.
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Figure 8.2.1.2.2.2.1: Monitoring UE procedure for UE-to-Network relay discovery

When the UE is triggered by an upper layer application to monitor proximity of a connectivity service provided by a UE-to-network relay; or when the UE has established a direct link with a ProSe UE-to-network relay UE as specified in clause 7.2, and if the UE is authorised to perform the monitoring UE procedure for UE-to-network relay discovery, then the UE shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages with the configured Default Destination layer-2 ID as specified in clause 5.2.5.

Upon reception of a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement according to clause 10.2.1, for the target Relay Service Code of the connectivity service which the UE is authorized to monitor, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.yyy [xxx]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.yyy [xxx]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement.

NOTE:
The use of an erroneous UTC-based counter for processing received PROSE PC5 DISCOVERY messages at the ProSe-enabled UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled UE ensures the accuracy of the UTC-based counter is left to UE implementation.

Then if:

a)
the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the Relay Service Code parameter configured as specified in clause 5 for the connectivity service being monitored; and

b)
the User Info ID of the UE-to-network relay is not configured as specified in clause 5 for the connectivity service being monitored, or the Announcer Info parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the User Info ID of the UE-to-network relay configured as specified in clause 5.2.5 for the connectivity service being monitored,
then the UE shall consider that the connectivity service the UE seeks to monitor has been discovered. In addition, the UE can measure the signal strength of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement for relay selection or reselection.
Editor’s note:
Details of security aspects for Monitoring UE procedure upon reception of a PROSE PC5 DISCOVERY message for UE-to-Network relay discovery announcement are FFS and will be determinated by cooperation with SA WG3.

* * * Next Change * * * *

8.2.1.2.3.2
Announcing procedure for Relay Discovery Additional Information

The ProSe UE-to-network relay announces the Relay Discovery Additional Information:

a)
if the remote UE requests the ProSe UE-to-network relay to announce the NG-RAN Cell Global ID (NCGI) of the cell serving the ProSe UE-to-network relay, and as a response the ProSe UE-to-network relay acknowledges with the PC5 Cell ID Announcement Response message, then the ProSe UE-to-network relay includes the NCGI of the serving cell in the PROSE PC5 DISCOVERY message for Relay Discovery Additional Information until the timer Tabcd expires (see the subclause XYZ).

Editor's note:
The Cell ID Announcement procedure is FFS as it is waiting for stage-2 requirements.

NOTE 1:
ProSe UE-to-network relay announces the Relay Discovery Additional Information only when it is in NG-RAN coverage.

Figure 8.2.1.2.3.2.1 illustrates the interaction of the ProSe UE-to-network relay and the remote UE in the announcing UE procedure for Relay Discovery Additional Information.
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Figure 8.2.1.2.3.2.1: Announcing procedure for Relay Discovery Additional Information

The ProSe UE-to-network relay UE may start announcing Relay Discovery Additional Information if:

a)
the ProSe UE-to-network relay UE is currently authorised to perform ProSe direct discovery Model A announcing in the serving PLMN if the UE is served by NG-RAN; and

1)
NCGI announcement for the serving cell of the ProSe UE-to-network relay UE has been requested and responded to remote UEs, the timer Tabcd has not expired.

When the ProSe UE-to-network relay has some additional information to broadcast (i.e NCGI), then the ProSe UE-to-network relay:

a)
shall request the parameters from the lower layers for ProSe direct discovery announcing (see 3GPP TS 38.331 [13]). If the ProSe UE-to-network relay in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], the ProSe UE-to-network relay shall perform a service request procedure or mobility registration procedure as specified in 3GPP TS 24.501 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time as specified in subclause XYZA;

c)
shall generate PROSE PC5 DISCOVERY message(s) for Relay Discovery Additional Information according to clause 10.2.1. In the PROSE PC5 DISCOVERY message for Relay Discovery Additional Information, the ProSe UE-to-network relay shall:

1)
include the Relay Service Code used for ProSe direct communication which the remote UE used to request for the Relay Discovery Additional Information. The 5G ProSe Layer-3 UE-to-Network Relay shall check whether the S-NSSAI associated with the Relay Service Code belongs to the Allowed NSSAI. If the S-NSSAI associated with the Relay Service Code does not belong to the Allowed NSSAI, the 5G ProSe Layer-3 UE-to-Network Relay shall abort the procedure for this Relay Service Code; 
2)
set the Announcer Info parameter to the User Info ID parameter, configured in clause 5.2.5;
3) 
set the Relay Discovery Additional Information contents by the additional information to broadcast; and

4)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter;
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.XXX [TBD]; 
Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
e)
shall set the Default Destination Layer-2 ID configured in clause 5.2.5 to the Destination Layer-2 ID, and self-select a Source Layer-2 ID for sending the UE-to-Network Relay Discovery Announcement; and 
f)
shall pass the resulting PROSE PC5 DISCOVERY message for Relay Discovery Additional Information along with the Source Layer-2 ID and Destination Layer-2 ID to the lower layers for transmission over the PC5 interface.

The ProSe UE-to-network relay shall ensure that it keeps on passing the PROSE PC5 DISCOVERY messages to the lower layers for transmission until the corresponding timer (i.e. timer Tabcd when the additional information is NCGI) expires. 
During the announcing operation, if one of the above conditions is no longer met, the ProSe UE-to-network relay may instruct the lower layers to stop announcing.

* * * Next Change * * * *

8.2.1.2.4.2
Monitoring procedure for Relay Discovery Additional Information
The remote UE monitors Relay Discovery Additional Information:

a)
until the NCGI announcement request refresh timer Tzzzz expires if the remote UE has requested the ProSe UE-to-network relay to announce the NCGI of the cell serving the ProSe UE-to-network relay and received the PC5 Cell ID Announcement Response message from the ProSe UE-to-network relay.

Editor's note:
The Cell ID Announcement procedure is FFS as it is waiting for stage-2 requirements.

The UE may instruct the lower layers to start monitoring if:
a)
a request from upper layers to monitor for Relay Discovery Additional Information is still in place and either:

1)
the UE is currently authorised to perform ProSe direct discovery Model A monitoring in at least one PLMN if the UE is served by NG-RAN;

2)
the UE is currently authorised to perform ProSe direct discovery Model A monitoring if the UE is not served by NG-RAN; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 36.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed " as specified in 3GPP TS 24.501 [11]; and

ii)
authorised to perform ProSe direct discovery Model A monitoring when the UE is not served by NG-RAN and configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN.

If the UE is in 5GMM-CONNECTED mode, the monitoring UE shall also trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].
During the monitoring operation, if one of the above conditions is no longer met, the UE may instruct the lower layers to stop monitoring. When the UE stops monitoring, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].
Upon reception of a PROSE PC5 DISCOVERY message for Relay Discovery Additional Information according to clause 10.2.1, for the target Relay Service Code to be monitored, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.XXX [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in 3GPP TS 33.XXX [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for Relay Discovery Additional Information.

NOTE:
The use of an erroneous UTC-based counter for processing received PROSE PC5 DISCOVERY messages at the ProSe-enabled UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled UE ensures the accuracy of the UTC-based counter is left to UE implementation.

Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
Then, if:

a)
the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for Relay Discovery Additional Information is the same as the Relay Service Code parameter configured as specified in clause 5.2.5 for the connectivity service being monitored; and


b)
the User Info ID of the UE-to-network relay is not configured as specified in clause 5 for the connectivity service being monitored, or the Announcer Info parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Announcement is the same as the User Info ID of the UE-to-network relay configured as specified in clause 5.2.5 for the connectivity service being monitored,
then the UE shall consider that the Relay Discovery Additional Information it intends to monitor has been discovered. In addition, the UE can measure the signal strength of the PROSE PC5 DISCOVERY message for Relay Discovery Additional Information for relay selection or reselection.
* * * Next Change * * * *

8.2.1.3.1.2
Discoverer UE procedure for UE-to-Network Relay discovery initiation

The UE is authorised to perform the discoverer UE procedure for UE-to-Network Relay discovery if:

a)
one of the following is true:

1)
the UE is not served by NG-RAN, is authorised to act as a remote UE towards a UE-to-Network Relay, and is configured with the radio parameters to be used for ProSe UE-to-Network Relay discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, is authorised to act as a remote UE towards a UE-to-Network Relay; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and

ii)
authorised to act as a Remote UE towards a UE-to-Network Relay when the UE is not served by NG-RAN, and configured with the radio parameters to be used for ProSe UE-to-Network Relay discovery use when not served by NG-RAN; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be solicited and with the User Info ID for the UE-to-Network Relay discovery parameter, as specified in clause 5.2.5,

otherwise the UE is not authorised to perform the Discoverer UE procedure for UE-to-Network Relay discovery.

Figure 8.2.1.3.1.2.1 illustrates the interaction of the UEs in the Discoverer UE procedure for UE-to-Network Relay discovery.
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Figure 8.2.1.3.1.2.1: Discoverer UE procedure for UE-to-Network Relay discovery

For PROSE PC5 DISCOVERY message signal strength measurement, the UE manages a periodic measurement timer T5091, which is used to trigger the periodic PROSE PC5 DISCOVERY message signal strength measurement between the UE and the ProSe UE-to-Network Relay UE with which the UE has a link established. It is started whenever the UE has established a direct link with a ProSe UE-to-Network Relay UE and restarted whenever the UE receives the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response from the ProSe UE-to-Network Relay UE with which the UE has a link established.

When the UE is triggered by an upper layer application to solicit proximity of a connectivity service provided by a UE-to-Network Relay, or when the periodic measurement timer T5091 expires, and if the UE is authorised to perform the discoverer UE procedure for UE-to-Network Relay discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages for relay discovery as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];
b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation. In the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation, the UE:

1)
shall set the Discoverer Info parameter to the User Info ID for the UE-to-Network Relay discovery parameter, configured in clause 5.2.5;

2)
shall set the Relay Service Code parameter to the Relay Service Code parameter identifying the connectivity service to be solicited, configured in clause 5.2.5; and



3)
shall set the UTC-based counter LSB parameter to include the four least significant bits of the UTC-based counter;

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.xxx [rxxx];
Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA3.
e)
shall set the Default Destination Layer-2 ID configured in clause 5.2.5 to the Destination Layer-2 ID, and self-select a Source Layer-2 ID for sending the UE-to-Network Relay Discovery Solicitation message; and
f)
shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation along with the Source Layer-2 ID and Destination Layer-2 ID to the lower layers for transmission over the PC5 interface.

If the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation is used to solicit proximity of a connectivity service provided by a UE-to-Network Relay, the UE shall ensure that it keeps on passing the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation for transmission until the UE is triggered by an upper layer application to stop soliciting proximity of a connectivity service provided by a UE-to-Network Relay, or until the UE stops being authorised to perform the discoverer UE procedure for UE-to-Network Relay discovery. How this is achieved is left up to UE implementation. 

If the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation is used to trigger the PROSE PC5 DISCOVERY message signal strength measurement between the UE and the ProSe UE-to-Network Relay UE with which the UE has a link established, the UE shall start the retransmission timer T5090. If retransmission timer T5090 expires, the UE shall retransmit the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation and restart timer T5090. If no response is received from the ProSe UE-to-Network Relay UE with which the UE has a link established after reaching the maximum number of allowed retransmissions, the UE shall trigger relay reselection procedure.

NOTE:
The maximum number of allowed retransmissions is UE implementation specific.
Upon reception of a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response, for the target Relay Service Code of the connectivity service which the UE is authorized to discover, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the reception operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.xxx [rxxx]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.xxx [rxxx]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response.

Editor’s note:
Details of Discoverer UE procedure upon reception of a PROSE PC5 DISCOVERY message for direct discovery response are FFS and will be determinated by cooperation with SA WG3.

Then if:

a)
the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response is the same as the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation; and

b)
the User Info ID of the UE-to-Network Relay is not configured as specified in clause 5.2.5 for the connectivity service being solicited, or the Discoverer Info parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response is the same as the User Info ID of the UE-to-Network Relay configured as specified in clause 5.2.5 for the connectivity service being solicited,

then the UE shall consider that the connectivity service the UE seeks to discover has been discovered. In addition, the UE can measure the signal strength of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response for relay selection or reselection. If the UE has received the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response from the ProSe UE-to-Network Relay UE with which the UE has a link established, the UE shall stop the retransmission timer T5090, and start the periodic measurement timer T5091.
* * * Next Change * * * *

8.2.1.3.2.2
Discoveree UE procedure for UE-to-Network Relay discovery initiation

The UE is authorised to perform the discoveree UE procedure for UE-to-Network Relay discovery if:

a)
the UE is authorised to act as a UE-to-Network Relay in the PLMN indicated by the serving cell, and

1)-
the UE is served by NG-RAN; or

2)-
the UE is not served by NG-RAN, and intends to use the provisioned radio resources for UE-to-Network Relay discovery; and

b)
the UE is configured with the Relay Service Code parameter identifying the connectivity service to be responded to and with the User Info ID for the UE-to-Network Relay discovery parameter, as specified in clause 5.2.5;

otherwise the UE is not authorised to perform the discoveree UE procedure for UE-to-Network Relay discovery.

Figure 8.2.1.3.2.2.1 illustrates the interaction of the UEs in the discoveree UE procedure for UE-to-Network Relay discovery.
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Figure 8.2.1.3.2.2.1: Discoveree UE procedure for UE-to-Network Relay discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a connectivity service provided by the UE-to-Network Relay, and if the UE is authorised to perform the discoveree UE procedure for UE-to-Network Relay discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11]; and
b)
shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages.

Upon reception of a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation, for the Relay Service Code of the connectivity service which the UE is authorized to respond, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the reception operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.xxx [rxxx]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.xxx [rxxx]. Finally, if a DUIK is configured, the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation.

Editor’s note:
Details of Discoverer UE procedure upon reception of a PROSE PC5 DISCOVERY message for direct discovery response are FFS and will be determinated by cooperation with SA WG3.

Then, if:

a)
the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation is the same as the Relay Service Code parameter configured as specified in clause 5.2.5 for the connectivity service; and 




b)
For 5G ProSe Layer-3 UE-to-Network Relay, the S-NSSAI associated with that Relay Service Code belongs to the Allowed NSSAI, 
then the UE:
a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

b)
shall generate a PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response. In the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response, the UE:



1)
shall set the Discoveree Info parameter to the User Info ID for the UE-to-Network Relay discovery parameter, configured in clause 5.2.5;


2)
shall set the Relay Service Code parameter to the Relay Service Code parameter of the PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Solicitation;

3)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter; and

4)
optionally, set Relay TAI field of Tracking Area Identity of the serving cell to indicate the Tracking Area Identity corresponding to the serving cell of the Layer-3 UE-to-Network Relay for discoveree UEs supporting N3IWF discovery procedure;

c)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.xxx [rxxx]; and

Editor’s note:
Details of security related content in c) are FFS and will be determinated by SA3.
d)
shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-Network Relay Discovery Response along with the Source Layer-2 ID and Destination Layer-2 ID, and with an indication that the message is for relay discovery to the lower layers for transmission over the PC5 interface.
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