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1. Abstract
This paper focuses on providing initial and updated DNS server addresses to the UE, in PCO and IPv6 router advertisement.
2. Discussion
TS 23.548 states:
----------------------

6.2.2
EAS (Re-)discovery over Distributed Anchor Connectivity Model
...

6.2.2.2
EAS Discovery Procedure

For the Distributed Anchor Connectivity Model, in PDU Session establishment procedure, the SMF selects a DNS Server for the PDU Session. The DNS Server is configured to UE via PCO, and may also be configured via DHCP and/or IPv6 RA.
...
6.2.2.4
Procedure for EAS Discovery with Dynamic PSA Distribution

...

-
Change of SSC mode 3 PDU Session Anchor with IPv6 Multi-homed PDU Session as in clause 4.3.5.3 of TS 23.502 [3]. The procedure applies with the following differences:


In steps 10-11 in clause 4.3.5.3 of TS 23.502 [3], SMF also manages the EASDF context and provides new DNS settings to the UE if needed:

-
If EASDF is not going to be used, SMF sends the UE the new DNS settings in a PDU Session Modification Command and removes the EASDF context.

-
If EASDF is going to be used, SMF may update existing EASDF context or it may remove it and create a new one, for example, to select a new EASDF. If a new EASDF is selected, SMF sends the UE the new DNS settings in a PDU Session Modification Command and may also send them in Router Advertisement.
...

6.2.3
EAS (Re-)discovery over Session Breakout Connectivity Model
...

6.2.3.2.3
EAS Discovery Procedure with Local DNS Server/Resolver

...

Based on the operator's configuration, one of the following options may apply when UL CL/BP and Local PSA have been inserted (during or after PDU Session Establishment):

-
Option C: The SMF chooses a Local DNS server based on the DNAI corresponding to the inserted local PSA and on local configuration and AF provided EAS deployment information when applicable, and configures it to the UE as new DNS server. In addition, the SMF also configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to route traffic destined to the L-DN including the DNS Query messages to the L-PSA. The L-DNS server resolves the DNS Query either locally or recursively by communicating with other DNS servers.

...
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Figure 6.2.3.2.3-1: EAS discovery with Local DNS server/resolver

1.
The SMF inserts UL CL/BP and Local PSA.


UL CL/BP/Local PSA insertion can be triggered by DNS messages as described in clause 6.2.3.2.2. Or, the SMF may pre-establish the UL CL/BP and Local PSA before the UE sends out any DNS Query message (e.g. upon UE mobility). In this case, the SMF includes the IP address of Local DNS Server in PDU Session Establishment Accept message as in step 11 of clause 4.3.2.2.1 of TS 23.502 [3] or in a network initiated PDU Session Modification procedure. The UE configures the Local DNS Server as DNS server for that PDU Session.

The UL CL/BP and Local PSA are inserted or changed as described in TS 23.502 [3]. In the case of IPv6 multi-homing, the SMF may also send an IPv6 multi-homed routing rule along with the IPv6 prefix to the UE to influence the selection of the source Prefix for the subsequent DNS queries as described in TS 23.501 [2] clause 5.8.2.2.2.

When the UL CL/BP and Local PSA are inserted or simultaneously changed, the SMF configure the UL CL/BP for DNS Query handling:

-
For Option C, the SMF configures traffic routing rule on the UL CL (including e.g. Local DNS server address) or the BP (e.g. the new IP prefix @ Local PSA) to forward UE packets destined to the L-DN to the Local PSA. The packets destined to L-DN includes DNS Query messages destined to Local DNS Server.

Steps 2 and 3 are performed for option C:

2.
If the UL CL/BP and Local PSA are inserted after PDU Session Establishment, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.


If, based on operator's policy or UE's mobility, the Local DNS Server IP Address in the local Data Network needs to be notified or updated to UE, the SMF sends PDU Session Modification Command (Local DNS Server Address) to UE.

3.
The UE responds with PDU Session Modification Complete.


The UE configures the Local DNS Server as the DNS server for the PDU Session. The UE sends the following DNS Queries to the indicated Local DNS Server.


If EASDF was used as the DNS server for the PDU Session, the SMF may invoke Neasdf_DNSContext_Delete service to remove the DNS context in the EASDF.

NOTE 2:
The UE does not need to know that the new DNS server is "local".

...
If SMF decides to remove the UL CL/BP and Local PSA as defined in TS 23.502 [3] clause 4.3.5.5, e.g. due to UE mobility, the SMF sends a PDU Session Modification Command to configure the new address of the DNS server on UE (e.g. to set it to the address of EASDF).

----------------------
Observation-1:
TS 23.548 expects that the network can provide the UE with DNS server addresses in both the distributed anchor connectivity model and the session breakout connectivity model. 

Observation-2:
TS 23.548 expects that the network can provide the UE with the DNS server addresses in PDU SESSION ESTABLISHMENT ACCEPT and PDU SESSION MODIFICATION COMMAND. Later provided DNS server addresses make earlier provided DNS server addresses obsolete.
Observation-3:
TS 23.548 expects that when PDU session is established, the network can provide the UE with DNS server IP addresses in PCO, DHCP or IPv6 router advertisement, and when PDU session is modified, the network can provide the UE with DNS server IP addresses in PCO or IPv6 router advertisement.

Proposal-1:
Specify in TS 24.501 that the network can provide DNS server addresses in ePCO IE (if the UE supports so) and in IPv6 routing advertisement, in addition to the existing methods.

Proposal-2:
Specify that the UE can indicate DNS Server IPvX Address Request in ePCO IE of PDU SESSION ESTABLISHMENT REQUEST, to inform the network that the UE supports receiving and handling the DNS Server IPvX Address in ePCO IE of PDU SESSION ESTABLISHMENT ACCEPT.

Observation-4:
TS 23.548 expects that the network can provide the UE with IP addresses of either EASDF or local DNS server, as DNS server addresses to the UE. The UE does not need to know whether the DNS server address is of EASDF or a of local DNS server.

TS 24.501 states:

----------------------

6.2.4.1
General
...

For IPv4 PDU session type and for IPv4v6 PDU session type, the UE:

...
b)
may obtain IPv4 configuration parameters (e.g. DNS server address) via DHCPv4.
For IPv6 PDU session type and for IPv4v6 PDU session type, the UE:

...
c)
may obtain IPv6 configuration parameters via stateless DHCPv6 as specified in IETF RFC 8415 [33D], except when the 5G-RG or the W-AGF act according to subclause 6.2.4.3.

----------------------

and TS24.008 states:

----------------------

When the container identifier indicates P-CSCF IPv6 Address Request, DNS Server IPv6 Address Request, MSISDN Request or DNS server security information indicator, the container identifier contents field is empty and the length of container identifier contents indicates a length equal to zero. If the container identifier contents field is not empty, it shall be ignored. The DNS server security information indicator indicates that the MS supports receiving DNS server security information with length of two octets.
...

When the container identifier indicates DNS Server IPv6 Address, the container identifier contents field contains one IPv6 DNS server address (see 3GPP TS 27.060 [36a]). This IPv6 address is encoded as a 128-bit address according to IETF RFC 4291 [99]. When there is a need to include more than one DNS Server IPv6 address, then more logical units with the container identifier indicating DNS Server IPv6 Address are used.
...

When the container identifier indicates DNS Server IPv4 Address Request, the container identifier contents field is empty and the length of container identifier contents indicates a length equal to zero. If the container identifier contents field is not empty, it shall be ignored.

...

When the container identifier indicates DNS Server IPv4 Address, the container identifier contents field contains one IPv4 address corresponding to the DNS server address to be used. When there is a need to include more than one DNS Server IPv4 address, then more logical units with the container identifier indicating DNS Server IPv4 Address are used.

...

P-CSCF IPv4 Address Request, P-CSCF IPv4 Address, DNS Server IPv4 Address Request and DNS Server IPv4 Address are applicable in S1-mode and N1-mode.
----------------------

Observation-5:
For IPv4, 24.501 describes that the DNS server IPv4 addresses are provided to the UE using DHCP and 24.008 additionally describes that DNS Server IPv4 Address Request and DNS Server IPv4 Address are applicable in N1 mode.

Observation-6:
For IPv6, 24.501 describes that the DNS server IPv4 addresses are provided to the UE using stateless DHCPv6, and 24.008 has no statement on whether the DNS Server IPv6 Address Request and DNS Server IPv6 Address are applicable in N1 mode.

Observation-7:
When the UE provides DNS Server IPvX Address Request in ePCO IE of PDU SESSION ESTABLISHMENT REQUEST:

a)
the UE needs to be able to handle initial DNS server addresses in DNS Server IPvX Address in ePCO IE of PDU SESSION ESTABLISHMENT ACCEPT.

b)
it is not clear whether the UE needs to be able to handle updated DNS server addresses in DNS Server IPvX Address in ePCO IE of later PDU SESSION MODIFICATION COMMANDs.
Conclusion-1:
The existing PCO parameters do not provide enough information to enable the network to detect that the UE is able to handle DNS Server IPvX Address in ePCO IE of a PDU SESSION MODIFICATION COMMAND. As result, the network can send to the UE the updated DNS Server IPvX Address in ePCO IE of a PDU SESSION MODIFICATION COMMAND, the UE would ignore it and radio resource would be wasted.
Proposal-3:
Specify that the UE can indicate using a new PCO parameter DNS Server IPvX Address Change Indicator in ePCO IE of PDU SESSION ESTABLISHMENT REQUEST (or PDU SESSION MODIFICATION REQUEST if the PDU session was originally established in S1 mode) that the UE supports receiving and handling the DNS Server IPvX Address in ePCO IE of PDU SESSION MODIFICATION COMMANDs.

4. Proposal

Proposal-1:
Specify in TS 24.501 that the network can provide DNS server addresses in ePCO IE (if the UE supports so) and in IPv6 routing advertisement, in addition to the existing methods.
Proposal-2:
Specify that the UE can indicate DNS Server IPvX Address Request in ePCO IE of PDU SESSION ESTABLISHMENT REQUEST, to inform the network that the UE supports receiving and handling the DNS Server IPvX Address in ePCO IE of PDU SESSION ESTABLISHMENT ACCEPT.

Proposal-3:
Specify that the UE can indicate using a new PCO parameter DNS Server IPvX Address Change Indicator in ePCO IE of PDU SESSION ESTABLISHMENT REQUEST (or PDU SESSION MODIFICATION REQUEST if the PDU session was originally established in S1 mode) that the UE supports receiving and handling the DNS Server IPvX Address in ePCO IE of PDU SESSION MODIFICATION COMMANDs.
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