
3GPP TSG-CT WG1 Meeting #130-e
C1-213202
Electronic meeting; 20-28 May 2021
Source:
Nokia, Nokia Shanghai Bell
Title:
Adding IEs definitions of some missing IEs for 5G ProSe procedures
Spec:
3GPP TS 24.554 V0.2.0
Agenda item:
17.2.18
Document for:
Agreement
1. Introduction
The definitions of the IEs used for 5G ProSe procedures need to be specified in stage-3 spec TS 24.554.
2. Reason for Change
The definition of some IEs were missing to be specified and hence they are specified using this pCR.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 V0.2.0.
* * * First Change * * * *

11.3.19
Link modification operation code
The purpose of the Link modification operation code information element is to indicate what the operation of the PC5 unicast link modification procedure triggered by initiating UE is.

The Link modification operation code is a type 3 information element, with a length of 2 octets.

The Link modification operation code information element is coded as shown in figure 11.3.19.1 and table 11.3.19.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Link modification operation code IEI
	octet 1

	Link modification operation code
	octet 2


Figure 11.3.19.1: Link modification operation code information element

Table 11.3.19.1: Link modification operation code information element

	Link modification operation code (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	void

	0
	0
	1
	0
	
	void

	0
	0
	1
	1
	
	Add new PC5 QoS flow(s) to the existing 5G ProSe direct link

	0
	1
	0
	0
	
	Modify PC5 QoS parameters of the existing PC5 QoS flow(s)

	0
	1
	0
	1
	
	Remove existing PC5 QoS flow(s) from the existing 5G ProSe direct link

	0
	1
	1
	0
	
	Associate new ProSe Application(s) with existing PC5 QoS flow(s)

	0
	1
	1
	1
	
	Remove ProSe Application(s) from existing PC5 QoS flow(s)

	1
	0
	0
	0
	
	

	to
	
	Spare

	1
	1
	1
	0
	
	

	1
	1
	1
	1
	
	Reserved

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.


11.3.20
Keep-alive counter
The purpose of the Keep-alive counter information element is to indicate the keep-alive counter which is a 32-bit counter used for the PC5 unicast link keep-alive procedure.

The Keep-alive counter is a type 3 information element with a length of 5 octets.

The Keep-alive counter information element is coded as shown in figure 11.3.20.1 and table 11.3.20.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Keep-alive counter IEI
	octet 1

	Keep-alive counter contents
	octet 2



	
	octet 5


Figure 11.3.20.1: Keep-alive counter information element

Table 11.3.20.1: Keep-alive counter information element

	Keep-alive counter contents (octet 2 to 5)

This field contains the 32-bit keep-alive counter.


11.3.21
Maximum inactivity period
The purpose of the Maximum inactivity period information element is to indicate the maximum inactivity period of the initiating UE during a PC5 unicast link keep-alive procedure.

The Maximum inactivity period is a type 3 information element, with a length of 5 octets.

The Maximum inactivity period information element is coded as shown in figure 11.3.21.1 and table 11.3.21.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Maximum inactivity period IEI
	octet 1

	Maximum inactivity period contents
	octet 2



	
	octet 5


Figure 11.3.21.1: Maximum inactivity period information element

Table 11.3.21.1: Maximum inactivity period information element

	Maximum inactivity period contents (octet 2 to 5)

This field contains the binary encoding of the maximum inactivity period expressed in units of seconds.


11.3.22
Selected security algorithms
The purpose of the Selected security algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.

The Selected security algorithms is a type 3 information element with a length of 2 octets.

The Selected security algorithms information element is coded as shown in figure 11.3.22.1 and table 11.3.22.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Selected security algorithms IEI
	octet 1

	0

spare
	Type of ciphering algorithm
	0

spare
	Type of integrity protection algorithm
	octet 2


Figure 11.3.22.1: Selected security algorithms information element

Table 11.3.22.1: Selected security algorithms information element

	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	5GS integrity algorithm 5G-IA0 (null integrity protection algorithm)

	0
	0
	1
	
	5GS integrity algorithm 128-5G-IA1

	0
	1
	0
	
	5GS integrity algorithm 128-5G-IA2

	0
	1
	1
	
	5GS integrity algorithm 128-5G-IA3

	1
	0
	0
	
	5GS integrity algorithm 5G-IA4

	1
	0
	1
	
	5GS integrity algorithm 5G-IA5

	1
	1
	0
	
	5GS integrity algorithm 5G-IA6

	1
	1
	1
	
	5GS integrity algorithm 5G-IA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	5GS encryption algorithm 5G-EA0 (null ciphering algorithm)

	0
	0
	1
	
	5GS encryption algorithm 128-5G-EA1

	0
	1
	0
	
	5GS encryption algorithm 128-5G-EA2

	0
	1
	1
	
	5GS encryption algorithm 128-5G-EA3

	1
	0
	0
	
	5GS encryption algorithm 5G-EA4

	1
	0
	1
	
	5GS encryption algorithm 5G-EA5

	1
	1
	0
	
	5GS encryption algorithm 5G-EA6

	1
	1
	1
	
	5GS encryption algorithm 5G-EA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	


11.3.23
UE PC5 unicast user plane security policy
The purpose of the UE PC5 unicast user plane security policy information element is to indicate the UE’s configuration for integrity protection and ciphering of PC5 user plane data.
The UE PC5 unicast user plane security policy is a type 3 information element with a length of 2 octets.

The UE PC5 unicast user plane security policy information element is coded as shown in figure 11.3.23.1 and table 11.3.23.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE PC5 unicast user plane security policy IEI
	octet 1

	0

spare
	User plane ciphering policy
	0

spare
	User plane integrity protection policy
	octet 2


Figure 11.3.23.1: UE PC5 unicast user plane security policy information element

Table 11.3.23.1: UE PC5 unicast user plane security policy information element

	User plane integrity protection policy (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	User plane integrity protection not needed

	0
	0
	1
	
	User plane integrity protection preferred

	0
	1
	0
	
	User plane integrity protection required

	0
	1
	1
	
	

	
to

Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	If the UE receives a user plane integrity protection policy value that the UE does not understand, the UE shall interpret the value as 010 "user plane integrity protection required".

User plane ciphering policy (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	User plane ciphering not needed

	0
	0
	1
	
	User plane ciphering preferred

	0
	1
	0
	
	User plane ciphering required

	0
	1
	1
	
	

	
to

Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	If the UE receives a user plane ciphering protection policy value that the UE does not understand, the UE shall interpret the value as 010 "user plane ciphering protection required".

Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	


11.3.24
Re-authentication indication
The purpose of the Re-authentication indication information element is to indication that KNRP needs to be refreshed.

The Re-authentication indication information element is a type 3 information element, with a length of 2 octets.

The Re-authentication indication information element is coded as shown in figure 11.3.24.1 and table 11.3.24.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Re-authentication indication IEI
	octet 1

	Re-authentication indication contents
	octet 2


Figure 11.3.24.1: Re-authentication indication information element

Table 11.3.24.1: Re-authentication indication information element

	Re-authentication indication contents (octet 2)

Bits

1

0  Reserved

1  KNRP is requested to be refreshed

Bits 2 to 8 of octet 2 are spare and shall be coded as zero.

	


11.3.25
Layer-2 ID
The purpose of the layer-2 ID information element is to indicate the layer-2 ID that is used by UE.

The layer-2 ID is a type 3 information element with a length of 4 octets.

The layer-2 ID information element is coded as shown in figure 11.3.25.1 and table 11.3.25.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Layer-2 ID IEI
	octet 1

	Layer-2 ID 
	octet 2



	
	octet 4


Figure 11.3.25.1: Layer-2 ID information element

Table 11.3.25.1: Layer-2 ID information element

	Layer-2 ID (octet 2 to 4)

This field contains the 24-bit layer-2 ID.


