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*  *  *  *  *  FIRST CHANGE  *  *  *  *  *
[bookmark: _Toc20152257][bookmark: _Toc27494922][bookmark: _Toc36108390][bookmark: _Toc45194178][bookmark: _Toc68187340]4.7.1	Media security
If a mission critical organisation requires MCVideo users to communicate using end-to-end security, a security context needs to be established between the initiator of the call and the recipient(s) of the call, prior to the establishment of media, or transmission control signalling. This provides assurance to MCVideo users that no unauthorised access to communications is taking place within the MCVideo network. An MCVideo key management server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with keying material associated to its identity by the KMS as specified in 3GPP TS 33.180 [8].
[bookmark: _Hlk70405564]The MIKEY-SAKKE message in the SIP INVITE/REFER provides a single PCK/PCK-ID, which is used to derive the SRTP session key for both the video and audio streams.  For floor and media control, the SRTCP key is different depending on which interface the SRTCP key is currently traversing (ref. 3GPP TS 33.180 [8]).  For unicast uplink and downlink between the client and the server, the SRTCP key is the appropriate CSK/CSK-ID.  Between two MCVideo servers, the SRTCP key is the SPK/SPK-ID.  For multicast (when used), the SRTCP key is the MuSiK/MuSiK-ID. For a more complete discussion of media plane security for MCVideo see clause 13 of 3GPP TS 24.581 [5].
For group calls, the security context is set up at the time of creation of the group. The group management server creates group call keying material associated with the group and distributes it to all members of the group, in advance of the initiation of a group call as specified in 3GPP TS 24.481 [24] and 3GPP TS 33.180 [8]. The establishment of a security context for group calls has no impact on this specification.
For private calls, the security context is initiated at call setup. An end-to-end security context is established that is unique to the pair of users involved in the call. The procedure involves transferral of an encapsulated private call key (PCK) and private call key id (PCK-ID) from the initiator to the terminator. The PCK is encrypted using the terminator's MCVideo ID and domain-specific material provided from the terminating user's KMS. The domain-specific key material of the terminator's KMS is identified by a KMS URI stored in the terminating user profile. The domain-specific key material for all KMSs is downloaded in advance from the initiator's home KMS as described in 3GPP TS 33.180 [8]. The PCK and PCK-ID are distributed within a MIKEY payload within the SDP offer of the private call request. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [55], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP offer is described in IETF RFC 4567 [56] using an "a=key-mgmt" attribute. The payload is signed using a key associated to the identity of the initiating user. At the terminating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCVideo UE also extracts the PCK-ID. This process is described in 3GPP TS 33.180 [8]. With the PCK successfully shared between the two MCVideo UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. With a security context established, the group call key and private call key can be used to encrypt media and, if required, transmission control traffic between the end-points as described in 3GPP TS 24.581 [5].
*  *  *  *  *  END CHANGES  *  *  *  *  *


