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1. Introduction
The used terminologies related to PROSE PC5 DISCOVERY for 5G ProSe in TS 24.554 are not unified, sometimes "PROSE PC5 DISCOVERY" is used and sometimes "PC5_DISCOVERY" is used.
2. Reason for Change
Correcting the used terminology to be "PROSE PC5 DISCOVERY" in all sections.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554 V0.2.0.
* * * First Change * * * *

6.2.2
Announce request procedure for open ProSe direct discovery

6.2.2.1
General

The purpose of the announce request procedure for open ProSe direct discovery is for the UE:

a)
to obtain one or more ProSe Application Code(s) to be announced over the PC5 interface, upon a request for announcing from upper layers as defined in 3GPP TS 23.304 [2];

b)
to inform the 5G DDNMF that the UE wants to stop announcing a ProSe Application Code as defined in 3GPP TS 23.304 [2]; or
c)
to upload metadata associated with a ProSe Application ID to the 5G DDNMF as defined in 3GPP TS 23.304 [2].
The UE shall be authorized for open ProSe direct discovery announcing in the registered PLMN or the local PLMN based on the service authorization procedure as specified in clause 5, before initiating the announce request procedure. 

The UE includes one of the ProSe Application Code(s) obtained as a result of a successful announce request procedure per PROSE PC5 DISCOVERY message and passes the PROSE PC5 DISCOVERY messages to the lower layers for transmission over the PC5 interface.

6.2.3
Announce request procedure for restricted ProSe direct discovery model A

6.2.3.1
General

The purpose of the announce request procedure for restricted ProSe direct discovery model A is for the UE:

a)
to obtain a ProSe Restricted Code corresponding to the Restricted ProSe Application User ID (RPAUID) to be announced over the PC5 interface, upon a request for announcing from upper layers (e.g., application client) as defined in 3GPP TS 23.304 [2]; or

b)
to inform the 5G DDNMF that the UE wants to stop announcing a ProSe Restricted Code as defined in 3GPP TS 23.304 [2].

Before initiating the announce request procedure, the UE shall be authorized for restricted ProSe direct discovery model A announcing in the registered PLMN or local PLMN based on the service authorization procedure as specified in clause 5.

The UE includes the ProSe Restricted Code obtained from a successful announce request procedure in a PROSE PC5 DISCOVERY message and passes the PROSE PC5 DISCOVERY message to the lower layers for transmission over the PC5 interface.

6.2.4
Monitor request procedure for open ProSe direct discovery

6.2.4.1
General

The purpose of the monitor request procedure for open ProSe direct discovery is to allow a UE:

a)
to receive and process PROSE PC5 DISCOVERY messages upon a request for monitoring from upper layers as defined in 3GPP TS 23.304 [2]; or

b)
to inform the 5G DDNMF that the UE wants to stop using Discovery Filters for direct discovery monitoring as defined in 3GPP TS 23.304 [2].
The UE shall only initiate the monitor request procedure if it has been authorized for open ProSe direct discovery monitoring at least in one PLMN based on the service authorization procedure. 

As a result of the monitor request procedure completing successfully, the UE obtains one or more Discovery Filters, along with a TTL (Time-To-Live) timer T5064 for each Discovery Filter indicating the time during which the filter is valid.

6.2.5
Monitor request procedure for restricted ProSe direct discovery model A

6.2.5.1
General

The purpose of the monitor request procedure for restricted ProSe direct discovery model A is:

a)
to allow a UE participating in restricted ProSe direct discovery model A to receive and process PROSE PC5 DISCOVERY messages upon a request for monitoring from upper layers as defined in 3GPP TS 23.304 [2]; or
b)
to inform the 5G DDNMF that the UE wants to stop using Restricted Discovery Filter(s) for direct discovery monitoring as defined in 3GPP TS 23.304 [2].
The UE shall only initiate the restricted ProSe direct discovery model A monitor request procedure if it has been authorized for restricted ProSe direct discovery model A monitoring in at least in one PLMN based on the service authorization procedure. 

As a result of the monitor request procedure completing successfully, the UE obtains one or more Restricted Discovery Filters, along with a TTL (Time-To-Live) timer T5066 for each Restricted Discovery Filter indicating the time during which the filter is valid.

6.2.6
Discoveree request procedure for restricted ProSe direct discovery model B

6.2.6.1
General

The purpose of the discoveree request procedure for restricted ProSe direct discovery model B is for the UE to obtain Discovery Query Filter(s) to be used for monitoring a model B query for a Restricted ProSe Application User ID (RPAUID) over the PC5 interface, and a ProSe Response Code to be announced over the PC5 interface as a response to a model B query, as defined in 3GPP TS 23.304 [2].

Before initiating the discoveree request procedure, the UE shall be authorised for restricted ProSe direct discovery model B discoveree operation in the registered PLMN or the local PLMN based on the service authorisation procedure as specified in clause 5. 

As the result of successful completion of this procedure, the UE obtains one or more Discovery Query Filters and applies them to the monitoring operation in PC5 interface. The UE shall also include the ProSe Response Code in a PROSE PC5 DISCOVERY message and passes the message to the lower layers for transmission over the PC5 interface when there is a match of the Discovery Query Filter(s).

6.2.7
Discoverer request procedure for restricted ProSe direct discovery model B

6.2.7.1
General

The purpose of the discoverer request procedure for restricted ProSe direct discovery model B is for the UE to obtain ProSe Query Code(s) and Discovery Response Filter(s) to be used for sending query and monitoring responses over the PC5 interface based on the information provided by the upper layer application, as defined in 3GPP TS 23.304 [2].

Before initiating the discoverer request procedure, the UE shall be authorised for restricted ProSe direct discovery model B discoverer operation in the registered PLMN or the local PLMN based on the service authorisation procedure as specified in clause 5.

As the result of successful completion of this procedure, the UE obtains one or more ProSe Query Code(s) which can be included in a PROSE PC5 DISCOVERY message and passes the PROSE PC5 DISCOVERY message to the lower layers for transmission over the PC5 interface. The UE also obtains Discovery Response Filter(s) and apply it to the monitoring operation in PC5 interface to match potential responses for the sent query request for the target RPAUID.

6.2.8
Match report procedure for open ProSe direct discovery

6.2.8.1
General

The purpose of the Match report procedure for open ProSe direct discovery is to allow a UE to send a ProSe Application Code that was matched during the monitoring operation and receive the corresponding ProSe Application ID or the updated metadata, if there is no such a mapping stored locally or the Metadata Index in the ProSe Application Code indicates the metadata is updated.

The UE shall only initiate the match report procedure if it has been authorized for open ProSe direct discovery monitoring in the monitored PLMN based on the service authorization procedure.

As a result of the match report procedure completing successfully, the UE obtains a ProSe Application ID and potentially other information, which the UE may store locally and pass to the upper layers.

6.2.8.2
Match report procedure initiation

The UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to monitor for the ProSe Application ID, which resulted in the matched ProSe Application Code, is still in place;

b)
the lower layers have provided a "Monitored PLMN ID" value, and UTC time information, along with the discovery message containing a ProSe Application Code; and

c)
the TTL timer T5064 associated with the Discovery Filter, which resulted in a match event of the ProSe Application Code, has not expired. 

If the UE is authorized to perform open ProSe direct discovery monitoring in the monitored PLMN, it should initiate a match report procedure:

a)
when there is a match event of one of the ProSe Application Codes received from the lower layers, and the UE does not have a corresponding ProSe Application ID already locally stored; 

b)
when the UE has a locally stored mapping for the ProSe Application Code that resulted in a match event, but the validity timer T5072 of the ProSe Application Code has expired;
c)
when the UE has a locally stored mapping for the ProSe Application Code that resulted in a match event, but the match report refresh timer T5074 of the ProSe Application Code has expired; or
d)
when there is a match event of one of the ProSe Application Codes received from the lower layers, and the UE has a locally stored ProSe Application Code excluding the Metadata Index portion located by the locally stored Metadata Index Mask.

The UE initiates the match report procedure for open ProSe direct discovery by sending a MATCH_REPORT message with a new transaction ID and shall set the message contents as follows:

a)
the UE shall set the ProSe Application Code to the ProSe Application Code for which there was a match event;

b)
the UE shall set the UE identity to the UE's SUPI;

c)
the UE shall set the UTC-based counter as follows:
1)
the UE shall generate two UTC-based counters with:

i)
the first counter composed of:

A)
the 27 most significant bits of the UTC-based counter set to the 27 most significant bits of  the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 28th most significant bit of the UTC-based counter set to '0'; and

C)
the 4 least significant bits of the UTC-based counter shall be set to the 4 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event, as specified in 3GPP TS 33.yyy [33yyy]; and

ii)
the second counter composed of:

A)
the 27 most significant bits of the UTC-based counter set to the 27 most significant bits of  the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 28th most significant bit of the UTC-based counter set to '1'; and

C)
the 4 least significant bits of the UTC-based counter set to the 4 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event, as specified in 3GPP TS 33.yyy [r33yyy]; and

2)
then the UE shall select, among the two counters described above, the counter that is nearest to the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event encoded as specified in clause 11.2.2.18, and set the UTC-based counter in the MATCH_REPORT message to that counter;

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

d)
the UE shall set the MIC to the MIC of the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event;

e)
the UE shall set the Message Type to the value of Message Type field of the PROSE PC5 DISCOVERY message that contained the ProSe Application Code for which there was a match event;

f)
the UE shall set the Monitored PLMN ID to the PLMN ID of the PLMN where the PROSE PC5 DISCOVERY message was received, as provided by the lower layers;

g)
if the UE was roaming when the match event occurred, the UE shall set the VPLMN ID to the PLMN ID of the PLMN in which the UE was registered when the match event occurred; and

h)
the UE shall set the Metadata Flag to indicate whether or not it wishes to receive metadata information associated with the ProSe Application ID in the MATCH_REPORT_ACK message from the 5G DDNMF.

NOTE 1:
A UE can include one or multiple transactions in one MATCH_REPORT message for different ProSe Application Codes, and receive corresponding <match-ack> element or <match-reject> element in the MATCH_REPORT_ACK message for each respective transaction. In the following description of match report procedure, only one transaction is included.

NOTE 2:
The value of the Metadata Flag is determined through an indication from upper layers in the original request to monitor for a ProSe Application ID.

Figure 6.2.8.2.1 illustrates the interaction between the UE and the 5G DDNMF in the match report procedure.
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Figure 6.2.8.2.1: Match report procedure

6.2.8.3
Match report procedure accepted by the 5G DDNMF
Upon receiving a MATCH_REPORT message, the 5G DDNMF shall check whether there is an existing context for the UE identified by its SUPI. If there is no associated UE context, the 5G DDNMF checks with the UDM whether the UE is authorized for open ProSe direct discovery monitoring as described in 3GPP TS 29.503 [10].
The 5G DDNMF shall also check the PLMN ID in the ProSe Application Code received from the UE. If the PLMN ID in the ProSe Application Code is not the same of that of the PLMN to which the 5G DDNMF belongs, the 5G DDNMF shall execute the procedures defined in 3GPP TS 29.555 [9]. Otherwise, the 5G DDNMF shall check whether the received ProSe Application Code is authorized to be transmitted on the monitored PLMN indicated in the Monitored PLMN ID in the received message.
If the ProSe Application Code is PLMN-specific, the 5G DDNMF shall verify if the PLMN ID in the ProSe Application Code is the same as the PLMN of the 5G DDNMF. If so, the 5G DDNMF shall map the ProSe Application Code to the corresponding ProSe Application ID from the PLMN-specific database. If the ProSe Application Code is country-specific, as specified in clause 24.3 of 3GPP TS 23.003 [4], the 5G DDNMF shall check whether the MCC of the PLMN ID part of the ProSe Application Code corresponds to the country of the 5G DDNMF. If so, the 5G DDNMF shall map the ProSe Application Code to the corresponding ProSe Application ID from the country-specific database. If the ProSe Application Code is global as specified in clause 24.3 of 3GPP TS 23.003 [4], the 5G DDNMF shall map the ProSe Application Code to the corresponding ProSe Application ID from the global database. If the ProSe Application Code contains a ProSe Application Code Prefix, the 5G DDNMF maps the ProSe Application Code Prefix to the corresponding ProSe Application ID.

The 5G DDNMF shall analyze the ProSe Application Code received from the UE and determine the validity of the ProSe Application Code.

NOTE:
This might require the 5G DDNMF to execute procedures defined in 3GPP TS 29.555 [9].
The 5G DDNMF shall check if the MIC value and its corresponding UTC-based counter are valid, as defined in 3GPP TS 33.yyy [r33yyy].
If the VPLMN ID is included in the MATCH_REPORT message, the 5G DDNMF uses it for charging purposes as specified in 3GPP TS 32.277 [r32277].

Editor's Note: Charging aspect will be updated upon stage-2 normative requirement is available.

If the outcome of above processing is successful, the 5G DDNMF shall send a MATCH_REPORT_ACK message containing a <match-ack> element with:

a)
the transaction ID set to the value of the transaction ID received in the MATCH_REPORT message from the UE;

b)
the ProSe Application ID set to the ProSe Application ID provided by the 5G DDNMF and corresponding to the ProSe Application Code contained in the MATCH_REPORT message;

c)
the Validity Timer T5072 set to indicate for how long this ProSe Application Code is valid; and

d)
the Match Report Refresh Timer T5074 set to indicate for how long the UE will wait before sending a new Match Report for this ProSe Application Code.

If the UE has set the Metadata Flag to indicate that it wishes to receive metadata information associated with the ProSe Application ID, the 5G DDNMF shall set the Metadata to the metadata information associated with the ProSe Application Code received in the MATCH_REPORT message and set the Metadata Index Mask to the Metadata Index Mask allocated by the 5G DDNMF for the ProSe Application Code received in the MATCH_REPORT message.

6.2.8.4
Match report procedure completion by the UE

Upon receipt of the MATCH_REPORT_ACK message, if the transaction ID contained in the <match-ack> element matches the value sent by the UE in a MATCH_REPORT message, the UE shall store the mapping between the ProSe Application Code and ProSe Application ID locally, start timers T5072 and T5074, and may inform the upper layers of this match of the ProSe Application ID. If the Metadata Index Mask is contained in the MATCH_REPORT_ACK message, the UE shall also store the Metadata Index Mask with the ProSe Application Code and the ProSe Application ID locally. If there is a locally stored mapping between the ProSe Application ID and a ProSe Application Code, the UE shall delete the old mapping. Otherwise the UE shall discard the MATCH_REPORT_ACK message.

Upon receipt of the MATCH_REPORT_ACK message, if the transaction ID contained in the <match-reject> element matches the value sent by the UE in a MATCH_REPORT message and if the received PC3a Control Protocol cause value is #5 "Invalid MIC", as specified in clause 6.2.8.5, the UE shall stop timer T5072 if it is running.

NOTE 1:
It is an implementation specific choice whether the UE informs the upper layers every time a ProSe Application ID triggers a match event, or only the first time this match occurs.

NOTE 2:
The UE can also inform the upper layers if a ProSe Application ID is no longer matched, because the validity timer T5072 of the corresponding ProSe Application Code expires.

NOTE 3:
The UE can also inform the upper layers if a ProSe Application ID is no longer matched, because the validity timer T5072 of the corresponding ProSe Application Code is stopped upon receiving MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #5 "Invalid MIC".

6.2.8.5
Match report procedure not accepted by the 5G DDNMF 

If the MATCH_REPORT message is not accepted by the 5G DDNMF, the 5G DDNMF sends a MATCH_REPORT_ACK message with a <match-reject> element to the UE including an appropriate PC3a Control Protocol cause value.

If the ProSe Application Code contained in the MATCH_REPORT message is unknown by the 5G DDNMF, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #4 "Unknown ProSe Application Code".

If the check of the MIC contained in the MATCH_REPORT message fails, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #5 "Invalid MIC".

If the check of the UTC-based counter contained in the MATCH_REPORT message fails, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #6 "Invalid UTC-based counter".

If the UE is not authorized for open ProSe direct discovery monitoring in the monitored PLMN contained in the MATCH_REPORT message, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #3 "UE authorization failure".

6.2.8.6
Abnormal cases

6.2.8.6.1
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of MATCH_REPORT message (e.g. after TCP retransmission timeout)

The UE shall close the existing secure connection to the 5G DDNMF, establish a new secure connection and then restart the match report procedure.

b)
No response from the 5G DDNMF after the MATCH_REPORT message has been successfully delivered (e.g. TCP ACK has been received for the MATCH_REPORT message)


If the TTL timer T5064 associated with the Discovery Filter which resulted in a match event has not expired, the UE shall retransmit the MATCH_REPORT message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.

c)
Change of PLMN


If a PLMN change occurs before the match report procedure is completed, the procedure shall be aborted.

6.2.9
Match report procedure for restricted ProSe direct discovery model A

6.2.9.1
General

The purpose of the match report procedure is to allow a UE to send a ProSe Restricted Code that was matched during the monitoring operation and receive the corresponding RPAUID, if there is no such a mapping stored locally.

The UE shall only initiate the match report procedure if it has been authorized for restricted ProSe direct discovery monitoring model A in the monitored PLMN based on the service authorization procedure.

As a result of the match report procedure completing successfully, the UE obtains a RPAUID and potentially other information, which the UE may store locally and pass to the upper layers.

6.2.9.2
Match report procedure initiation

The UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to monitor for the target RPAUID, which resulted in the matched ProSe Restricted Code, is still in place;

b)
the lower layers have provided UTC time information, along with the discovery message containing the ProSe Restricted Code; and

c)
the TTL timer T5066 associated with the Restricted Discovery Filter, whose use resulted in a match event of the ProSe Restricted Code, has not expired. 

If the UE is authorized to perform restricted ProSe direct discovery monitoring model A in the monitored PLMN, it should initiate a match report procedure:

a)
when there is a match event after applying one of the Restricted Discovery Filter(s) to a ProSe Restricted Code received from the lower layers, and the UE does not have a corresponding RPAUID already locally stored;

b)
when the UE has a locally stored mapping for the ProSe Restricted Code that resulted in a match event, but the validity timer T5076 of the ProSe Restricted Code has expired;

c)
when the UE has a locally stored mapping for the ProSe Restricted Code that resulted in a match event, but the match report refresh timer T5077 of the ProSe Restricted Code has expired;

d)
when the UE desires to obtain the metadata associated with the discovered ProSe Restricted Code; or

e)
when the UE has a locally stored mapping for the ProSe Restricted Code that resulted in a match event, but the UE does not have a running match report refresh timer T5077 for this ProSe Restricted Code and the UE is directed by the 5G DDNMF to perform the required MIC check via the match report procedure.

NOTE 1:
The 5G DDNMF directs the UE to use the match report procedure to perform the MIC check by including the MIC Check Indicator parameter in the DISCOVERY_RESPONSE message.

The UE initiates the match report procedure by sending a MATCH_REPORT message with a new transaction ID and shall set the message contents as follows:

a)
the RPAUID set to the UE's RPAUID which has requested the corresponding monitoring operation that resulted this match event; 

b)
the ProSe Restricted Code set to the ProSe Restricted Code for which there was a match event;

c)
the UE identity set to the UE's SUPI;

d)
the Discovery Type set to "Restricted discovery";

e)
the Application Identity set to the Application Identity of the upper layer application that triggered the monitoring operation;

f)
optionally, the UTC-based counter set as follows if the MIC is checked via the match report procedure:
1)
the UE shall generate two UTC-based counters with:

i)
the first counter composed of:

A)
the 23 most significant bits of the UTC-based counter set to the 23 most significant bits of the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 24th most significant bit of the UTC-based counter set to '0'; and

C)
the 8 least significant bits of the UTC-based counter set to the 8 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event, as specified in 3GPP TS 33.yyy [r33yyy]; and

ii)
the second counter composed of:

A)
the 23 most significant bits of the UTC-based counter set to the 23 most significant bits of  the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 24th most significant bit of the UTC-based counter set to '1'; and

C)
the 8 least significant bits of the UTC-based counter set to the 8 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event, as specified in 3GPP TS 33.yyy [r33yyy]; and

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

2)
then the UE shall select, among the two counters described above, the counter that is nearest to the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event encoded as specified in clause 11.2.2.18, and set the UTC-based counter in the MATCH_REPORT message to that counter;

g)
optionally, the Message Type set to the value of Message Type field of the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event, if the MIC is checked via the match report procedure;

h)
optionally, the MIC set to the MIC of the PROSE PC5 DISCOVERY message that contained the ProSe Restricted Code for which there was a match event if the MIC is checked via the match report procedure; and

i)
the Metadata Flag set to indicate whether or not the UE wishes to receive the latest metadata information associated with the RPAUID in the MATCH_REPORT_ACK message from the 5G DDNMF.

NOTE 2:
A UE can include one or multiple transactions in one MATCH_REPORT message for different ProSe Restricted Codes, and receive a corresponding <restricted-match-ack> element or <match-reject> element in the MATCH_REPORT_ACK message for each respective transaction. In the following description of match report procedure, only one transaction is included.

Figure 6.2.9.2.1 illustrates the interaction between the UE and the 5G DDNMF in the match report procedure.
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Figure 6.2.9.2.1: Match report procedure for restricted discovery model A

6.2.9.3
Match report procedure accepted by the 5G DDNMF
Upon receiving a MATCH_REPORT message, the 5G DDNMF shall check whether there is an existing context for the UE identified by its SUPI.
The 5G DDNMF shall analyze the ProSe Restricted Code received from the UE in the MATCH_REPORT message. If the MIC value and its corresponding UTC-based counter are included, the 5G DDNMF shall check whether the MIC value and the UTC-based counter are valid and within the acceptable range respectively as defined in 3GPP TS 33.yyy [r33yyy]. The 5G DDNMF shall then check in the UE context if the ProSe Restricted Code matches any Restricted Discovery Filter(s) allocated for the particular application identified by the Application Identity received in the MATCH_REPORT message. If such a discovery filter exists, the target RPAUID associated with the filter(s) shall be identified as the corresponding RPAUID for this code. Optionally, the 5G DDNMF may further invoke the procedure defined in 3GPP TS 29.503 [10] to verify if the target RPAUID is allowed to be discovered by the RPAUID of the requesting UE that has sent the MATCH_REPORT message, or to retrieve metadata associated for the target RPAUID if Metadata Flag is set to "True" in the MATCH_REPORT message and the 5G DDNMF does not have the latest metadata.

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

If the outcome of the above processing is successful, the 5G DDNMF shall send a MATCH_REPORT_ACK message containing a <restricted-match-ack> element with the transaction ID set to the value of the transaction ID received in the MATCH_REPORT message from the UE, the RPAUID set to the target RPAUID retrieved from the UE context at the 5G DDNMF which corresponds to the ProSe Restricted Code contained in the MATCH_REPORT message, and the Validity Timer T5076 set to indicate for how long this ProSe Restricted Code is valid. The 5G DDNMF shall set the Match Report Refresh Timer T5017 to indicate for how long the UE will wait before sending a new Match Report for this ProSe Restricted Code if the MIC value and the UTC-based counter are included in the MATCH_REPORT message. If there exists metadata information associated with this target RPAUID and the Metadata Flag is set to "True" in the MATCH_REPORT message, the 5G DDNMF shall set the Metadata to the associated metadata information.

If the corresponding PDUID of the target RPAUID does not belong to the HPLMN of the requesting UE, the 5G DDNMF may optionally invoke the procedure defined in 3GPP TS 29.555 [9] to inform the 5G DDNMF of the announcing UE about the match event.

6.2.9.4
Match report procedure completion by the UE

Upon receipt of the MATCH_REPORT_ACK message, if the transaction ID contained in the <restricted-match-ack> element matches the value sent by the UE in a MATCH_REPORT message, the UE shall store the mapping between the ProSe Restricted Code and RPAUID locally, start timers T5076 and T5077, and may inform the upper layers of this match of the RPAUID. Otherwise the UE shall discard the MATCH_REPORT_ACK message.

Upon receipt of the MATCH_REPORT_ACK message, if the transaction ID contained in the <match-reject> element matches the value sent by the UE in a MATCH_REPORT message and if the received PC3a Control Protocol cause value is #5 "Invalid MIC", as specified in clause 6.2.9.5, the UE shall stop timer T5016 if it is running.

NOTE 1:
It is an implementation specific choice whether the UE informs the upper layers every time an RPAUID triggers a match event, or only the first time this match occurs.

NOTE 2:
The UE can also inform the upper layers if an RPAUID is no longer matched, because the validity timer T5076 of the corresponding ProSe Restricted Code expires.

NOTE 3:
The UE can also inform the upper layers if a ProSe Restricted Code is no longer matched, because the validity timer T5016 of the corresponding ProSe Restricted Code is stopped upon receiving MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #5 "Invalid MIC".

6.2.9.5
Match report procedure not accepted by the 5G DDNMF
If the MATCH_REPORT message is not accepted by the 5G DDNMF, the 5G DDNMF sends a MATCH_REPORT_ACK message with a <match-reject> element to the UE including an appropriate PC3a Control Protocol cause value.

If there is no associated UE context for the SUPI contained in the MATCH_REPORT message, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #16 "Invalid Match Event".
If the ProSe Restricted Code contained in the MATCH_REPORT message does not match any Restricted Discovery Filter(s) allocated for the requesting UE for the corresponding application, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #16 "Invalid Match Event".

If the check of the MIC contained in the MATCH_REPORT message fails, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #5 "Invalid MIC".

If the check of the UTC-based counter contained in the MATCH_REPORT message fails, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #6 " Invalid UTC-based counter".

If the UE is not authorized for restricted ProSe direct discovery monitoring, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #3 "UE authorization failure".

6.2.9.6
Abnormal cases

6.2.9.6.1
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of MATCH_REPORT message (e.g. after TCP retransmission timeout)

The UE shall close the existing secure connection to the 5G DDNMF, establish a new secure connection and then restart the match report procedure.

b)
No response from the 5G DDNMF after the MATCH_REPORT message has been successfully delivered (e.g. TCP ACK has been received for the MATCH_REPORT message)


If the TTL timer T5066 associated with the Restricted Discovery Filter which resulted in a match event has not expired, the UE shall retransmit the MATCH_REPORT message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.

6.2.10
Match report procedure for restricted ProSe direct discovery model B

6.2.10.1
General

The purpose of the Match report procedure is to allow a UE to send a ProSe Response Code that was matched during the restricted ProSe direct discovery Model B discoverer operation and receive the corresponding RPAUID, if there is no such a mapping stored locally.

The UE shall only initiate the match report procedure if it has been authorized for restricted ProSe direct discovery model B discoverer operation in the monitored PLMN based on the service authorization procedure.

As a result of the match report procedure completing successfully, the UE obtains a RPAUID and potentially other information, which the UE may store locally and pass to the upper layers.

6.2.10.2
Match report procedure initiation

The UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to discover the target RPAUID with restricted discovery model B, which resulted in the matched ProSe Response Code, is still in place;

b)
the lower layers have provided UTC time information, along with the discovery message containing the ProSe Response Code; and

c)
the TTL timer T5070 associated with the Discovery Response Filter, whose use resulted in a match event of the ProSe Response Code, has not expired. 

If the UE is authorized to perform restricted ProSe direct discovery model B discoverer operation in the monitored PLMN, it should initiate a match report procedure:

a)
when there is a match event when applying one of the Discovery Response Filter(s) to one of the ProSe Response Codes received from the lower layers, and the UE does not have a corresponding RPAUID already locally stored;

b)
when the UE has a locally stored mapping for the ProSe Response Code that resulted in a match event, but the validity timer T5076 of the ProSe Response Code has expired;

c)
when the UE has a locally stored mapping for the ProSe Response Code that resulted in a match event, but the match report refresh timer T5077 of the ProSe Response Code has expired;

d)
when the UE desires to obtain the metadata associated with the discovered ProSe Response Code; or

e)
when the UE has a locally stored mapping for the ProSe Response Code that resulted in a match event, but the UE does not have a running match report refresh timer T5077 for this ProSe Response Code and the UE is directed by the 5G DDNMF to perform the required MIC check via the match report procedure.

NOTE 1:
The 5G DDNMF directs the UE to use the match report procedure to perform the MIC check by including the MIC Check Indicator parameter in the DISCOVERY_RESPONSE message. 

The UE initiates the match report procedure by sending a MATCH_REPORT message with a new transaction ID and shall set the message contents as follows:

a)
the RPAUID set to the UE's RPAUID which has requested the corresponding restricted discovery model B discoverer operation that resulted this match event; 

b)
the ProSe Response Code set to the ProSe Response Code for which there was a match event;

c)
the UE identity set to the UE's SUPI;

d)
the Discovery Type set to "Restricted discovery";

e)
the Application Identity set to the Application Identity of the upper layer application that triggered the restricted direct discovery Model B discoverer operation;

f)
optionally, the UTC-based counter set as follows if the MIC is checked via the match report procedure:
1)
the UE shall generate two UTC-based counters with:

i)
the first counter composed of:

A)
the 27 most significant bits of the UTC-based counter set to the 27 most significant bits of the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event encoded as specified in clause 11.2.2.18;

B)
the 24th most significant bit of the UTC-based counter set to '0'; and

C)
the 8 least significant bits of the UTC-based counter shall be set to the 8 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event, as specified in 3GPP TS 33.303 [6]; and

ii)
the second counter composed of:

-
the 23 most significant bits of the UTC-based counter set to the 23 most significant bits of  the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event encoded as specified in clause 11.2.2.18;

-
the 24th most significant bit of the UTC-based counter set to '1'; and

-
the 8 least significant bits of the UTC-based counter set to the 8 least significant bits of the UTC-based counter contained in the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event, as specified in 3GPP TS 33.yyy [r33yyy]; and

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

2)
then the UE shall select, among the two counters described above, the counter that is nearest to the UTC time provided by the lower layers for the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event encoded as specified in clause 11.2.2.18, and set the UTC-based counter in the MATCH_REPORT message to that counter;

g)
optionally, the Message Type set to the value of Message Type field of the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event, if the MIC is checked via the match report procedure;

h)
optionally, the MIC to the MIC of the PROSE PC5 DISCOVERY message that contained the ProSe Response Code for which there was a match event if the MIC is checked via the match report procedure; and

i)
the Metadata Flag set to indicate whether or not the UE wishes to receive the latest metadata information associated with the RPAUID in the MATCH_REPORT_ACK message from the 5G DDNMF.

NOTE 2:
A UE can include one or multiple transactions in one MATCH_REPORT message for different ProSe Response Codes, and receive corresponding <restricted-match-ack> element or <match-reject> element in the MATCH_REPORT_ACK message for each respective transaction. In the following description of match report procedure, only one transaction is included.

Figure 6.2.10.2.1 illustrates the interaction between the UE and the 5G DDNMF in the match report procedure.
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Figure 6.2.10.2.1: Match report procedure for restricted discovery model B

6.2.10.3
Match report procedure accepted by the 5G DDNMF

Upon receiving a MATCH_REPORT message, the 5G DDNMF shall check whether there is an existing discoverer UE context for the UE identified by its SUPI.
The 5G DDNMF shall analyze the ProSe Response Code received from the UE in the MATCH_REPORT message. If the MIC value and its corresponding UTC-based counter are included, the 5G DDNMF shall check whether the MIC value and the UTC-based counter are valid and within the acceptable range respectively, as defined in 3GPP TS 33.yyy [r33yyy]. The 5G DDNMF shall then check in the UE context if the ProSe Response Code matches any Discovery Response Filter(s) allocated for the particular application identified by the Application Identity received in the MATCH_REPORT message. If such a discovery filter exists, the target RPAUID associated with the filter(s) shall be identified as the corresponding RPAUID for this code. Optionally, the 5G DDNMF may further invoke the procedure defined in 3GPP TS 29.503 [10] to verify if the target RPAUID is allowed to be discovered by the RPAUID of the requesting UE that has sent the MATCH_REPORT message, or to retrieve metadata associated for the target RPAUID if Metadata Flag is set to "True" in the MATCH_REPORT message and the 5G DDNMF does not have the latest metadata.

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

If the outcome of the above processing is successful, the 5G DDNMF shall send a MATCH_REPORT_ACK message containing a <restricted-match-ack> element with the transaction ID set to the value of the transaction ID received in the MATCH_REPORT message from the UE, the RPAUID set to the target RPAUID retrieved from the UE context at the 5G DDNMF which corresponds to the ProSe Response Code contained in the MATCH_REPORT message, the Validity Timer T5076 set to indicate for how long this ProSe Response Code is valid. The 5G DDNMF shall set the Match Report Refresh Timer T5077 to indicate for how long the UE will wait before sending a new Match Report for this ProSe Response Code if the MIC value and the UTC-based counter are included in the MATCH_REPORT message. If there exists metadata information associated with this target RPAUID, the 5G DDNMF shall set the Metadata to the associated metadata information.

If the corresponding PDUID of the target RPAUID does not belong to the HPLMN of the requesting UE, the 5G DDNMF may optionally invoke the procedure defined in 3GPP TS 29.555 [9] to inform the 5G DDNMF of the discoveree UE about the match event.

6.2.10.4
Match report procedure completion by the UE

Upon receipt of the MATCH_REPORT_ACK message, if the transaction ID contained in the <restricted-match-ack> element matches the value sent by the UE in a MATCH_REPORT message, the UE shall store the mapping between the ProSe Response Code and the RPAUID locally, start timers T5076 and T5077, and may inform the upper layers of this match of the RPAUID. Otherwise the UE shall discard the MATCH_REPORT_ACK message.

Upon receipt of the MATCH_REPORT_ACK message, if the transaction ID contained in the <match-reject> element matches the value sent by the UE in a MATCH_REPORT message and if the received PC3a Control Protocol cause value is #5 "Invalid MIC", as specified in clause 6.2.10.5, the UE shall stop timer T5076 if it is running.

NOTE 1:
It is an implementation specific choice whether the UE informs the upper layers every time a RPAUID triggers a match event, or only the first time this match occurs.

NOTE 2:
The UE can also inform the upper layers if an RPAUID is no longer matched, because the validity timer T5076 of the corresponding ProSe Response Code expires.

NOTE 3:
The UE can also inform the upper layers if a ProSe Response Code is no longer matched, because the validity timer T5076 of the corresponding ProSe Response Code is stopped upon receiving MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #5 "Invalid MIC".

6.2.10.5
Match report procedure not accepted by the 5G DDNMF
If the MATCH_REPORT message is not accepted by the 5G DDNMF, the 5G DDNMF sends a MATCH_REPORT_ACK message with a <match-reject> element to the UE including an appropriate PC3a Control Protocol cause value.

If there is no associated UE context for the SUPI contained in the MATCH_REPORT, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #16 "Invalid Match Event".
If the ProSe Response Code contained in the MATCH_REPORT message does not match any Discovery Response Filter(s) allocated for the requesting UE for the corresponding application,, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #16 "Invalid Match Event".

If the check of the MIC contained in the MATCH_REPORT message fails, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #5 "Invalid MIC".

If the check of the UTC-based counter contained in the MATCH_REPORT message fails, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #6 " Invalid UTC-based counter".

If the UE is not authorized for restricted ProSe direct discovery model B discoverer operation, the 5G DDNMF shall send the MATCH_REPORT_ACK message with a <match-reject> element with PC3a Control Protocol cause value #3 "UE authorization failure".

6.2.10.6
Abnormal cases

6.2.10.6.1
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of MATCH_REPORT message (e.g. after TCP retransmission timeout)

The UE shall close the existing secure connection to the 5G DDNMF, establish a new secure connection and then restart the match report procedure.

b)
No response from the 5G DDNMF after the MATCH_REPORT message has been successfully delivered (e.g. TCP ACK has been received for the MATCH_REPORT message)


If the TTL timer T5070 associated with the Discovery Response Filter which resulted in a match event has not expired, the UE shall retransmit the MATCH_REPORT message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are UE implementation specific.
6.2.11
Direct discovery update procedure for open discovery

6.2.11.1

General
The direct discovery update procedure is used to update or revoke a previously allocated ProSe Application Code, or Discovery Filter(s) as specified in 3GPP TS 23.304 [2].

6.2.11.2
Direct discovery update procedure initiation

When triggered to revoke a previously allocated ProSe Application Code for an announcing UE or revoke Discovery Filter(s) for a monitoring UE, the 5G DDNMF in the HPLMN sends a DISCOVERY_UPDATE_REQUEST message to the UE with:

a)
a new 5G DDNMF transaction ID not used in any other direct discovery procedures in PC3a interface;
b)
the UE identity set to the UE's SUPI; and

c)
the Discovery Entry ID set to the Discovery Entry ID of the corresponding Discovery Entry that contains the ProSe Application Code or the Discovery Filter(s) to be revoked.

When triggered to update a previously allocated ProSe Application Code for an announcing UE, the 5G DDNMF in the HPLMN shall allocate a new ProSe Application Code for the ProSe Application ID with a new validity timer T5060, associate the discovery entry with the new ProSe Application Code and restart timer T5061.Then the 5G DDNMF sends a DISCOVERY_UPDATE_REQUEST message to the UE with:

a)
a new 5G DDNMF transaction ID not used in any other direct discovery procedures in PC3a interface;
b)
the UE identity set to the UE's SUPI;

c)
the Discovery Entry ID set to the Discovery Entry ID of the corresponding Discovery Entry that contains the ProSe Application Code to be updated; and  

d)
the Update Info containing the ProSe Application Code set to the new ProSe Application Code allocated by the 5G DDNMF and a Validity Timer T5060 set to the T5060 timer value assigned by the 5G DDNMF to the new ProSe Application Code.

When triggered to update Discovery Filter(s) for a monitoring UE, the 5G DDNMF in the HPLMN updates the content of Discovery Filter(s), associate the discovery entry with the updated Discovery Filter(s) and restart timer T5063 for each filter. The update of Discovery Filter content includes setting new TTL timer(s) and if necessary, assigning new ProSe Application Code and ProSe Application Mask(s). Then the 5G DDNMF shall send a DISCOVERY_UPDATE_REQUEST message to the UE with:

a)
a new 5G DDNMF transaction ID not used in any other direct discovery procedures in PC3a interface;
b)
the UE identity set to the UE's SUPI;

c)
the Discovery Entry ID set to the Discovery Entry ID of the corresponding Discovery Entry that contains the Discovery Filter(s) to be updated; and  

d)
the Update Info containing the Discovery Filter(s) set to the new Discovery Filter(s) allocated by the 5G DDNMF.

NOTE 1:
 The 5G DDNMF can include one or multiple transactions in one DISCOVERY_UPDATE_REQUEST message for ProSe App Codes or Discovery Filter(s) contained in different discovery entries, and receive corresponding < discovery-update-response> element or <response-reject> element in a DISCOVERY_UPDATE_RESPONSE message for each respective transaction. In the following description of direct discovery update request procedure, only one transaction is included.

Figure 6.2.11.2.1 illustrates the interaction of the UE and the 5G DDNMF in the direct discovery update procedure.
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Figure 6.2.11.2.1: Direct discovery update procedure for open discovery

NOTE 2:
In the figure 6.2.11.2.1, the timers are started only when the procedure is triggered to update a previously allocated ProSe Application Code for an announcing UE or update Discovery Filter(s) for a monitoring UE.
6.2.11.3
Direct discovery update procedure accepted by the UE

Upon receiving a DISCOVERY_UPDATE_REQUEST message, the UE shall check if the UE identity contained in the DISCOVERY_UPDATE_REQUEST message is the SUPI of the UE. If the UE identity is the SUPI of the UE, the UE shall check if the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message is known. If the Discovery Entry ID is known, the UE shall proceed with the following direct discovery update procedure.

If the Update Info is not included in the DISCOVERY_UPDATE_REQUEST message, the UE shall stop running timers corresponding to the discovery entry and delete the discovery entry corresponding to the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message. The UE informs the lower layers to stop announcing or monitoring corresponding to the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message.
If the Update Info is included in the DISCOVERY_UPDATE_REQUEST message, the UE shall replace the existing ProSe Application Code or the Discovery Filter(s) with new ProSe Application Code or the Discovery Filter(s) contained in the Update Info correspondingly. The announcing UE shall stop the timer T5060, start the validity timer T5060 with the received value for the new ProSe Application Code and perform open ProSe direct discovery announcing with the new ProSe Application Code as described in clause 6.2.2.4. The monitoring UE shall stop TTL timer T5062, start TTL timer T5062 with the received value for each new Discovery Filter(s) and perform open ProSe direct discovery monitoring with each new Discovery Filter(s) as described in clause 6.2.5.4.

Then the UE shall send a DISCOVERY_UPDATE_RESPONSE message containing a <response-update> element with:

a)
 the 5G DDNMF transaction ID set to the value of the 5G DDNMF transaction ID received in the DISCOVERY_UPDATE_REQUEST message; and
b)
the Discovery Entry ID set to the value of the Discovery Entry ID received in the DISCOVERY_UPDATE_REQUEST message.

6.2.11.4
Direct discovery update procedure completed by the 5G DDNMF
Upon receiving a DISCOVERY_UPDATE_RESPONSE message, if the 5G DDNMF transaction ID contained in the <response-update> element does not match the value sent by the 5G DDNMF in a DISCOVERY_UPDATE_REQUEST message, the 5G DDNMF shall discard the DISCOVERY_UPDATE_RESPONSE message. Otherwise, the 5G DDNMF shall perform the following procedure.
When the UE is an announcing UE and  the radio resources that the UE intends to use are operated by a PLMN other than the HPLMN, the 5G DDNMF shall execute the procedures defined in 3GPP TS 29.555 [9] to inform the 5G DDNMF in VPLMN or local PLMN.

When the UE is a monitoring UE and the ProSe Application ID monitored by the UE is PLMN-specific and that PLMN ID indicated by the ProSe Application ID is not the same as that of the PLMN to which the 5G DDNMF belongs, the 5G DDNMF executes the procedures defined in 3GPP TS 29.555 [9] to inform the 5G DDNMF in the PLMN indicated by the ProSe Application ID.

For each Discovery Entry ID received in the DISCOVERY_UPDATE_RESPONSE message, if the procedure is to revoke a previously allocated ProSe Application Code or Discovery Filter(s), the 5G DDNMF shall delete the discovery entry indicated by the Discovery Entry ID from the UE's context and release the associated resources. 
6.2.11.5
Direct discovery update procedure not accepted by the UE

If the DISCOVERY_UPDATE_REQUEST message cannot be accepted by the UE, the UE sends a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element to the 5G DDNMF including an appropriate PC3a Control Protocol cause value.

If the UE identity contained in the DISCOVERY_UPDATE_REQUEST message is not the SUPI of the UE, the UE shall send a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element with PC3a Control Protocol cause value #18 "Invalid UE Identity".
If the Discovery Entry ID contained in the DISCOVERY_UPDATE _REQUEST message is unknown, the UE shall send the DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element with PC3a Control Protocol cause value # 10 "Unknown or Invalid Discovery Entry ID".

6.2.11.6
Abnormal cases

6.2.11.6.1
Abnormal cases in the 5G DDNMF
The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of DISCOVERY_UPDATE_REQUEST message (e.g. after TCP retransmission timeout)

The 5G DDNMF shall close the existing secure connection to the UE.

b)
No response from the UE after the DISCOVERY_UPDATE_REQUEST message has been successfully delivered (e.g., TCP ACK has been received for the DISCOVERY_UPDATE_REQUEST message)


The 5G DDNMF shall retransmit the DISCOVERY_UPDATE_REQUEST message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are 5G DDNMF implementation specific.

6.2.11.6.2
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the lower layer of transmission failure of DISCOVERY_UPDATE_RESPONSE message.


After receiving an indication from lower layer that the DISCOVERY_UPDATE_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the UE shall abort the procedure.

6.2.12
Direct discovery update procedure for restricted discovery

6.2.12.1
General 

The discovery update procedure is used to update the discovery filters and/or allocate a new ProSe Restricted Code as defined in 3GPP TS 23.304 [2]. The 5G DDNMF can at any time update/revoke a previously allocated ProSe Application Code, or Discovery Filters.

6.2.12.2
Revocation of restricted discovery filters 

6.2.12.2.1
Restricted discovery filters revocation procedure initiation

The 5G DDNMF in the HPLMN shall initiate the restricted discovery filters revocation procedure by sending the DISCOVERY_UPDATE_REQUEST to the UE with:

a)
a new 5G DDNMF transaction ID not used in any other direct discovery procedures in PC3a interface;

b)
the UE identity set to the UE's SUPI;

c)
the Discovery Entry ID set to the Discovery Entry ID of the corresponding Discovery Entry that contains the Restricted Discovery Filter to be revoked; and 

d)
optionally Update Info containing the restricted discovery filters that replace the existing ones, if the 5G DDNMF decides to remove only certain filter(s) and not others.

NOTE:
The 5G DDNMF can include one or multiple transactions in one DISCOVERY_UPDATE_REQUEST message for different Restricted Discovery Filters, and receive corresponding <response-update> element or <response-reject> element in a DISCOVERY_UPDATE_RESPONSE message for each respective transaction. In the following description of the network initiated direct discovery update request procedure, only one transaction is included.
Figure 6.2.12.2.1 illustrates the interaction of the UE and the 5G DDNMF in the restricted discovery filters revocation procedure. 
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Figure 6.2.12.2.1.1: Restricted discovery filters revocation procedure

6.2.12.2.2
Restricted discovery filters revocation procedure accepted by the UE

Upon receiving a DISCOVERY_UPDATE_REQUEST message, the UE shall check if the UE identity contained in the DISCOVERY_UPDATE_REQUEST message is the SUPI of the UE. If the UE identity is the SUPI of the UE, the UE shall check if the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message is valid. If the Discovery Entry ID is valid, the UE shall proceed with the following direct discovery update procedure.

The UE shall remove all the Restricted Discovery Filters corresponding to the Discovery Entry ID if the Update Info is not included in the DISCOVERY_UPDATE_REQUEST message or shall remove the old Restricted Discovery Filters and store the Restricted Discovery Filter included in the Update Info in the DISCOVERY_UPDATE_REQUEST message. Then the UE shall send a DISCOVERY_UPDATE_RESPONSE message to the 5G DDNMF with:

a)
the 5G DDNMF transaction ID set to the value of the 5G DDNMF transaction ID received in the DISCOVERY_UPDATE_REQUEST message; and

b)
Discovery Entry ID set to the value of the Discovery Entry ID received in the DISCOVERY_UPDATE_REQUEST message.

6.2.12.2.3
Restricted discovery filters revocation procedure completion by the 5G DDNMF

Upon receipt of the DISCOVERY_UPDATE_ RESPONSE message by the 5G DDNMF, if the 5G DDNMF transaction ID contained in the <response-update> element does not match the value sent by the 5G DDNMF in a DISCOVERY_UPDATE_REQUEST message, the 5G DDNMF shall discard the DISCOVERY_UPDATE_RESPONSE message. Upon receipt of the DISCOVERY_UPDATE_ RESPONSE message by the 5G DDNMF, if the 5G DDNMF transaction ID contained in the <response-update> element matches the value sent by the 5G DDNMF in a DISCOVERY_UPDATE_REQUEST message, the restricted discovery filters revocation procedure is complete.

6.2.12.2.4
Restricted discovery filters revocation procedure not accepted by the UE

If the DISCOVERY_UPDATE_REQUEST message cannot be accepted by the UE, the UE sends a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element to the 5G DDNMF including an appropriate PC3a Control Protocol cause value.
If the UE identity contained in the DISCOVERY_UPDATE_REQUEST message is not the SUPI of the UE, the UE shall send a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element with PC3a Control Protocol cause value #18 "Invalid UE Identity".
If the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message is not found in the UE context, the UE shall send a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #10 "Unknown or Invalid Discovery Entry ID".

6.2.12.2.5
Abnormal cases

6.2.12.2.5.1
Abnormal cases in the 5G DDNMF

The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of DISCOVERY_UPDATE_REQUEST message (e.g. after TCP retransmission timeout)


The 5G DDNMF shall close the existing secure connection to the UE.

b)
No response from the UE after the DISCOVERY_UPDATE_REQUEST message has been successfully delivered (e.g., TCP ACK has been received for the DISCOVERY_UPDATE_REQUEST message)


The 5G DDNMF shall retransmit the DISCOVERY_UPDATE_REQUEST message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are 5G DDNMF implementation specific.

6.2.12.2.5.2
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the lower layer of transmission failure of DISCOVERY_UPDATE_RESPONSE message.


After receiving an indication from lower layer that the DISCOVERY_UPDATE_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the UE shall abort the procedure.

6.2.12.3
Allocation of new ProSe restricted code 

6.2.12.3.1
New ProSe restricted code allocation procedure initiation

The 5G DDNMF in the HPLMN shall initiate the ProSe restricted code allocation procedure by sending the DISCOVERY_UPDATE_REQUEST to the UE with:

a)
a new 5G DDNMF transaction ID not used in any other direct discovery procedures in PC3a interface;
b)
the UE identity set to the UE's SUPI;

c)
the Discovery Entry ID set to the Discovery Entry ID of the corresponding Discovery Entry that contains the ProSe Restricted Code to be replaced; and

d)
update Info containing the ProSe Restricted Code set to the ProSe Restricted Code to be replaced and a Validity Timer T5062 set to the T5062 timer value assigned by the 5G DDNMF to the ProSe Restricted Code.

Figure 6.2.12.3.1.1 illustrates the interaction of the UE and the 5G DDNMF in the ProSe restricted code allocation procedure. 
NOTE:
The 5G DDNMF can include one or multiple transactions in one DISCOVERY_UPDATE_REQUEST message for different ProSe Restricted Codes, and receive corresponding <response-update> element or <response-reject> element in a DISCOVERY_UPDATE_RESPONSE message for each respective transaction. In the following description of the network initiated direct discovery update request procedure, only one transaction is included.
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Figure 6.2.12.3.1.1: New ProSe restricted code allocation procedure

6.2.12.3.2
ProSe restricted code allocation procedure accepted by the UE

Upon receiving a DISCOVERY_UPDATE_REQUEST message, the UE shall check if the UE identity contained in the DISCOVERY_UPDATE_REQUEST message is the SUPI of the UE. If the UE identity is the SUPI of the UE, the UE shall check if the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message is valid. If the Discovery Entry ID is valid, the UE shall proceed with the following direct discovery update procedure.

The UE shall replace the ProSe Restricted Code corresponding to the Discovery Entry ID included in the DISCOVERY_UPDATE_REQUEST message. The UE shall stop the validity timer T5062 if running and start the validity timer T5062 with the received value. Then the UE shall send a DISCOVERY_UPDATE_RESPONSE message to the 5G DDNMF with:

a)
 the 5G DDNMF transaction ID set to the value of the 5G DDNMF transaction ID received in the DISCOVERY_UPDATE_REQUEST message; and

b)
Discovery Entry ID set to the value of the Discovery Entry ID received in the DISCOVERY_UPDATE_REQUEST message.

6.2.12.3.3
ProSe restricted code allocation procedure completion by the 5G DDNMF

Upon receipt of the DISCOVERY_UPDATE_ RESPONSE message by the 5G DDNMF, if the 5G DDNMF transaction ID contained in the <response-update> element does not match the value sent by the 5G DDNMF in a DISCOVERY_UPDATE_REQUEST message, the 5G DDNMF shall discard the DISCOVERY_UPDATE_RESPONSE message. Upon receipt of the DISCOVERY_UPDATE_ RESPONSE message by the 5G DDNMF, if the 5G DDNMF transaction ID contained in the <response-update> element matches the value sent by the 5G DDNMF in a DISCOVERY_UPDATE_REQUEST message, the ProSe Restricted Code allocation procedure is complete.

6.2.12.3.4
ProSe restricted code allocation procedure not accepted by the UE

If the DISCOVERY_UPDATE_REQUEST message cannot be accepted by the UE, the UE sends a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element to the 5G DDNMF including an appropriate PC3 Control Protocol cause value.
If the UE identity contained in the DISCOVERY_UPDATE_REQUEST message is not the SUPI of the UE, the UE shall send a DISCOVERY_UPDATE_RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #18 "Invalid UE identity".
If the Discovery Entry ID contained in the DISCOVERY_UPDATE_REQUEST message is not found in the UE context, the UE shall send a DISCOVERY_UPDATE _RESPONSE message containing a <response-reject> element with PC3 Control Protocol cause value #10 "Unknown or Invalid Discovery Entry ID".

6.2.12.3.5
Abnormal cases

6.2.12.3.5.1
Abnormal cases in the 5G DDNMF

The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of DISCOVERY_UPDATE_REQUEST message (e.g. after TCP retransmission timeout)


The 5G DDNMF shall close the existing secure connection to the UE.

b)
No response from the UE after the DISCOVERY_UPDATE_REQUEST message has been successfully delivered (e.g., TCP ACK has been received for the DISCOVERY_UPDATE_REQUEST message)


The 5G DDNMF shall retransmit the DISCOVERY_UPDATE_REQUEST message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are 5G DDNMF implementation specific.

6.2.12.3.5.2
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the lower layer of transmission failure of DISCOVERY_UPDATE_RESPONSE message.


After receiving an indication from lower layer that the DISCOVERY_UPDATE_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the UE shall abort the procedure.
6.2.13
Announcing alert procedure

6.2.13.1
General

The purpose of the Announcing Alert procedure is for the 5G DDNMF in HPLMN to send to the announcing UE the ProSe Restricted Code generated in the announce request procedure for restricted ProSe direct discovery model A as specified in clause 6.2.3.

Before initiating the Announcing Alert procedure, the 5G DDNMF shall determine whether the announcing UE and the monitoring UE are close enough to trigger the Announcing Alert procedure. 

The announcing UE includes the ProSe Restricted Code in a PROSE PC5 DISCOVERY message and passes the PROSE PC5 DISCOVERY message to the lower layers for transmission over the PC5 interface in the registered PLMN or local PLMN as a result of a successful Announcing Alert procedure.

6.2.13.2
Announcing alert procedure initiation
If the UE has initiated an announce request procedure for restricted ProSe direct discovery model A before as specified in clause 6.2.3 and the On Demand Announcing Enabled Indicator associated with the RPAUID in the announcing UE context is set to 1, the 5G DDNMF shall initiate an Announcing Alert procedure:

a)
when the 5G DDNMF receives a pair of Target PDUID -Target RPAUID from the ProSe Application Server as described in 3GPP TS 29.503 [10], the Target RPAUID is the same as the RPAUID stored in the announcing UE context, and 5G DDNMF determines the monitoring UE is in the vicinity of the announcing UE; or

b)
when the 5G DDNMF receives a pair of Target PDUID -Target RPAUID from other 5G DDNMF as described in 3GPP TS 29.555 [9], the Target RPAUID is the same as the RPAUID stored in the announcing UE context and the 5G DDNMF determines the monitoring UE is in the vicinity of the announcing UE.

NOTE:
How the 5G DDNMF in the HPLMN determines whether the announcing UE and the monitoring UE are close enough to trigger the Announcing Alert procedure is left to the implementation of 5G DDNMF.
The 5G DDNMF shall initiate the Announce Alert procedure by sending an ANNOUNCING_ALERT_REQUEST message with:

a)
a new 5G DDNMF transaction ID; 

b)
the UE identity set to the UE's SUPI;
c)
the RPAUID set to the Target RPAUID received from ProSe Application Server as specified in 3GPP TS 29.503 [10] or from other 5G DDNMF as specified in 3GPP TS 29.555 [9];

d)
the ProSe Restricted Code set to the ProSe Restricted Code or the ProSe Restricted Code Prefix, and optionally one or more ProSe Restricted Code Suffix Ranges which contain the suffix(es) for the RPAUID retrieved from the announcing UE context; and

e)
the Discovery Entry ID set to the identifier associated with the corresponding discovery entry in the UE's context.

Figure 6.2.13.2.1 illustrates the interaction of the 5G DDNMF and the UE in the Announce Alert procedure. 
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Figure 6.2.13.2.1: Announcing alert procedure

6.2.13.3
Announcing alert procedure accepted by the UE

Upon receipt of the ANNOUNCING_ALERT_REQUEST message, the UE shall check if the UE identity contained in the ANNOUNCING_ALERT_REQUEST message is the SUPI of the UE. If the UE identity is the SUPI of the UE, the UE shall check whether there is an existing discovery entry identified by the Discovery Entry ID included in the ANNOUNCING_ALERT_REQUEST message. If the discovery entry exists in the UE, the UE shall send an ANNOUNCE_ALERT_RESPONSE message to the 5G DDNMF with a 5G DDNMF transaction ID set to the value of the 5G DDNMF transaction ID received in the ANNOUNCING_ALERT_REQUEST message. 

Then, the UE may perform restricted ProSe direct discovery model A announcing as described below.
The UE requests the parameters from the lower layers for restricted Prose direct discovery model A announcing (see 3GPP TS 38.331 [13]). The UE shall perform restricted ProSe direct discovery model A announcing only if the lower layers indicate that ProSe direct discovery is supported by the network. If the UE in 5GMM-IDLE mode has to request resources for ProSe direct discovery announcing as specified in 3GPP TS 38.331 [13], the UE shall perform a service request procedure or registration procedure as specified in 3GPP TS 24.501 [11]. The UE shall obtain the UTC time for the next discovery transmission opportunity for ProSe direct discovery from the lower layers.
If a valid UTC time is obtained, the UE shall generate the UTC-based counter corresponding to this UTC time as specified in clause 11.2.2.18. If the resulting UTC-based counter is within Max Offset of the time shown by the clock used for ProSe by the UE, the UE shall use the UTC-based counter to compute the MIC field for the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.yyy [r33yyy].

Editor's Note: Security aspect will be updated upon SA3 normative requirement is available.

The UE shall either use the ProSe Restricted Code received in the ANNOUNCING_ALERT_REQUEST message, or select one ProSe Restricted Code based on the ProSe Restricted Code Prefix and ProSe Restricted Code Suffix Range(s) received in the ANNOUNCING_ALERT_REQUEST message as announced ProSe Restricted Code, along with the MIC and the eight least significant bits of the UTC-based counter, in order to construct a PROSE PC5 DISCOVERY message, according to the format defined in clause 10.2.5.

NOTE:
The UE can use different codes formed based on different ProSe Restricted Code Suffixes to announce, without having to send a new DISCOVERY_REQUEST message to the 5G DDNMF, as long as the validity timer T5062 of the ProSe Restricted Code Prefix has not expired.
The UE then passes the PROSE PC5 DISCOVERY message to the lower layers for transmission if:

a)
the UE is currently authorized to perform restricted ProSe direct discovery model A announcing in the registered PLMN or the local PLMN operating the radio resources that the UE intends to use;

b)
the validity timer T5062 for the corresponding discovery entry allocated ProSe Restricted Code or ProSe Restricted Code Prefix has not expired; and

c)
a request from upper layers to announce the RPAUID associated with both the ProSe Restricted Code or ProSe Restricted Code Prefix, and the authorized Application Identity, is still in place.

The UE shall ensure that it keeps on passing PROSE PC5 DISCOVERY messages to the lower layers for transmission until the validity timer T5062 of the ProSe Restricted Code or ProSe Restricted Code Prefix expires. How this is achieved is left up to UE implementation.

During the announcing operation, if one of the above conditions is no longer met, the UE may instruct the lower layers to stop announcing. When the UE stops announcing, if the lower layers indicate that the UE is required to send a discovery indication to the NG-RAN and the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].

6.2.13.4
Announcing alert procedure completion by the 5G DDNMF
Upon receipt of the ANNOUNCE_ALERT_RESPONSE message with a 5G DDNMF transaction ID set to the value of the 5G DDNMF Transaction ID included in the ANNOUNCING_ALERT_REQUEST message, the 5G DDNMF will set the associated On Demand Announcing Enabled Indicator to 0. Then the Announcing Alert procedure is successfully completed.

6.2.13.5
Announcing alert procedure not accepted by the UE

If the ANNOUNCING_ALERT_REQUEST message cannot be accepted by the UE, the UE sends a ANNOUNCING_ALERT_RESPONSE message containing a <response-reject> element to the 5G DDNMF including an appropriate PC3a Control Protocol cause value.
If the UE identity contained in the ANNOUNCING_ALERT_REQUEST message is not the SUPI of the UE, the UE shall send a ANNOUNCING_ALERT_RESPONSE message containing a <response-reject> element with PC3a Control Protocol cause value #18 "Invalid UE Identity".
If the Discovery Entry ID contained in the ANNOUNCING_ALERT_REQUEST message is unknown, the UE shall send the ANNOUNCING_ALERT_RESPONSE message containing a <response-reject> element with PC3a Control Protocol cause value #10"Unknown or Invalid Discovery Entry ID".
6.2.13.6
Abnormal cases

6.2.13.6.1
Abnormal cases in the 5G DDNMF
The following abnormal cases can be identified:

a)
Indication from the transport layer of transmission failure of ANNOUNCING_ALERT_REQUEST message (e.g. after TCP retransmission timeout)

The 5G DDNMF shall close the existing secure connection to the UE.
b)
No response from the UE after the ANNOUNCING_ALERT_REQUEST message has been successfully delivered (e.g. TCP ACK has been received for the ANNOUNCING_ALERT_REQUEST message)


The 5G DDNMF shall retransmit the ANNOUNCING_ALERT_REQUEST message.

NOTE:
The timer to trigger retransmission and the maximum number of allowed retransmissions are 5G DDNMF implementation specific.

6.2.13.6.2
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Indication from the lower layer of transmission failure of ANNOUNCE_ALERT_RESPONSE message.

After receiving an indication from lower layer that the ANNOUNCE_ALERT_RESPONSE message has not been successfully acknowledged (e.g. TCP ACK is not received), the UE shall abort the procedure.
6.2.14
5G ProSe direct discovery procedure over PC5 interface

6.2.14.1
General

This clause describes the procedures for 5G ProSe direct discovery procedure over PC5 interface. The purpose of the 5G ProSe direct discovery procedure over PC5 interface is to enable a ProSe-enabled UE to detect and identify another ProSe-enabled UE over PC5 interface.

To perform 5G ProSe direct discovery procedure over PC5 interface, the UE is configured with the related information as described in clause 5.2.3. The following models for 5G ProSe direct discovery procedure over PC5 interface as specified in 3GPP TS 23.304 [2] are supported:

a)
Model A uses a single discovery protocol message (Announcement); and

b)
Model B uses two discovery protocol messages (Solicitation and Response).

The following procedures are defined for 5G ProSe direct discovery procedure procedure over PC5 interface:

a)
5G ProSe direct discovery procedure over PC5 interface with Model A: 

1)
Announcing UE procedure for 5G ProSe direct discovery initiation;

2)
Announcing UE procedure for 5G ProSe direct discovery completion;

3)
Monitoring UE procedure for 5G ProSe direct discovery initiation;

4)
Monitoring UE procedure for 5G ProSe direct discovery completion; and

b)
5G ProSe direct discovery procedure over PC5 interface with Model B:

1)
Discoverer UE procedure for 5G ProSe direct discovery initiation;

2)
Discoverer UE procedure for 5G ProSe direct discovery completion;

3)
Discoveree UE procedure for 5G ProSe direct discovery initiation; and

4)
Discoveree UE procedure for 5G ProSe direct discovery completion.

6.2.14.2
Procedures

6.2.14.2.1
5G ProSe direct discovery procedure over PC5 interface with model A

In this procedure, the UE sending the PROSE PC5 DISCOVERY message is called the "announcing UE" and the other UE is called the "monitoring UE".

6.2.14.2.1.1
Announcing UE procedure for 5G ProSe direct discovery initiation

The UE is authorised to perform the announcing UE procedure for 5G ProSe direct discovery if:

a)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery using announcing procedure when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

b)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery using announcing in the PLMN indicated by the serving cell; or

c)
the UE is:

1)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

i)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

ii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

iii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed " as specified in 3GPP TS 24.501 [11]; and

2)
authorised to perform 5G ProSe direct discovery using announcing when the UE is not served by NG-RAN, and:

i)
configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN; or

ii)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure.

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
otherwise, the UE is not authorised to perform the announcing UE procedure for 5G ProSe direct discovery.

Figure 6.2.14.2.1.1-1 illustrates the interaction of the UEs in the announcing UE procedure for 5G ProSe direct discovery.
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Figure 6.2.14.2.1.1-1: Announcing UE procedure for 5G ProSe direct discovery
When the UE is triggered by an upper layer application to announce availability, if the UE is authorised to perform the announcing UE procedure for 5G ProSe direct discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];

b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for direct discovery announcement. In the PROSE PC5 DISCOVERY message for direct discovery announcement, the UE:

1)
shall set the type of discovery message to Announcement;

2)
may include ProSe Application Code or ProSe Restricted Code;

3)
may include ProSe Application ID;
4)
may include User Info ID;

5)
may include security protection element;

6)
may include metadata information; 

7)
shall set the UTC-based counter LSB parameter to include the 8 least significant bits of the UTC-based counter;

Editor’s note:
Details of security protection element will be defined by SA WG3.
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303[TBD]; and
Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
e)
shall pass the resulting PROSE PC5 DISCOVERY message along with the Source Layer-2 ID and Destination Layer-2 ID for direct discovery announcement to the lower layers for transmission over the PC5 interface.

The announcing UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message to the lower layers for transmission until the announcing UE is triggered by an upper layer application to stop announcing availability, or until the UE stops being authorised to perform the announcing UE procedure for direct discovery.
6.2.14.2.1.2
Announcing UE procedure for 5G ProSe direct discovery completion

When the announcing UE is triggered by an upper layer application to stop announcing availability, or when the announcing UE stops being authorised to perform the announcing UE procedure for 5G ProSe direct discovery, the UE shall instruct the lower layers to stop announcing.

When the UE stops announcing, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].

6.2.14.2.1.3
Monitoring UE procedure for 5G ProSe direct discovery initiation

The UE is authorised to perform the monitoring UE procedure for 5G ProSe direct discovery if:

a)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery using monitoring when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

b)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery monitoring in at least one PLMN; or

c)
the UE is:

1)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

i)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

ii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

iii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
2)
authorised to perform 5G ProSe direct discoveryusing monitoring when the UE is not served by NG-RAN, and:

i)
configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN; or

ii)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure.

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
otherwise, the UE is not authorised to perform the monitoring UE procedure for 5G ProSe direct discovery procdure.

Figure 6.2.14.2.1.3-1 illustrates the interaction of the UEs in the monitoring UE procedure for 5G ProSe direct discovery procdure.
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Figure 6.2.14.2.1.3-1: Monitoring UE procedure for 5G ProSe direct discovery

When the UE is triggered by an upper layer application to monitor proximity of other UEs, and if the UE is authorised to perform the monitoring UE procedure for 5G ProSe direct discovery, then the UE shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY message.

Upon reception of a PROSE PC5 DISCOVERY message for direct discovery announcement, for the Destination Layer-2 ID to be monitored, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.303 [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for direct discovery announcement.

NOTE 2:
The use of an erroneous UTC-based counter for processing received PROSE PC5 DISCOVERY messages at the ProSe-enabled UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled UE ensures the accuracy of the UTC-based counter is left to UE implementation.
Then if the Destination Layer-2 ID of the PROSE PC5 DISCOVERY message for direct discovery announcement is the same as the configured Destination Layer-2 ID as specified in clause 5, the UE shall consider that other UE the UE seeks to monitor has been discovered.
Editor’s note:
Details of Monitoring UE procedure upon reception of a PROSE PC5 DISCOVERY message for direct discovery announcement are FFS and will be determinated by cooperation with SA WG3.

6.2.14.2.1.4
Monitoring UE procedure for 5G ProSe direct discovery completion

When the UE is triggered by an upper layer application to stop monitoring proximity of other UEs, or when the UE stops being authorised to perform the monitoring UE procedure for 5G ProSe direct discovery, the UE shall instruct the lower layers to stop monitoring. 

When the UE stops monitoring, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].

6.2.14.2.2
5G ProSe direct discovery procedure over PC5 interface with Model B

In this procedure, the UE sending the PROSE PC5 DISCOVERY message is called the "Discoverer UE" and the other UE is called the "Discoveree UE".

6.2.14.2.2.1
Discoverer UE procedure for 5G ProSe direct discovery initiation

The UE is authorised to perform the discoverer UE procedure for 5G ProSe direct discovery if:

a)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

b)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery discoverer operation in the PLMN indicated by the serving cell; or

c)
the UE is:

1)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

i)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

ii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

iii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
2)
authorised to perform 5G ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and:

i)
configured with the radio parameters to be used for 5G ProSe direct discovery use when not served by NG-RAN; or

ii)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure.

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
otherwise, the UE is not authorised to perform the discoverer UE procedure for 5G ProSe direct discovery.

Figure 6.2.14.2.2.1-1 illustrates the interaction of the UEs in the discoverer UE procedure for 5G ProSe direct discovery.
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Figure 6.2.14.2.2.1-1: Discoverer UE procedure for 5G ProSe direct discovery

When the UE is triggered by an upper layer application to solicit proximity of other UEs, and if the UE is authorised to perform the discoverer UE procedure for 5G ProSe direct discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];

b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for 5G ProSe direct discovery solicitation. In the PROSE PC5 DISCOVERY message for 5G ProSe direct discovery solicitation, the UE:

1)
shall set the type of discovery message to Solicitation;

2)
may include ProSe Query Code;

3)
may include ProSe Application ID;

4)
may include User Info ID; 

5)
may include security protection element; and
6)
shall set the UTC-based counter LSB parameter to include the 8 least significant bits of the UTC-based counter; 
Editor’s note:
Details of security protection element are FFS and will be defined by SA WG3.

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [TBD]; and

Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
e)
shall pass the resulting PROSE PC5 DISCOVERY message along with the Source Layer-2 ID and Destination Layer-2 ID for 5G ProSe direct discovery solicitation to the lower layers for transmission over the PC5 interface.

The UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message to the lower layers for transmission with an indication that the message until the UE is triggered by an upper layer application to stop soliciting proximity of other UEs, or until the UE stops being authorised to perform the discoverer UE procedure for 5G ProSe direct discovery. 

Upon reception of a PROSE PC5 DISCOVERY message for direct discovery response, for the target Destination Layer-2 ID of the direct discovery to be discovered, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.303 [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for direct discovery response.

Then if the Destination Layer-2 ID of the PROSE PC5 DISCOVERY message for direct discovery response is the same as the Destination Layer-2 ID of the PROSE PC5 DISCOVERY message for direct discovery solicitation, the UE shall consider that other UE the UE seeks to discover has been discovered.

Editor’s note:
Details of Discoverer UE procedure upon reception of a PROSE PC5 DISCOVERY message for direct discovery response are FFS and will be determinated by cooperation with SA WG3.

6.2.14.2.2.2
Discoverer UE procedure for 5G ProSe direct discovery completion

When the UE is triggered by an upper layer application to stop soliciting proximity of other UEs, or when the UE stops being authorised to perform the discoverer UE procedure for 5G ProSe direct discovery, the UE shall instruct the lower layers to stop discoverer operation.

When the UE stops discoverer operation, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].

6.2.14.2.2.3
Discoveree UE procedure for 5G ProSe direct discovery initiation

The UE is authorised to perform the discoveree UE procedure for 5G ProSe direct discovery if:

a)
the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery discoveree operation when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;

b)
the UE is served by NG-RAN, and is authorised to perform 5G ProSe direct discovery discoverer operation in the PLMN indicated by the serving cell; or

c)
the UE is:

1)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

i)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

ii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

iii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
2)
authorised to perform 5G ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and:

i)
configured with the radio parameters to be used for 5G ProSe direct discovery use when not served by NG-RAN; or

ii)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure.

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
otherwise, the UE is not authorised to perform the Discoveree UE procedure for 5G ProSe direct discovery.

Figure 6.2.14.2.2.3-1 illustrates the interaction of the UEs in the Discoveree UE procedure for 5G ProSe direct discovery.
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Figure 6.2.14.2.2.3-1: Discoveree UE procedure for 5G ProSe direct discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a UE, and if the UE is authorised to perform the discoveree UE procedure for 5G ProSe direct discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11]; and
b)
shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages.

Upon reception of a PROSE PC5 DISCOVERY message for direct discovery solicitation, for the Destination Layer-2 ID which the UE is configured to respond for, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in 3GPP TS 33.303 [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for direct discovery solicitation.

Then, if:

a)
the Destination Layer-2 ID of the received PROSE PC5 DISCOVERY message is the same as the Destination Layer-2 ID configured as specified in clause 5 for the direct discovery;

b)
the Target User Info parameter is not included in the received PROSE PC5 DISCOVERY message or the Target User Info parameter of the received PROSE PC5 DISCOVERY message is the same as the User Info ID for the 5G ProSe direct discovery parameter; and
the UE:

a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

b)
shall generate a PROSE PC5 DISCOVERY message for 5G ProSe direct discovery response. In the PROSE PC5 DISCOVERY message for 5G ProSe direct discovery response, the UE:

1)
shall set the type of discovery message to Response;

2)
may include ProSe Response Code;

3)
may include ProSe Application ID;

4)
may include User Info ID;

5)
may include security protection element; and

6)
may include metadata information; 

7)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter;

Editor’s note:
Details of security protection element are FFS and will be defined by SA WG3.
c)
shall set the Destination Layer-2 ID to the Source Layer-2 ID of the received Solicitation message; 

d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [TBD]; and

Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
e)
shall pass the resulting PROSE PC5 DISCOVERY message along with the Source Layer-2 ID and Destination Layer-2 ID for 5G ProSe direct discovery response to the lower layers for transmission over the PC5 interface.

6.2.14.2.2.4
Discoveree UE procedure for 5G ProSe direct discovery completion

When the UE is triggered by an upper layer application to stop responding to solicitation on proximity of other UEs, or when the UE stops being authorised to perform the discoveree UE procedure for 5G ProSe direct discovery, the UE shall instruct the lower layers to stop monitoring.

When the UE stops monitoring, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 38.331 [13].

6.2.15
Group member discovery over PC5 interface

6.2.15.1
General

This clause describes the procedures for group member discovery over PC5 interface. The purpose of the group member discovery procedure over PC5 interface is to enable a ProSe-enabled UE to detect and identify another ProSe-enabled UE that belongs to the same application layer group (e.g. sharing the same Discovery Group ID) over PC5 interface.

To perform group member discovery over PC5 interface, the UE is configured with the related information as described in clause 5.2.b. The following models for group member discovery procedure over PC5 interface as specified in 3GPP TS 23.304 [2] are supported:

a)
Model A uses a single discovery protocol message (Announcement); and

b)
Model B uses two discovery protocol messages (Solicitation and Response).

The following procedures are defined for group member discovery procedure over PC5 interface:

a)
Group member discovery over PC5 interface with Model A:

1)
Announcing UE procedure for group member discovery initiation;

2)
Announcing UE procedure for group member discovery completion;

3)
Monitoring UE procedure for group member discovery initiation;

4)
Monitoring UE procedure for group member discovery completion; and

b)
Group member discovery over PC5 interface with Model B:

1)
Discoverer UE procedure for group member discovery initiation;

2)
Discoverer UE procedure for group member discovery completion;

3)
Discoveree UE procedure for group member discovery initiation; and

4)
Discoveree UE procedure for group member discovery completion.

Editor's note: It is FFS what changes are needed for Group Member Discovery for Public Safety use.
6.2.15.2
Procedures

6.2.15.2.1
Group member discovery over PC5 interface with Model A

In this procedure, the UE sending the PROSE PC5 DISCOVERY message is called the "announcing UE" and the other UE is called the "monitoring UE".

6.2.15.2.1.1
Announcing UE procedure for group member discovery initiation

The UE is authorised to perform the announcing UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform ProSe direct discovery using announcing procedure when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform ProSe direct discovery using announcing in the PLMN indicated by the serving cell; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed " as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform ProSe direct discovery using announcing when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the Discovery Group ID identifying the application layer group to be announced and with the User Info ID for the group member discovery parameter;

otherwise, the UE is not authorised to perform the announcing UE procedure for group member discovery procedure.

Figure 6.2.15.2.1.1-1 illustrates the interaction of the UEs in the announcing UE procedure for group member discovery.
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Figure 6.2.15.2.1.1-1: Announcing UE procedure for group member discovery

When the UE is triggered by an upper layer application to announce availability in a discovery group, if the UE is authorised to perform the announcing UE procedure for group member discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 36.331 [TBD], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];

b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for group member discovery announcement. In the PROSE PC5 DISCOVERY message for group member discovery announcement, the UE:

1)
shall set the ProSe UE ID to the Layer 2 ID used for unicast communication;

2)
shall set the Announcer Info parameter to the User Info ID for the group member discovery parameter; and

3)
shall set the Discovery Group ID parameter to the Discovery Group ID parameter identifying the discovery group to be announced;

4)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter;

Editor’s note: Whether other parameters are required or not is FFS.

Editor’s note: Whether Layer-2 ID is sent along with PROSE PC5 DISCOVERY message in group member discovery procedure will be determinated by SA WG2.
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303[TBD]; and

Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
e)
shall pass the resulting PROSE PC5 DISCOVERY message for group member discovery announcement to the lower layers for transmission over the PC5 interface.

The announcing UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message to the lower layers for transmission until the announcing UE is triggered by an upper layer application to stop announcing availability in a discovery group, or until the UE stops being authorised to perform the announcing UE procedure for group member discovery.

6.2.15.2.1.2
Announcing UE procedure for group member discovery completion

When the announcing UE is triggered by an upper layer application to stop announcing availability in a discovery group, or when the announcing UE stops being authorised to perform the announcing UE procedure for group member discovery, the UE shall instruct the lower layers to stop announcing.

When the UE stops announcing, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [TBD].

6.2.15.2.1.3
Monitoring UE procedure for group member discovery initiation

The UE is authorised to perform the monitoring UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform ProSe direct discovery using monitoring when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform ProSe direct discovery monitoring in at least one PLMN; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11] ; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform ProSe direct discoveryusing monitoring when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be monitored;

otherwise, the UE is not authorised to perform the monitoring UE procedure for group member discovery.

Figure 6.2.15.2.1.3-1 illustrates the interaction of the UEs in the monitoring UE procedure for group member discovery.
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Figure 6.2.15.2.1.3-1: Monitoring UE procedure for group member discovery

When the UE is triggered by an upper layer application to monitor proximity of other UEs in a discovery group, and if the UE is authorised to perform the monitoring UE procedure for group member discovery, then the UE shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY message.

Upon reception of a PROSE PC5 DISCOVERY message for group member discovery announcement, for the target Discovery Group ID of the discovery group to be monitored, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.303 [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for group member discovery announcement.

NOTE 2:
The use of an erroneous UTC-based counter for processing received PROSE PC5 DISCOVERY messages at the ProSe-enabled UE can cause MIC check failure after DUIK is used for integrity check, and malformed contents after DUSK is used for unscrambling or DUCK is used for deciphering. How a ProSe-enabled UE ensures the accuracy of the UTC-based counter is left to UE implementation.

Then if the Discovery Group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery announcement is the same as the configured Discovery Group ID parameter as specified in clause 5, the UE shall consider that other UE in the discovery group the UE seeks to monitor has been discovered.

Editor’s note:
Details of Monitoring UE procedure upon reception of a PROSE PC5 DISCOVERY message for group member discovery announcement are FFS and will be determinated by cooperation with SA WG3.

6.2.15.2.1.4
Monitoring UE procedure for group member discovery completion

When the UE is triggered by an upper layer application to stop monitoring proximity of other UEs in a discovery group, or when the UE stops being authorised to perform the monitoring UE procedure for group member discovery, the UE shall instruct the lower layers to stop monitoring. 

When the UE stops monitoring, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [TBD].

6.2.15.2.2
Group member discovery over PC5 interface with Model B

In this procedure, the UE sending the PROSE PC5 DISCOVERY message is called the "discoverer UE" and the other UE is called the "discoveree UE".

6.2.15.2.2.1
Discoverer UE procedure for group member discovery initiation

The UE is authorised to perform the discoverer UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform ProSe direct discovery discoverer operation in the PLMN indicated by the serving cell; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform ProSe direct discovery discoverer operation when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for ProSe direct discovery use when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be solicited and with the User Info ID for the group member discovery parameter;

otherwise, the UE is not authorised to perform the discoverer UE procedure for group member discovery.

Figure 6.2.15.2.2.1-1 illustrates the interaction of the UEs in the discoverer UE procedure for group member discovery.
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Figure 6.2.15.2.2.1-1: Discoverer UE procedure for group member discovery

When the UE is triggered by an upper layer application to solicit proximity of other UEs in a discovery group, and if the UE is authorised to perform the discoverer UE procedure for group member discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 36.331 [TBD], shall perform a service request procedure as specified in 3GPP TS 24.501 [11];

b)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

c)
shall generate a PROSE PC5 DISCOVERY message for group member discovery solicitation. In the PROSE PC5 DISCOVERY message for group member discovery solicitation, the UE:

1)
shall set the Discoverer Info parameter to the User Info ID for the group member discovery parameter;

2)
shall set the Discovery Group ID parameter to the Discovery Group ID parameter identifying the discovery group to be solicited;

3)
shall set either the Target User Info parameter or the Target Group Info parameter according to the target information provided by the upper layer application; and

4)
shall set the UTC-based counter LSB parameter to include the 8 least significant bits of the UTC-based counter;

Editor’s note: Whether other parameters are required or not is FFS.
Editor’s note: Whether Layer-2 ID is sent along with PROSE PC5 DISCOVERY message in group member discovery procedure will be determinated by SA WG2.
d)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [TBD]; and

Editor’s note:
Details of security related content in d) are FFS and will be determinated by SA WG3.
e)
shall pass the resulting PROSE PC5 DISCOVERY message for group member discovery solicitation to the lower layers for transmission over the PC5 interface.

The UE shall ensure that it keeps on passing the same PROSE PC5 DISCOVERY message to the lower layers for transmission with an indication that the message until the UE is triggered by an upper layer application to stop soliciting proximity of other UEs in a discovery group, or until the UE stops being authorised to perform the discoverer UE procedure for group member discovery. 

Upon reception of a PROSE PC5 DISCOVERY message for group member discovery response, for the target Discovery Group ID of the discovery group to be discovered, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.303 [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for group member discovery response.

Then if the Discovery Group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery response is the same as the Discovery Group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery solicitation, the UE shall consider that other UE in the discovery group the UE seeks to discover has been discovered.

Editor’s note:
Details of Discoverer UE procedure upon reception of a PROSE PC5 DISCOVERY message for direct discovery response are FFS and will be determinated by cooperation with SA WG3.

6.2.15.2.2.2
Discoverer UE procedure for group member discovery completion

When the UE is triggered by an upper layer application to stop soliciting proximity of other UEs in a discovery group, or when the UE stops being authorised to perform the discoverer UE procedure for group member discovery, the UE shall instruct the lower layers to stop discoverer operation.

When the UE stops discoverer operation, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [TBD].

6.2.15.2.2.3
Discoveree UE procedure for group member discovery initiation

The UE is authorised to perform the discoveree UE procedure for group member discovery if:

a)
the following is true:

1)
the UE is not served by NG-RAN, is authorised to perform ProSe direct discovery discoveree operation when the UE is not served by NG-RAN, and is configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN;

2)
the UE is served by NG-RAN, and is authorised to perform ProSe direct discovery discoveree operation in the PLMN(s) indicated by the serving cell; or

3)
the UE is:

i)
in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14], and the reason for the UE being in limited service state is one of the following:

A)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];

B)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or

C)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
ii)
authorised to perform ProSe direct discovery discoveree operation when the UE is not served by NG-RAN, and:

A)
configured with the radio parameters to be used for ProSe direct discovery when not served by NG-RAN; or

B)
the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure; and

NOTE:
When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state. 
b)
the UE is configured with the Discovery Group ID parameter identifying the discovery group to be responded to and with the User Info ID for the group member discovery parameter;

otherwise, the UE is not authorised to perform the Discoveree UE procedure for group member discovery.

Figure 6.2.15.2.2.3-1 illustrates the interaction of the UEs in the Discoveree UE procedure for group member discovery.


[image: image15.emf]Discoveree 

UE 

Discoverer 

UE

PROSE PC5 DISCOVERY message

(for Group Member Discovery Solicitation)

PROSE PC5 DISCOVERY message

(for Group Member Discovery Response)


Figure 6.2.15.2.2.3-1: Discoveree UE procedure for group member discovery

When the UE is triggered by an upper layer application to start responding to solicitation on proximity of a UE in a discovery group, and if the UE is authorised to perform the discoveree UE procedure for group member discovery, then the UE:

a)
if the UE is served by NG-RAN, and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 36.331 [TBD], shall perform a service request procedure as specified in 3GPP TS 24.501 [11]; and
b)
shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages.

Upon reception of a PROSE PC5 DISCOVERY message for group member discovery solicitation, for the Discovery Group ID of the discovery group which the UE is configured to respond for, the UE shall use the associated DUSK, if configured, and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.303 [TBD]. Then, if a DUCK is configured, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in 3GPP TS 33.303 [TBD]. Finally, if a DUIK is configured, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for group member discovery solicitation.

Then, if:

a)
the Discovery Group ID parameter of the received PROSE PC5 DISCOVERY message is the same as a Discovery Group ID parameter for the discovery group;

b)
the Target User Info parameter is not included in the received PROSE PC5 DISCOVERY message or the Target User Info parameter of the received PROSE PC5 DISCOVERY message is the same as the User Info ID for the group member discovery parameter; and
c)
the Target Group Info parameter is not included in the received PROSE PC5 DISCOVERY message or the Target Group Info parameter of the received PROSE PC5 DISCOVERY message is the same as the identifier of the targeted group provided by the upper layer application (e.g. ProSe Layer-2 Group ID);
the UE:

a)
shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;

b)
shall generate a PROSE PC5 DISCOVERY message for group member discovery response. In the PROSE PC5 DISCOVERY message for group member discovery response, the UE:

1)
shall set the ProSe UE ID to the Layer-2 ID used for unicast communication;

2)
shall set the Discoveree Info parameter to the User Info ID for the group member discovery parameter;

3)
shall set the Discovery Group ID parameter to the Discovery Group ID parameter of the PROSE PC5 DISCOVERY message for group member discovery solicitation; and

4)
shall set the UTC-based counter LSB parameter to include the eight least significant bits of the UTC-based counter;
Editor’s note: Whether other parameters are required or not is FFS.
Editor’s note: Whether Layer-2 ID is sent along with PROSE PC5 DISCOVERY message in group member discovery procedure will be determinated by SA WG2.
c)
shall apply the DUIK, DUSK, or DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g. integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.303 [TBD]; and

Editor’s note:
Details of security related content in c) are FFS and will be determinated by SA WG3.
d)
shall pass the resulting PROSE PC5 DISCOVERY message for group member discovery response to the lower layers for transmission over the PC5 interface.

6.2.15.2.2.4
Discoveree UE procedure for group member discovery completion

When the UE is triggered by an upper layer application to stop responding to solicitation on proximity of other UEs in a discovery group, or when the UE stops being authorised to perform the discoveree UE procedure for group member discovery, the UE shall instruct the lower layers to stop monitoring.

When the UE stops monitoring, if the UE is in 5GMM-CONNECTED mode, the UE shall trigger the corresponding procedure in lower layers as specified in 3GPP TS 36.331 [TBD].
_1682266759.vsd
5G DDNMF


UE


Start T5061 or T5063


DISCOVERY_UPDATE_REQUEST


OR


DISCOVERY_UPDATE_REQUEST


DISCOVERY_UPDATE_RESPONSE 
(discovery-update-response)


DISCOVERY_UPDATE_RESPONSE
 (response-reject)


Start T5060
or T5062



Announcing UE
Monitoring UE
PROSE PC5 DISCOVERY message
(for Direct Discovery Announcement)



Discoverer UE
Discoveree UE
PROSE PC5 DISCOVERY message
(for Direct Discovery Solicitation)
PROSE PC5 DISCOVERY message
(for Direct Discovery Response)



Announcing UE
Monitoring UE
PROSE PC5 DISCOVERY message
(for Group Member Discovery Announcement)



Discoverer UE
Discoveree UE
PROSE PC5 DISCOVERY message
(for Group Member Discovery Solicitation)
PROSE PC5 DISCOVERY message
(for Group Member Discovery Response)



Discoveree UE
Discoverer UE
PROSE PC5 DISCOVERY message
(for Group Member Discovery Solicitation)
PROSE PC5 DISCOVERY message
(for Group Member Discovery Response)



Monitoring UE
Announcing UE
PROSE PC5 DISCOVERY message
(for Group Member Discovery Announcement)



Discoveree UE
Discoverer UE
PROSE PC5 DISCOVERY message
(for Direct Discovery Solicitation)
PROSE PC5 DISCOVERY message
(for Direct Discovery Response)



Monitoring UE
Announcing UE
PROSE PC5 DISCOVERY message
(for Direct Discovery Announcement)



_1682266761.vsd
UE


5G DDNMF


DISCOVERY_UPDATE_REQUEST


DISCOVERY_UPDATE_RESPONSE



_1682266762.vsd
UE


5G DDNMF


ANNOUNCING_ALERT_REQUEST


ANNOUNCING_ALERT_RESPONSE



_1682266760.vsd
UE


5G DDNMF


DISCOVERY_UPDATE_REQUEST


DISCOVERY_UPDATE_RESPONSE



_1682266757.vsd
UE


5G DDNMF


MATCH_REPORT (restricted-match)


OR


MATCH_REPORT(restricted-match)


MATCH_REPORT_ACK (restricted-match-ack)


MATCH_REPORT_ACK (match-reject)


Start T4016



_1682266758.vsd
UE


5G DDNMF


MATCH_REPORT (restricted-match)


OR


MATCH_REPORT (restricted-match)


MATCH_REPORT_ACK (restricted-match-ack)


MATCH_REPORT_ACK (match-reject)


Start T5076



_1682266756.vsd
UE


5G DDNMF


MATCH_REPORT


OR


MATCH_REPORT


MATCH_REPORT_ACK (match-ack)


MATCH_REPORT_ACK (match-reject)


Start T5072


Start T5074



