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	Reason for change:
	As per requested in the SA3 LS C1-210531/S3-210706 as below:
"SA3 is considering a solution, where only after identifying that the primary (re)authentication is successful in the network side, the UE shall store the KAUSF, SOR counter and UE parameter update counter on the USIM (or in the non-volatile memory of the ME, if no corresponding file is present on the USIM). The UE identifies that the primary (re)authentication is successful in the network side, upon receiving a valid NAS Security Mode Command message.     
The solution under consideration mandates performing NAS SMC procedure, after the successful run of primary authentication. Running of the NAS SMC procedure after primary authentication as soon as possible is essential to keep the stored KAUSF aligned between the UE and home network. On this new mandatory requirement under consideration, SA3 would like to have feedback from CT1 and CT4, on the feasibility to perform NAS SMC procedure immediately after successful run of primary authentication. "

Note that though as indicated in the original CT1 LS C1-207764, the open issue is only for 5G AKA procedure, but SA3 LS does not mention which specific AKA procedure the above SA3 requirement applies. Hence, by default it is applied to both EAP AKA-based and 5G AKA-based procedures. This could provide a simpler and consistent network handling on confirming the successful AKA to the UE.

[bookmark: OLE_LINK11]For EAP AKA, if now mandating to initiate the SMC procedure following a successful EAP AKA, then there is no need to carry the EAP-success message via AUTHENTICATION RESULT message to the UE.

	
	

	Summary of change:
	1. It proposes that after a successful primary authentication and key agreement procedure (including EAP AKA and 5G AKA), the network shall initiate the security mode control procedure to confirm the successful AKA to the UE.

2. It proposes to remove using the AUTHENTICATION RESULT message to carry the EAP-success message to the UE following a successful EAP AKA procedure.
3. It proposes to add a NOTE to indicate the AMF to initiate the SMC procedure after the successful AKA procedure as soon as possible.
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* * * First Change * * * *
[bookmark: _Toc20232594][bookmark: _Toc27746685][bookmark: _Toc36212867][bookmark: _Toc36657044][bookmark: _Toc45286706][bookmark: _Toc51947975][bookmark: _Toc51949067][bookmark: _Toc59215287][bookmark: OLE_LINK94][bookmark: OLE_LINK95][bookmark: _Toc20232630][bookmark: _Toc27746723][bookmark: _Toc36212905][bookmark: _Toc36657082][bookmark: _Toc45286746][bookmark: _Toc51948015][bookmark: _Toc51949107][bookmark: _Toc59215327]5.4.1.2.1	General
The purpose of the EAP based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF (see 3GPP TS 33.501 [24]).
Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [34] enables authentication using various EAP methods.
EAP defines four types of EAP messages:
a)	an EAP-request message;
b)	an EAP-response message;
c)	an EAP-success message; and
d)	an EAP-failure message.
Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication (see example in figure 5.4.1.2.1.1).
The EAP based primary authentication and key agreement procedure is always initiated and controlled by the network.
The EAP-request message, the ngKSI and the ABBA are transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.
The EAP-response message is transported from the UE to the network using the AUTHENTICATION RESPONSE message of the EAP message reliable transport procedure.
If the authentication of the UE completes successfully, the serving AMF intends toshall initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure and the security mode control procedure intends to bring into use the partial native 5G NAS security context created by the EAP based primary authentication and key agreement procedure, then the EAP-success message and the ngKSI are transported from the network to the UE using the SECURITY MODE COMMAND message of the security mode control procedure (see subclause 5.4.2).
If the authentication of the UE completes successfully and the serving AMF does not intend to initiate a security mode control procedure bringing into use the partial native 5G NAS security context created by the EAP based primary authentication and key agreement procedure, then the EAP-success message, and the ngKSI are transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure.
[bookmark: OLE_LINK6]NOTE 1:	The UE compliant with this release of the specification can receive the EAP-success message, and the ngKSI included in the AUTHENTICATION RESULT message during the EAP result message transport procedure from a network compliant with earlier releases of the specification and in this case, the UE can handle itThe serving AMF will not initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure e.g. in case of AMF relocation during registration procedure.
If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message of the EAP result message transport procedure or in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.
The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.
NOTE 2:	The EAP message reliable transport procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer do not occur.
The AUSF and the AMF support exchange of EAP messages using N12.
The UE shall detect and handle any duplication of EAP message as specified in IETF RFC 3748 [34].



Figure 5.4.1.2.1.1: EAP based primary authentication and key agreement procedure
[bookmark: _Toc20232619][bookmark: _Toc27746712][bookmark: _Toc36212894][bookmark: _Toc36657071][bookmark: _Toc45286735][bookmark: _Toc51948004][bookmark: _Toc51949096][bookmark: _Toc59215316]* * * Next Change * * * *
[bookmark: _Toc68202828][bookmark: _Toc20232620][bookmark: _Toc27746713][bookmark: _Toc36212895][bookmark: _Toc36657072][bookmark: _Toc45286736][bookmark: _Toc51948005][bookmark: _Toc51949097][bookmark: _Toc59215317]5.4.1.2.5.1	General
The purpose of the EAP result message transport procedure is to provide an EAP-success message or an EAP-failure message, and ngKSI from the network to the UE, when the EAP message cannot be piggybacked by another NAS message.
The EAP result message transport procedure is initiated:
-	by an AUTHENTICATION RESULT message with the EAP message IE carrying the EAP-success message or the EAP-failure message; or
-	by an AUTHENTICATION REJECT message with the EAP message IE carrying the EAP-failure message.
* * * Next Change * * * *
5.4.1.2.5.2	EAP result message transport procedure initiation by the network
In order to initiate the EAP result message transport procedure, the AMF shall create an AUTHENTICATION RESULT message or an AUTHENTICATION REJECT message.
The AMF shall set the EAP message IE of the AUTHENTICATION RESULT message to an EAP-success message or an EAP-failure message to be sent to the UE. The AMF shall set the EAP message IE of the AUTHENTICATION REJECT message to an EAP-failure message to be sent to the UE. The AMF shall set the ngKSI IE of the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message to the ngKSI value selected in subclause 5.4.1.2.2.2, subclause 5.4.1.2.3.1 or subclause 5.4.1.2.3A.1.
The AMF shall send the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message to the UE (see example in figure 5.4.1.2.5.2.1).


Figure 5.4.1.2.5.2.1: EAP result message transport procedure
Upon receipt of an AUTHENTICATION RESULT message or an AUTHENTICATION REJECT message with the EAP message IE, the UE handles the EAP message received in the EAP message IE and the ABBA if received of the AUTHENTICATION RESULT message or in the AUTHENTICATION REJECT message.
* * * Next Change * * * *
5.4.2.1	General
The purpose of the NAS security mode control procedure is to take a 5G NAS security context into use, and initialise and start NAS signalling security between the UE and the AMF with the corresponding 5G NAS keys and 5G NAS security algorithms.
After a successful primary authentication and key agreement procedure as specified in subclauses 5.4.1.2 and 5.4.1.3, the network shall initiate the security mode control procedure to take the new partial native 5G NAS security context into use.
NOTE:	It is recommended that the AMF initiates a security mode control procedure as soon as possible after a successful primary authentication and key agreement procedure in order to avoid cases when the KAUSF at the UE and the KAUSF at the network become misaligned.
Furthermore, the network may also initiate the security mode control procedure in the following cases:
a)-	in order to change the 5G NAS security algorithms for a current 5G NAS security context already in use; 
b)	in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24], subclause 6.9.4.4; and
c)	in order to provide the Selected EPS NAS security algorithms to the UE.
For restrictions concerning the concurrent running of a security mode control procedure with other security related procedures in the AS or inside the core network see 3GPP TS 33.501 [24], subclause 6.9.5.
* * * End of Change * * * *
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