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***** First change *****
[bookmark: _Toc34388696][bookmark: _Toc34404467][bookmark: _Toc45282316][bookmark: _Toc45882702][bookmark: _Toc51951252][bookmark: _Toc59209027][bookmark: _Toc68196356]7.3.5.1	Message definition
This message is sent by the UE to another peer UE to indicate that the link modification request is accepted. See table 7.3.5.1.1
Message type:	DIRECT LINK MODIFICATION ACCEPT
Significance:	dual
Direction:		UE to peer UE
Table 7.3.5.1.1: DIRECT LINK MODIFICATION ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK MODIFICATION ACCEPT message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	79
	QoS flow descriptions
	PC5 QoS flow descriptions
8.4.5
	O
	TLV-E
	6-65538



***** Next change *****
[bookmark: _Toc45282397][bookmark: _Toc45882783][bookmark: _Toc51951333][bookmark: _Toc59209110][bookmark: _Toc68196442]8.4.18	Selected security algorithms
The purpose of the Selected security algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.
The Selected security algorithms is a type 3 information element with a length of 2 octets.
The Selected security algorithms information element is coded as shown in figure 8.4.18.1.1 and table 8.4.18.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Selected security algorithms IEI
	octet 1

	0
spare
	Type of ciphering algorithm
	0
spare
	Type of integrity protection algorithm
	octet 2



Figure 8.4.18.1: Selected security algorithms information element
Table 8.4.18.1: Selected security algorithms information element
	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	5GS integrity algorithm 5G-IA0 (null integrity protection algorithm)

	0
	0
	1
	
	5GS integrity algorithm 128-5G-IA1

	0
	1
	0
	
	5GS integrity algorithm 128-5G-IA2

	0
	1
	1
	
	5GS integrity algorithm 128-5G-IA3

	1
	0
	0
	
	5GS integrity algorithm 5G-IA4

	1
	0
	1
	
	5GS integrity algorithm 5G-IA5

	1
	1
	0
	
	5GS integrity algorithm 5G-IA6

	1
	1
	1
	
	5GS integrity algorithm 5G-IA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	5GS encryption algorithm 5G-EA0 (null ciphering algorithm)

	0
	0
	1
	
	5GS encryption algorithm 128-5G-EA1

	0
	1
	0
	
	5GS encryption algorithm 128-5G-EA2

	0
	1
	1
	
	5GS encryption algorithm 128-5G-EA3

	1
	0
	0
	
	5GS encryption algorithm 5G-EA4

	1
	0
	1
	
	5GS encryption algorithm 5G-EA5

	1
	1
	0
	
	5GS encryption algorithm 5G-EA6

	1
	1
	1
	
	5GS encryption algorithm 5G-EA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	



***** Next change *****
[bookmark: _Toc45282401][bookmark: _Toc45882787][bookmark: _Toc51951337][bookmark: _Toc59209114][bookmark: _Toc68196446]8.4.22	UE PC5 unicast user plane security policy
The purpose of the UE PC5 unicast user plane security policy information element is to indicate the UE’s configuration for integrity protection and ciphering of PC5 user plane data.
The UE PC5 unicast user plane security policy is a type 3 information element with a length of 2 octets.
The UE PC5 unicast user plane security policy information element is coded as shown in figure 8.4.22.1.1 and table 8.4.22.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	UE PC5 unicast user plane security policy IEI
	octet 1

	0
spare
	User plane ciphering policy
	0
spare
	User plane integrity protection policy
	octet 2



Figure 8.4.22.1: UE PC5 unicast user plane security policy information element
Table 8.4.22.1: UE PC5 unicast user plane security policy information element
	User plane integrity protection policy (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	User plane integrity protection not needed

	0
	0
	1
	
	User plane integrity protection preferred

	0
	1
	0
	
	User plane integrity protection required

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	If the UE receives a user plane integrity protection policy value that the UE does not understand, the UE shall interpret the value as 010 "user plane integrity protection required".

User plane ciphering policy (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	User plane ciphering not needed

	0
	0
	1
	
	User plane ciphering preferred

	0
	1
	0
	
	User plane ciphering required

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	If the UE receives a user plane ciphering protection policy value that the UE does not understand, the UE shall interpret the value as 010 "user plane ciphering protection required".

Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	



***** Next change *****
[bookmark: _Toc45282402][bookmark: _Toc45882788][bookmark: _Toc51951338][bookmark: _Toc59209115][bookmark: _Toc68196447]8.4.23	Configuration of UE PC5 unicast user plane security protection
The purpose of the configuration of UE PC5 unicast user plane security protection information element is to indicate the agreed configuration for security protection of PC5 user plane data between UEs over the PC5 unicast link.
The configuration of UE PC5 unicast user plane security protection is a type 3 information element with a length of 2 octets.
[bookmark: _Hlk40991836]The configuration of UE PC5 unicast user plane security protection information element is coded as shown in figure 8.4.23.1.1 and table 8.4.23.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	configuration of UE PC5 unicast user plane security protection IEI
	octet 1

	0
spare
	User plane ciphering configuration
	0
spare
	User plane integrity protection configuration
	octet 2



Figure 8.4.23.1: Configuration of UE PC5 unicast user plane security protection information element
Table 8.4.23.1: Configuration of UE PC5 unicast user plane security protection information element
	User plane integrity protection configuration (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	Off

	0
	0
	1
	
	Off or On

	0
	1
	0
	
	On

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	User plane ciphering configuration (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	Off

	0
	0
	1
	
	Off or On

	0
	1
	0
	
	On

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.

	



***** End of changes *****

