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1. Discussion
1.1. Multiple round-trip of AA messages during UUAA-SM

During the UUAA-SM procedure, the UE and the USS need to exchange the payload for authentication/authorization. 

<quoted from 5.2.3.2 of TS 23.256>
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<skipped>

3.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. N33_Auth_Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages
.
</skipped>
</quoted>

In TS 24.501, in order to support PDU session authentication and authorization procedure, the PDU session authentication command message and the PDU session authentication complete message are defined to carry EAP messages, and the result of the authentication can be transported to the UE as a part of the PDU session establishment accept message. Note that purpose of the agreement on the generic DN-AA procedure for UUAA in SA2 is not to limited to the EAP method for authentication/authorization. However, current NAS messages (PDU session auth command/complete) allows only EAP method.

So CT1 can consider following alternatives:

Alt 1) define new SM NAS message for generic DN-AA procedure (using non-EAP method)

- It can be clean way to implement this new feature (generic DN-AA procedure)

Alt 2) extend PDU session authentication command/PDU session autehntication complete messages for generic DN-AA procedure. Alt 2 requires some tweak as follows:

- 
new IE (i.e., DN-AA container) is required to be included in the PDU session auth command/complete message. This new IE itself can indicate the method for authentication is non-EAP. It enables the UE and the network do NOT process the EAP message included in the message.

- 
In case of non-EAP method, the UE and the network shall set the EAP message IE to the min length ( length of 7 octects), so that protocol error can be avoided.  

For example, following changes are expected for Alt 2.

Reference : PDU SESSION AUTHENTICATION COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	PDU session ID
	PDU session identity

9.4
	M
	V
	1

	
	PTI
	Procedure transaction identity

9.6
	M
	V
	1

	
	PDU SESSION AUTHENTICATION COMMAND message identity
	Message type

9.7
	M
	V
	1

	
	EAP message
	EAP message

9.11.2.2
	M
	LV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options

9.11.4.6
	O
	TLV-E
	4-65538

	
	DN-AA container
	DN-AA container

9.11.2.x
	O
	TLV-E
	TBD


Since Alt 1 requires relatively bigger NAS impact than Alt 2 (e.g., new SM procedure need to be specified), it is proposed to go with Alt 2. Note that both alternatives have no backward compatibility issue.
Proposal 1) In order to support multiple round-trip messages for UUAA procedure, PDU session authentication command/complete message needs to be modified to carry the generic container for DN-AA (to be defined for UUAA under this work item) which also indicate itself that the authentication method is non-EAP.
1.2 Multiple round-trip of AA messages during UUAA-MM
During the UUAA-MM procedure, the UE and the USS need to exchange the payload for authentication/authorization. 

<quoted from 5.2.2.2 of TS 23.256>
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<skip>

4.
[Conditional] Multiple round-trip messages as required by the authentication method used by USS. Authentication Response messages from USS shall include GPSI and may include a authentication message based on authentication method used that is forwarded transparently to UE over NAS MM transport messages. The Authentication Response message from USS in step 4a may also contain a callback URI to be used by the UAS NF for subsequent authentication request in step 4f.

</skip>
</quoted>

Above step 4 is performed after the AMF accepts the registration request from the UE. As it is independent with other MM procedures, UL NAS TRANSPORT message and DL NAS TRANSPORT message can be used for transporting the round-trip messages for authentication procedure. In the UL NAS TRANSPORT message and DL NAS TRANSPORT message, payload container can carry the generic container for DN-AA (in this case for UUAA). If the payload container type is set to "DN-AA container" and is included in the UL NAS TRANSPORT/DL NAS TRANSPORT message, the payload container contents can be coded the same way as the contents of the DN-AA container IE (which is proposed in CRxxyy against TS 24.501 in CT1#130e meeting). In other words, extension of payload container type and payload container in the UL NAS TRANSPORT/DL NAS TRANSPORT message can support the multiple round-trip messages for authentication procedure for UUAA.

Reference : UL NAS TRANSPORT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	UL NAS TRANSPORT message identity
	Message type

9.7
	M
	V
	1

	
	Payload container type
	Payload container type

9.11.3.40
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Payload container
	Payload container

9.11.3.39
	M
	LV-E
	3-65537

	12
	PDU session ID
	PDU session identity 2

9.11.3.41
	C
	TV
	2

	59
	Old PDU session ID
	PDU session identity 2

9.11.3.41
	O
	TV
	2

	8-
	Request type
	Request type

9.11.3.47
	O
	TV
	1

	22
	S-NSSAI
	S-NSSAI

9.11.2.8
	O
	TLV
	3-10

	25
	DNN
	DNN

9.11.2.1B
	O
	TLV
	3-102

	24
	Additional information
	Additional information

9.11.2.1
	O
	TLV
	3-n

	A-
	MA PDU session information
	MA PDU session information

9.11.3.31A
	O
	TV
	1

	F-
	Release assistance indication
	Release assistance indication

9.11.3.46A
	O
	TV
	1


Proposal 2) In order to support multiple round-trip messages for UUAA procedure, UL NAS TRANSPORT/DL NAS TRANSPORT message need to be modified to carry the generic container for DN-AA in the payload container, and to indicate the payload container type to "DN-AA container".

2. Conclusions

For the issue of multiple round-trip messages for UUAA-SM:

Proposal 1) In order to support multiple round-trip messages for UUAA procedure, PDU session authentication command/complete message needs to be modified to carry the generic container for DN-AA (to be defined for UUAA under this work item), and to indicate the authentication method.

For the issue of multiple round-trip messages for UUAA-MM:

Proposal 2) In order to support multiple round-trip messages for UUAA procedure, UL NAS TRANSPORT/DL NAS TRANSPORT message need to be modified to carry the generic container for DN-AA in the payload container, and to indicate the payload container type to "DN-AA container".

3. Proposal

It is proposed to agree above proposals and related CR will be sumitted to CT1#131e meeting based on the agreement.
�It is typo of NAS SM transport: the figure of 5.2.3.2 shows it is NAS SM transport, and it comes from the SMF to the UE.
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