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1. Abstract
This paper identifies an issue in integrity protection of SOR header and other fields of SOR transparent container carrying SOR acknowledgement and proposes as solution.
2. Discussion
TS 23.122 requires the UE to include the "ME support of SOR-CMCI" indicator as follows:
-----------------------

9)
The UE to the VPLMN AMF: If the UDM has requested an acknowledgement from the UE and the UE verified that the steering of roaming information has been provided by the HPLMN in step 7, then:

a)
the UE sends the REGISTRATION COMPLETE message to the serving AMF with an SOR transparent container including the UE acknowledgement; 

b)
the UE shall set the "ME support of SOR-CMCI" indicator in the header of the SOR transparent container to "supported"; and

...

-----------------------

Observation-1:
the "ME support of SOR-CMCI" indicator is in the SOR header of the SOR transparent container carrying the UE acknowledgement.

According to TS 33.501, SOR-MAC-Iue included in the SOR transparent container carrying the SOR acknowledgement is generated as follows:

-----------------------

A.18
SoR-MAC-IUE generation function

When deriving a SoR-MAC-IUE from KAUSF, the following parameters shall be used to form the input S to the KDF.

-
FC = 0x78,

-
P0 = 0x01 (SoR Acknowledgement: Verified the Steering of Roaming Information  successfully),

-
L0 = length of SoR Acknowledgement (i.e. 0x00 0x01),

- 
P1 =  CounterSoR,

-
L1 = length of  CounterSoR.

The input key KEY shall be KAUSF.

The SoR-MAC-IUE is identified with the 128 least significant bits of the output of the KDF.

-----------------------
Thus, SOR-MAC-Iue does not ensure that the VPLMN does not modify the SOR header of the SOR transparent container carrying the SOR acknowledgement and does not remove the "ME support of SOR-CMCI" indicator.
Observation-2:
the SOR header of the SOR transparent container carrying the SOR acknowledgement is NOT integrity protected between the UE and the HPLMN.
If the VPLMN removes the "ME support of SOR-CMCI" indicator from the SOR header of the SOR transparent container carrying the SOR acknowledgement, the HPLMN will not be able to send the SOR-CMCI to the UE and thus the UE will release the NAS signalling connection based on UE implementation (rather than based on the HPLMN provided SOR-CMCI). Depending on UE implementation, this can enable the VPLMN to keep the UE in the VPLMN longer than wished by the HPLMN.

Observation-3:
removing the "ME support of SOR-CMCI" indicator from the SOR header of the SOR transparent container carrying the SOR acknowledgement can be advantageous for the VPLMN.
In order to ensure that the VPLMN does not remove the "ME support of SOR-CMCI" indicator from the SOR header of the SOR transparent container carrying the SOR acknowledgement, the SOR header of the SOR transparent container carrying the SOR acknowledgement should be integrity protected between the UE and the HPLMN.

Furthermore, to avoid similar issues with additional indications in future fields of the SOR transparent container carrying the SOR acknowledgement, any fields placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement should also be integrity protected between the UE and the HPLMN.

The above needs to be conditional to the HPLMN being complaint to Rel-17 as Rel-15 or Rel-16 HPLMN would not change. Furthermore, Rel-17 HPLMN also needs to be ready to receive SOR-MAC-Iue calculated as in Rel-15 from Rel-15 or Rel-16 UEs.

How to ensure the above is up to SA3. One possible solution is:

a)
Rel-17 HPLMN indicates in the SOR header of the SOR transparent container sent to the UE, that the UE is to calculate the SOR-MAC-Iue with additional fields.
NOTE:
The SOR header of the SOR transparent container sent to the UE is already protected by SOR-MAC-Iausf in TS 33.501.
b)
If the SOR header of a received SOR transparent container indicates that the UE is to calculate the SOR-MAC-Iue with additional fields, the Rel-17 UE calculates the SOR-MAC-Iue additionally with:

1)
the SOR header of the SOR transparent container carrying the SOR acknowledgement; and
2)
any fields placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement;


and indicates in the SOR header of the SOR transparent container carrying the SOR acknowledgement that the UE calculated the SOR-MAC-Iue with additional fields.

c)
If:

1)
Rel-17 HPLMN indicated in the SOR header of the SOR transparent container sent to the UE, that the UE is to calculate the SOR-MAC-Iue with additional fields; and

2)
the SOR header of the SOR transparent container carrying the SOR acknowledgement indicates that the UE calculated the SOR-MAC-Iue with additional fields;


then Rel-17 HPLMN calculates the SoR-XMAC-Iue additionally with:
1)
the SOR header of the SOR transparent container carrying the SOR acknowledgement; and

2)
any fields placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement.

Proposal:
Send an LS to SA3 asking that:

-
the SOR header of the SOR transparent container carrying the SOR acknowledgement; and
-
fields, if any, placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement;


are integrity protected between Rel-17 UE and Rel-17 HPLMN.

3. Conclusions

Observation-1:
the "ME support of SOR-CMCI" indicator is in the SOR header of the SOR transparent container carrying the UE acknowledgement.

Observation-2:
the SOR header of the SOR transparent container carrying the SOR acknowledgement is NOT integrity protected between the UE and the HPLMN.
Observation-3:
removing the "ME support of SOR-CMCI" indicator from the SOR header of the SOR transparent container carrying the SOR acknowledgement can be advantageous for the VPLMN.
4. Proposal

It is proposed to send an LS to SA3 asking that:

-
the SOR header of the SOR transparent container carrying the SOR acknowledgement; and

-
fields, if any, placed after the SOR-MAC-Iue in the SOR transparent container carrying the SOR acknowledgement;

are integrity protected between Rel-17 UE and Rel-17 HPLMN.
