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1. Introduction
In this CR the “ Direct Link Establishment procedure ” are proposed according to TS 23.304 clause 6.4.3.1.
2. Reason for Change
SA2 has proposed that TS 24.554 should follow the same procedure as specied in TS 24.587 by adopting the changes proposed in TS 23.304 clause 6.4.3.1.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.554.
* * * First Change * * * *
x.y
Direct Communication Procedures over PC5 reference point
x.y.1
PC5 Unicast Direct Link Establishment Procedure

x.y.1.1
General

Depending on the type of the PC5 unicast link establishment procedure (i.e. UE oriented Layer-2 link establishment or ProSe Service oriented Layer-2 link establishment in 3GPP TS 23.304[r23304]), the PC5 unicast link establishment procedure is used to establish a PC5 unicast link between two UEs or to establish multiple PC5 unicast links. The UE sending the request message is called the "initiating UE" and the other UE is called the "target UE". If the request message does not indicate the specific target UE (i.e. Target user info IE is not included in the request message), and multiple target UEs are interested in the ProSe service(s) indicated in the request message, then the initiating UE shall handle corresponding response messages received from those target UEs. The maximum number of NR PC5 unicast links established in a UE at a time shall not exceed an implementation-specific maximum number of established NR PC5 unicast links.
NOTE:
The recommended maximum number of established NR PC5 unicasts link is 8.

x.y.1.2
PC5 unicast link establishment procedure initiation by initiating UE

The initiating UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to transmit the packet for ProSe service over PC5;

b)
the communication mode is unicast mode (e.g. pre-configured as specified in clause x.x.x or indicated by upper layers);
c)
the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing PC5 unicast links within the initiating UE;

d)
the link layer identifier for the unicast initial signaling (i.e. destination layer-2 ID used for unicast initial signaling) is available to the initiating UE (e.g. pre-configured, obtained as specified in clause x.x.x or known via prior ProSe communication);
NOTE 1:
In the case where different ProSe services are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe service identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)
the initiating UE is either authorised for ProSe communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for ProSe communication over PC5 in NR-PC5 when not served by E-UTRA and not served by NR. The UE considers that it is not served by E-UTRA and not served by NR if the following conditions are met:

1)
not served by NR and not served by E-UTRA for ProSe communication over PC5;
2)
in limited service state as specified in 3GPP TS 23.122 [r23122], if the reason for the UE being in limited service state is one of the following;

i)
the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [r38304];

ii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [r24501]; or

iii)
the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [r24501]; or

3)
in limited service state as specified in 3GPP TS 23.122 [r23122] for reasons other than i), ii) or iii) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2.3;
f)
there is no existing PC5 unicast link for the pair of peer application layer IDs, or there is an existing PC5 unicast link for the pair of peer application layer IDs and:

1)
the network layer protocol of the existing PC5 unicast link is not identical to the network layer protocol required by the upper layer in the initiating UE for this ProSe service; or

2)
the security policy (either signalling security policy or user plane security policy) corresponding to the ProSe service identifier is not compatible with the security policy of the existing PC5 unicast link; and

g)
the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time.

After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)
shall include the Source user info IE set to the initiating UE’s application layer ID received from upper layers; 
b)
shall include the ProSe service identifier(s) received from upper layer;

c)
shall include the Target user info IE set to the target UE’s application layer ID if received from upper layers;
d)
shall include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";

NOTE 2:
The Key establishment information container is provided by upper layers.

e)
shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";

f)
shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;

g)
shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [r33536] if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";

h)
may include a KNRP ID if the initiating UE has an existing KNRP for the target UE; and

i)
shall include its UE PC5 unicast signalling security policy. In the case where the different ProSe services are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe service, each of the signalling security polices of those ProSe services shall be compatible, e.g. "signalling integrity protection not needed" and "signalling integrity protection required" are not compatible.
After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signaling and start timer T5***. The UE shall not send a new DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5*** is running. If the Target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message (i.e. ProSe service oriented PC5 unicast link establishment procedure), the initiating UE shall handle multiple DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple PC5 unicast links before the expiry of timer T5***.
NOTE 3:
In order to ensure successful PC5 unicast link establishment, T5*** should be set to a value larger than the sum of T5*** and T5***.
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Figure x.y.1.2.1: UE oriented PC5 unicast link establishment procedure 
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Figure x.y.1.2.2: V2X service oriented PC5 unicast link establishment procedure
x.y.1.3
PC5 unicast link establishment procedure accepted by the target UE

Upon receipt of a DIRECT LINK ESTABLISHMENT REQUEST message, if BCAST layer-2 ID is specified as the target layer-2 ID and if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a PC5 unicast link context and assign a layer-2 ID for this PC5 unicast link. Then, the target UE shall store this layer-2 ID and the source layer-2 ID, used in the transport of this message and provided by the lower layers, in the PC5 unicast link context. The target UE may initiate PC5 unicast link authentication procedure as specified in clause 6.1.2.6 and shall initiate PC5 unicast link security mode control procedure as specified in clause 6.1.2.7.
NOTE:
The target UE may reuse the target UE’s layer-2 ID used in the transport of the DIRECT LINK ESTABLISHMENT REQUEST message provided by the lower layers in case that the target UE’s layer-2 ID has been used in previous PC5 unicast link with the same peer.  
If:

a)
the Target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or

b)
the Target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe service(s) identified by the ProSe service identifier IE in the DIRECT LINK ESTABLISHMENT REQUEST message;

then the target UE shall either:

a)
identify an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message; or 

b)
if KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in clause 6.1.2.6.

NOTE:
How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.

After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a PC5 unicast link security mode control procedure as specified in subclause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, in order to determine whether the DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.

If the target UE accepts the PC5 unicast link establishment procedure, the target UE shall create a DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:

a)
shall include the Source user info IE set to the target UE’s application layer ID received from upper layers; 
b)
shall include PQFI(s), the corresponding PC5 QoS parameters and the ProSe service identifier(s) that the target UE accepts;
c)
shall include an IP address configuration IE set to one of the following values, if IP communication is used:
1)
"IPv6 Router" if only IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or

2) 
"DHCPv4 server " if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server; or
3)  "DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)  "address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE;
d)
shall include a non-conflicting link local IPv6 address IE formed locally based on IETF RFC 4862 [rrfc4862] if IP address configuration IE is set to "address allocation not supported" and the received DIRECT LINK ESTABLISHMENT REQUEST message included a link local IPv6 address IE; and 

e)
shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.536 [r33536].

After the DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and shall start timer T5*** if at least one of ProSe service identifiers for the PC5 unicast links satisfies the privacy requirements as specified in clause 5.2.3.
After sending the DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;
b)
PQFI(s) and its corresponding PC5 QoS parameters; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
If the target UE accepts the PC5 unicast link establishment request, then the target UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.

x.y.1.4
PC5 unicast link establishment procedure completion by the initiating UE

If the Target user info IE was included in the DIRECT LINK ESTABLISHMENT REQUEST message, upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5***. If the Target user info IE was not included in the DIRECT LINK ESTABLISHMENT REQUEST message the initiating UE may keep the timer T5*** running and continue to handle multiple response messages (i.e. DIRECT LINK ESTABLISHMENT ACCEPT messages) from multiple target UEs.

For each of the DIRECT LINK ESTABLISHMENT ACCEPT message received, the initiating UE shall uniquely assign a PC5 link identifier and create a PC5 unicast link context for each of the PC5 unicast link(s). Then, the initiating UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message, provided by the lower layers, in the PC5 unicast link context(s) to complete the establishment of the PC5 unicast link with the target UE(s). From this time onward, the initiating UE shall use the established link(s) for ProSe communication over PC5 and additional PC5 signalling messages to the target UE(s).
After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a)
the PC5 link identifier self-assigned for this PC5 unicast link;
b)
PQFI(s) and its corresponding PC5 QoS parameters; and
c)
an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
The initiating UE shall start timer T5*** if at least one of ProSe service identifiers for the PC5 unicast links satisfies the privacy requirements as specified in clause 5.2.3.

In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.

Upon expiry of the timer T5***, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE, and the initiating UE received at least one DIRECT LINK ESTABLISHMENT ACCEPT message, it is up to the UE implementation to consider the PC5 unicast link establishment procedure as complete or to restart the timer T5***.
x.y.1.5
PC5 unicast link establishment procedure not accepted by the target UE
If the DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message. The DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:

#1
direct communication to the target UE not allowed;

#3
conflict of layer-2 ID for unicast communication is detected;

#5
lack of resources for PC5 unicast link; or

#111
protocol error, unspecified.

If the target UE is not allowed to accept the DIRECT LINK ESTABLISHMENT REQUEST message, e.g. based on operator policy or configuration parameters for ProSe communication over PC5 as specified in clause 5.2.3, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID, and with one of following parameters different from the existing link or the link for which the link establishment is in progress:

a)
value in the Source user info IE;

b)
type of data (e.g. IP or non-IP); or

c)
security policy,
the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE:
The type of data (e.g. IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e the type of data for the requested link is IP type if this IE is included, and the type of data for the requested link is non-IP if this IE is not included.
If the PC5 unicast link establishment fails due to the congestion problems, the implementation-specific maximum number of established NR PC5 unicast links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link". If the PC5 unicast link establishment fails due to other reasons, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified". 
After sending the DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:

a)
an indication of deactivation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable. Upon receipt of the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5*** and abort the PC5 unicast link establishment procedure. If the PC5 signalling protocol cause value in the DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for PC5 unicast link", then the UE shall not attempt to start the PC5 unicast link establishment procedure with the same target UE at least for a time period T.
NOTE:
The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
After receiving the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)
an indication of deactivation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.
x.y.1.6
Abnormal cases
x.y.1.6.1
Abnormal cases at the initiating UE

If timer T5*** expires and the Target user info IE was included in the DIRECT LINK ESTABLISHMENT REQUEST message, the initiating UE shall retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5***. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that the target UE is unreachable.
Upon expiry of the timer T5***, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE and the initiating UE did not receive any DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE may retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5***. If the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE and the initiating UE did not receive any DIRECT LINK ESTABLISHMENT ACCEPT message, then after reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that no target UE is available.

NOTE:
The maximum number of allowed retransmissions is UE implementation specific.

If the need to establish a link no longer exists before the procedure is completed, the initiating UE shall abort the procedure. 
When the initiating UE aborts the PC5 unicast link establishment procedure, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:

a)
an indication of deactivation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.

x.y.1.6.2
Abnormal cases at the target UE

For a received DIRECT LINK ESTABLISHMENT REQUEST message from a source layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use the same source layer-2 ID, the same source user info, the same type of data (IP or non-IP) and the same security policy, the UE shall process the new request. However, the target UE shall only delete the existing link context after the new link establishment procedure succeeds.
NOTE:
The type of data (e.g. IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e the type of data for the requested link is IP type if this IE is included, and the type of data for the requested link is non-IP if this IE is not included.
* * * End of Change * * * *
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