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1. Introduction
This pCR describes a solution for Key Issue #4 (Registration to the roaming PLMN without Disaster Condition in case of Disaster Condition) in TR 24.811. The description for this Key Issue is:
When the UE of a PLMN with Disaster Condition is notified of Disaster Condition, according to conclusion of the Key Issue #1, and the UE selects the other PLMN providing Disaster Roaming service, then the UE shall perform the registration procedure in order to be registered to the PLMN. It is unclear how the Disaster Roaming PLMN authenticates the UE and how to collect charging information when the Disaster Condition applies.

According to 3GPP TS 22.261 [3] subclause 6.31.2.3:

3GPP system shall be able to collect charging information for a Disaster Inbound Roamer with information about the applied disaster condition
According to 3GPP TS 22.261 [3] subclause 6.31.2.2:

The 3GPP system shall be able to support provision of service to Disaster Inbound Roamer only within the specific region where Disaster Condition applies.

As per this service requirement quoted, the Disaster Roaming PLMN shall be able to consider the area of service to Disaster Inbound Roamers that is limited to the region where Disaster Condition applies.

The following questions are expected to be studied within this Key Issue:

-
How a registration procedure initiated by Inbound Disaster Roamer is performed;

-
How to authenticate Inbound Disaster Roamer during the registration procedure;

-
Which network functions or entities are involved for the registration procedure of Disaster Inbound Roamers;

-
How a Disaster Roaming PLMN can limit the area of service to Inbound Disaster Roamers to the region where Disaster Condition applies;

-
How and which function to collect charging information for a Disaster Inbound Roamer with information about the applied disaster condition; and
-
What other information, if any, is needed to be transferred between the UE and the network during the initial registration procedure.
2. Reason for Change
In MINT scenario, it is considered that the PLMN without Disaster Condition (PLMN A) and the PLMN with Disaster Condition (PLMN D) are not roaming partners. This is the reason why PLMN A may be included in the list of forbidden PLMN in the UE. Due to this fact, it is assumed that PLMN A and PLMN D are not connected via roaming interfaces.

This solution proposes a solution which does not require the availablbility of roaming interfaces. The UE can register with PLMN A for restricted connectivity service. The UE may use the untrusted non-3GPP procedure to register normally via an N3IWF with PLMN D.
3. Proposal

It is proposed to agree the following solution to 3GPP TR 24.811.

* * * First Change * * * *

6.X
Solution #<X>: Registration to PLMN providing Disaster Roaming service and to PLMN with Disaster Condition when no roaming interfaces are in place
6.X.1
Description
6.X.1.1
Introduction

This solution is Key Issue #4 "Registration to the roaming PLMN without Disaster Condition in case of Disaster Condition".

This solution targets the scenario where there are no roaming interfaces in place between the PLMN without Disaster Condition (PLMN A) and the PLMN with Disaster Condition (PLMN D). 

The following are the main features of the solution:

-
PLMN A is aware that disaster happened in PLMN D and configured to accept registration requests from disaster inbound roamers from PLMN D without primary network authentication.

-
PLMN D allows connectivity service to the disaster inbound roamers only to restricted destintions, e.g. PLMN D (or an N3IWF in PLMN D).
-
The UE is informed correspondingly, so that the UE initiates registration with PLMN D via the N3IWF.

-
The SMF/UPF may monitor the UP traffic to determine whether the registration with PLMN D is successful. If it is determined that the registration is not successful, the AMF initiates UE deregistraton procedure.

6.X.1.2
Detailed solution description
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Figure 6.X.1.2-1: UE registering with PLMN D via N3IWF using connectivity provided from PLMN A
The steps of the solution are as follows:

1.
The UE applies the network selection procedure for disaster condition, e.g. as described in other Key Issues. As a result, the UE selects to camp on a cell from PLMN A.

2.
The UE initiates registration procedure with PLMN A. The UE may indicate in the RRC signalling or in the NAS REGISTRATION REQUEST message that the registration is due to disaster conditions.

3.
The AMF determines that the registration is due to disaster conditions in PLMN D. Since the AMF cannot communicate with PLMN D due to missing roaming agreements, the AMF determines to apply local registration. The AMF may have local configuration data applicable for disaster conditions (e.g the configuration data may be configured from the OAM).
Editor's note:
The end-to-end details of security protocol for the NAS message exchange during the registration is to be determined by SA3. Potential security risks resulting from accepting registration requests from the disaster inbound roamers from PLMN D without primary network authentication are to be checked by SA3.
4.
The AMF sends REGISTRATION ACCEPT message to the UE including an allowed NSSAI having a single S-NSSAI identifying a network slice that provides disaster condition services in PLMN A. The AMF indicates also to the UE that only a single PDU session is allowed which can be used for communication with destination addresses.

NOTE 1:
The UE is supposed to establish PDU session with an N3IWF in PLMN D.
5.
The UE sends a UL NAS TRANSPORT message containing a PDU SESSION ESTABLISHMENT REQUEST message to the AMF. The AMF selects an SMF (e.g. by applying the disaster configuration data) and sends an Nsmf_PDUSession_CreateSMContext request to SMF requesting to establish a PDU session for the UE. The AMF may indicate that the requested PDU session is due to disaster condition and also to include PLMN A ID from the SUCI from step 2.
6.
Based on the local configuration data for disaster in the SMF and the additional indication from the AMF, the SMF decides to apply restricted data connectivity for the requested PDU session so that communication with destination addresses in PLMN D is only supported. The SMF may restrict the bit rate of the PDU sessions and may configure the UPF to perform deep packet inspection (DPI) to determine if the UE has successfully registered to PLMN D via the N3IWF. 
7.
The SMF sends a PDU SESSION ESTABLISHMENT ACCEPT message to the UE. This message indicates that data connectivity over the PDU session is limited to destination address of the N3IWF in PLMN D. The UE triggers registration to PLMN D via the N3IWF. 

8. – 9.
The UE performs 5G registration via untrusted non-3GPP access via the N3IWF with PLMN D.

10.
The UPF determines whether the UE has successfully registered to PLMN D via the N3IWF, e.g. by performing deep-packet inspection (DPI) and analysing the traffic exchange via the PDU session. The UPF informs the SMF with the result and the SMF forwards this information to the AMF. The SMF decides to increase the bit rate of the PDU session.
11.
The AMF verifies whether the UE has successfully registered with PLMN D or the UE has registered to PLMN A in an attempt to misuse PLMN A. In the latter case, the AMF initiates deregistration procedure.
The SMF in PLMN A may collect offline charging data for the disaster inbound roamers using the PLMN D ID as key. PLMN D may also collect charging data for the UE.
NOTE 2:
Charging record is collected for all inbound disaster roamers as a group and not individually.
Editor's note:
SA5 needs to be consulted on whether access of an unauthenticated UE of HPLMN X via PLMN A to PLMN D in roaming situation can be charged.
6.X.2
Impacts on existing nodes and functionality
Impacts to AMF:

-
Allowing unauthenticated registration for restricted service for disaster condition; and
-
initiating deregistration if the UE does not successfully register with PLMN D.

Impacts to SMF:

-
Establishing a PDU session for restricted connectivity to PLMN D; and
-
configuring the UPF to monitor if the UE misbehaves.

Impacts to CHF:

-
Collecting the charging information in PLMN A based on SUCI.
Impacts to UE:

-
After receiving an indication that the registration and PDU sessions are limited to destination to PLMN D, the UE triggers registration to PLMN D via the N3IWF.

* * * End of Change * * * *
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