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	Reason for change:
	TS 33.535 states (text added by S3-202909):
---------------
If there has been a change of KAUSF  (e.g., due to a successful run of primary authentication), the UE may re-try accessing the AF by using the A-KID derived from the new KAUSF .
---------------

Thus, the application layer needs to be aware of change of KAUSF.

In EAP based primary authentication, the network informs the UE about success of the primary authentication using EAP-success. The AUSF starts using the new KAUSF upon sending of EAP-success. The UE starts using the new KAUSF upon reception of EAP-success.

In 5G AKA based primary authentication, it is not clear when the UE starts using the new KAUSF generated in UE's handling of AUTHENTICATION REQUEST as the AUSF considers that the primary authentication as success and generates the new KAUSF only if RES* in the AUTHENTICATION RESPONSE matches the XRES* stored in AUSF. Furthermore, the AUSF does not inform the UE about success or failure of the primary authentication. This issue has been already identified in CT1 in relation to storage of KAUSF and CT1 sent an LS C1-207764 to SA3.
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	NAS informs upper layers whenever there is a change of KAUSF.
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[bookmark: _Hlk50363045]***** change *****
[bookmark: _Toc59215166]4.21	Authentication and Key Management for Applications (AKMA)
The purpose of AKMA is to provide authentication and key management to applications based on 3GPP credentials used for 5GS access as specified in 3GPP TS 33.535 [24A], which allows the UE to securely exchange data with an application server.
Upon receiving a request from upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers.
The UE supporting AKMA shall notify the upper layers whenever there is a change of the KAUSF upon reception of an EAP-success message in subclauses 5.4.1.2.2.8, 5.4.1.2.3.1 and 5.4.1.2.3A.1.
Editor's note: It is FFS when exactly change of the KAUSF occurs in the 5G AKA based primary authentication and key agreement procedure.
NOTE 1:	The upper layers derive the AKMA Application Key (KAF) from KAKMA as specified in 3GPP TS 33.535 [24A].
NOTE 2:	The knowledge of whether a certain application needs to use AKMA or not is application specific and is out of the scope of 3GPP.
NOTE 3:	The exact method of securing the data exchange at upper layers using KAF is application specific and is out of the scope of 3GPP.

