

	
[bookmark: _GoBack]3GPP TSG-CT WG1 Meeting #128-e	C1-211226
Electronic meeting, 25 February – 5 March 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	24.587
	CR
	0189
	rev
	1
	Current version:
	16.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Alignments for providing indication of activation of the PC5 unicast signalling security to lower layers

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell, Qualcomm Incorporated, OPPO, CATT, vivo

	Source to TSG:
	C1

	
	

	Work item code:
	eV2XARC
	
	Date:
	2021-02-08

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
...
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	SA3 has agreed CR0019 (S3-203480) which updates TS 33.536 by adding clear details regarding the timing of sending the indication of security activation from V2X layer to lower layer (PDCP) for both connection set-up and rekeying procedures. It also clarifies that all integrity protection and ciphering operations shall happen in lower layers.

All these clarifications need to be reflected and corrected in stage-3 specifications (TS 24.587).

	
	

	Summary of change:
	Updating stage-3 specifications TS 24.587 to follow the updates done in CR0019 in TS 33.536. The following changes are done:

1) The timing of sending security activation indication to lower layers is adjusted in a way to allow the lower layers to perform the integrity protection and/or ciphering (when applicable) for all signalling messages including DIRECT LINK SECURITY MODE COMMAND and DIRECT LINK SECURITY MODE COMPLETE.

2) Clarifying that, if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall provide to the lower layers an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link with the new security context, if applicable, to match with the requirements in CR0019.

3) Clarifying the places where the old security context shall be deleted, to be consistent with Figure 5.3.3.1.4.3-1 and Figure 5.3.3.1.4.4-1 from TS 33.536.

4) Adding an indication to lower layers for Deactivation of security indication in the location where the procedure fails and hence the previous activation sent to lower layers needs to be invalidated.

5) Making the "deactivation indication" more generic, i.e. removing the word "signalling" from it, because it holds true for both signalling and user plane.

6) Correcting indentations of some statements.

	
	

	Consequences if not approved:
	Misalignment between stage-2 (TS 33.536) and stage-3 (TS 24.587) will remain, which leads to wrong implementation of the protocol.

Backward compatibility analysis:
The CR is backward compatible, since there is no previous releases available for this protocol, plus the CR brings some mandatory fixes inside UE functionality.

	
	

	Clauses affected:
	6.1.2.2.4, 6.1.2.2.5, 6.1.2.2.6.1, 6.1.2.7.2, 6.1.2.7.3, 6.1.2.7.4, 6.1.2.7.5, 6.1.2.7.6.1, 6.1.2.10.4, 6.1.2.10.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	Revision 1:
Correcting some typos.




Page 1






***** First change *****
[bookmark: _Toc45282199][bookmark: _Toc45882585][bookmark: _Toc51951135][bookmark: _Toc59208889][bookmark: _Toc59209160]6.1.2.2.4	PC5 unicast link establishment procedure completion by the initiating UE
If the Target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message, upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5000. If the Target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message the initiating UE may keep the timer T5000 running and continue to handle multiple response messages (i.e. the DIRECT LINK ESTABLISHMENT ACCEPT message) from multiple target UEs.
For each of the DIRECT LINK ESTABLISHMENT ACCEPT message received, the initiating UE shall uniquely assign a PC5 link identifier and create a PC5 unicast link context for each of the PC5 unicast link(s). Then the initiating UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context(s) to complete the establishment of the PC5 unicast link with the target UE(s). From this time onward the initiating UE shall use the established link(s) for V2X communication over PC5 and additional PC5 signalling messages to the target UE(s).
After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall delete the old security context it has for the target UE and shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link;
b)	PQFI(s) and its corresponding PC5 QoS parameters; and
c)	an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if applicable.
The initiating UE shall start timer T5011 if at least one of V2X service identifiers for the PC5 unicast links satisfies the privacy requirements as specified in clause 5.2.3.
In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
Upon expiry of the timer T5000, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE, and the initiating UE received at least one DIRECT LINK ESTABLISHMENT ACCEPT message, it is up to the UE implementation to consider the PC5 unicast link establishment procedure as complete or to restart the timer T5000.
***** Next change *****
[bookmark: _Toc59208562]6.1.2.2.5	PC5 unicast link establishment procedure not accepted by the target UE
If the DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message. The DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for PC5 unicast link; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept the DIRECT LINK ESTABLISHMENT REQUEST message  .e.g. based on operator policy or configuration parameters for V2X communication over PC5 as specified in clause 5.2.3, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to a UE using this layer-2 ID or is currently processing a DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID, and with one of following parameters different from the existing link or the link for which the link establishment is in progress:
a)	the source user info;
b)	type of data (e.g. IP or non-IP); or
c)	security policy,
the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE:	The type of data (e.g. IP or non-IP) is indicated by the optional IP address configuration IE included in the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e the type of data for the requested link is IP type if this IE is included, and the type of data for the requested link is non-IP if this IE is not included.
If the PC5 unicast link establishment fails due to the congestion problems, the implementation-specific maximum number of established NR PC5 unicast links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link". If the PC5 unicast link establishment fails due to other reasons, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified". 
After sending the DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast signalling security protection and deletion of security context for the PC5 unicast link, if applicable.
Upon receipt of the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5000 and abort the PC5 unicast link establishment procedure. If the PC5 signalling protocol cause value in the DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for PC5 unicast link", then the UE shall not attempt to start the PC5 unicast link establishment procedure with the same target UE at least for a time period T.
NOTE:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
After receiving the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast signalling security protection and deletion of security context for the PC5 unicast link, if applicable.
***** Next change *****
[bookmark: _Toc25070688][bookmark: _Toc34388603][bookmark: _Toc34404374][bookmark: _Toc45282202][bookmark: _Toc45882588][bookmark: _Toc51951138][bookmark: _Toc59208564]6.1.2.2.6.1	Abnormal cases at the initiating UE
If timer T5000 expires and the Target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message, the initiating UE shall retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5000. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that the target UE is unreachable.
Upon expiry of the timer T5000, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE and the initiating UE did not receive any DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE may retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5000. If the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info IE and the initiating UE did not receive any DIRECT LINK ESTABLISHMENT ACCEPT message, then after reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that no target UE is available.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
If the need to establish a link no longer exists before the procedure is completed, the initiating UE shall abort the procedure. 
When the initiating UE aborts the PC5 unicast link establishment procedure, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	an indication of deactivation of the PC5 unicast signalling security protection and deletion of security context for the PC5 unicast link, if applicable.
***** Next change *****
[bookmark: _Toc34388638][bookmark: _Toc34404409][bookmark: _Toc45282238][bookmark: _Toc45882624][bookmark: _Toc51951174][bookmark: _Toc59208600]6.1.2.7.2	PC5 unicast link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the PC5 unicast link security mode control procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE:
i)	has either identified an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
ii)	has decided not to activate security protection based on its UE PC5 unicast signalling security policy and the target UE’s PC5 unicast signalling security policy; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 16 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE PC5 unicast signalling security policy and the target UE’s PC5 unicast signalling security policy. If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE:
a)	shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm;
b)	shall not select the null ciphering protection algorithm if the ciphering protection algorithm currently in use for the PC5 unicast link is different from the null ciphering protection algorithm;
c)	shall select the null integrity protection algorithm if the integrity protection algorithm currently in use is the null integrity protection algorithm; and
d)	shall select the null ciphering protection algorithm if the ciphering protection algorithm currently in use is the null ciphering protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [20];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20], and
d)	create a DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the key establishment information container IE if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID IE if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 IE set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE PC5 unicast signalling security policy received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
7)	shall include the 8 LSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the selected integrity protection algorithms is not the null integrity protection algorithm.
If the security protection of this PC5 unicast link is activated, the initiating UE shall form the KNRP-sess ID from the 8 MSBs of KNRP-sess ID received in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message.
If the security protection of this PC5 unicast link is activated, the initiating UE shall not cipher the DIRECT LINK SECURITY MODE COMMAND message but shall integrity protect it with the new security context.
After the DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20]; an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link with the new security context, if applicable,  and start timer T5007. The initiating UE shall not send a new DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5007 is running.
[bookmark: _Hlk63160403]NOTE: The DIRECT LINK SECURITY MODE COMMAND message is integrity protected (and not ciphered) at the lower layer using the new security context.
If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall provide to the lower layers an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.


Figure 6.1.2.7.2: PC5 unicast link security mode control procedure
***** Next change *****
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239][bookmark: _Toc45882625][bookmark: _Toc51951175][bookmark: _Toc59208601]6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
Upon receipt of a DIRECT LINK SECURITY MODE COMMAND message, if a new assigned initiating UE’s layer-2 ID is included and if the authentication procedure has not been executed, the target UE shall replace the original initiating UE’s layer-2 ID with the new assigned initiating UE’s layer-2 ID for unicast communication. The target UE shall check the selected security algorithms IE included in the DIRECT LINK SECURITY MODE COMMAND message. If "null integrity algorithm" is included in the selected security algorithms IE, the security of this PC5 unicast link is not activated. If "null ciphering algorithm" and an integrity algorithm other than "null integrity algorithm" are included in the selected algorithms IE, the signalling ciphering protection is not activated. If the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall check the selected security algorithms IE in the DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm. If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [20]; and
b)	derive NRPIK from KNRP-sess and the selected integrity algorithm as specified in 3GPP TS 33.536 [20].
If the KNRP-sess is derived and the selected ciphering protection algorithm is not the null ciphering protection algorithm, then the target UE shall derive NRPEK from KNRP-sess and the selected ciphering algorithm as specified in 3GPP TS 33.536 [20].
The target UE shall determine whether or not the DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message does not include the null integrity protection algorithm if the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required";
b)	asking the lower layers to checking the integrity of the DIRECT LINK SECURITY MODE COMMAND message using NRPIK and the selected integrity protection algorithm, if the selected integrity protection algorithm is not the null integrity protection algorithm;
c)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
d)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, 
1)	checking that the received UE PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the 8 LSBs of KNRP-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE’s DIRECT LINK ESTABLISHMENT REQUEST message; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [20]. The target UE shall choose the 16 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSBs of KNRP ID and its chosen LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the target UE accepts the DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used and the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used, the IP address configuration IE is set to "IPv6 address allocation not supported" and the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [6];
d)	if a new KNRP was derived, shall include the 16 LSBs of KNRP ID; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include its UE PC5 unicast user plane security policy for this PC5 unicast link. In the case where the different V2X services are mapped to the different PC5 unicast user plane security policies, when more than one V2X service identifier is included in the DIRECT LINK ESTABLISHMENT REQUEST message, each of the user plane security polices of those V2X services shall be compatible, e.g. "user plane integrity protection not needed" and " user plane integrity protection required" are not compatible.
If the selected integrity protection algorithm is not the null integrity protection algorithm, the target UE shall form the KNRP-sess ID from the 8 MSBs of KNRP-sess ID it had sent in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNRP-sess ID received in the DIRECT LINK SECURITY MODE COMMAND message.
After the DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20] , and an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link with the new security context, if applicable. 
[bookmark: _Hlk63159703][bookmark: _Hlk63159741]NOTE:	The DIRECT LINK SECURITY MODE COMPLETE message and further PC5 unicast signalling messages are is ciphered and integrity protected and ciphered (if applicable) at the lower layer using the new security context.
If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the target UE shall provide to the lower layers an indication of activation of the PC5 unicast user plane security protection for the PC5 unicast link with the new security context, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
***** Next change *****
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240][bookmark: _Toc45882626][bookmark: _Toc51951176][bookmark: _Toc59208602]6.1.2.7.4	PC5 unicast link security mode control procedure completion by the initiating UE
Upon receiving a DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall stop timer T5007. If the selected integrity protection algorithm is not the null integrity protection algorithm, the UE checks the integrity of the DIRECT LINK SECURITY MODE COMPLETE message. If the integrity check passes, the initiating UE shall then continue the procedure which triggered the PC5 unicast link security mode control procedure. If the selected integrity protection algorithm is the null integrity protection algorithm, the UE continues the procedure without checking the integrity protection. 
After receiving the DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall delete the old security context it has for the target UE.
[bookmark: _Hlk52530468]After receiving the DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall provide the following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication to the lower layer:
a)	NRPIK, NRPEK if applicable, KNRP-sess ID, the selected security algorithm as specified in TS 33.536 [20]; and
[bookmark: _Toc59208603][bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241][bookmark: _Toc45882627][bookmark: _Toc51951177]b)	an indication of activation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure unless the ongoing procedure is a PC5 unicast link establishment procedure and the Target user info is not included in the DIRECT LINK ESTABLISHMENT REQUEST message. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#6:	authentication failure;
#7:	integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSBs of KNRP-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch;
#11	lack of resources for PC5 unicast link; or
#111:	protocol error, unspecified. 
If this PC5 unicast link security mode control procedure is triggered during the PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR PC5 unicast links has been reached, then the target UE shall send a DIRECT LINK SECURITY MODE REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #10  "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #10  "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
After the DIRECT LINK SECURITY MODE REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007, provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the PC5 unicast link, if applicable and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #9 "LSBs of KNRP-sess ID conflict", retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNRP-sess ID; or
b)	if the PC5 signalling protocol cause IE is set to the value other than #9 "LSBs of KNRP-sess ID conflict", abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
***** Next change *****
[bookmark: _Toc45282243][bookmark: _Toc45882629][bookmark: _Toc51951179][bookmark: _Toc59208605]6.1.2.7.6.1	Abnormal cases at the initiating UE
a)	Timer T5007 expires.
	The initiating UE shall retransmit the DIRECT LINK SECURITY MODE COMMAND message and restart timer T5007. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link security mode control procedure, shall provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the PC5 unicast link, if applicable, and shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link security mode control procedure is completed.
	The initiating UE shall abort the procedure, shall provide an indication to the lower layer of deactivation of the PC5 unicast security protection and deletion of security context for the PC5 unicast link, if applicable, and shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
***** Next change *****
[bookmark: _Toc45282257][bookmark: _Toc45882643][bookmark: _Toc51951193][bookmark: _Toc59208949][bookmark: _Toc59209220][bookmark: _Toc45282258][bookmark: _Toc45882644][bookmark: _Toc51951194][bookmark: _Toc59208622]6.1.2.10.4	PC5 unicast link re-keying procedure completion by the initiating UE
Upon receipt of the DIRECT LINK REKEYING RESPONSE message, the initiating UE shall stop timer T5008 and check the integrity of the DIRECT LINK REKEYING RESPONSE message using the new NRPIK.
 After receiving the DIRECT LINK REKEYING RESPONSE message, the initiating UE shall delete the old security context it has for the target UE.
***** Next change *****
6.1.2.10.5	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	Timer T5008 expires.
	The initiating UE shall retransmit the DIRECT LINK REKEYING REQUEST message and restart timer T5008. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link re-keying procedure, shall provide an indication of deactivation of the PC5 unicast security protection and deletion of security context for the PC5 unicast link to the lower layer, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and may initiate the PC5 unicast link release procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link re-keying procedure is completed.
	The initiating UE shall abort the procedure and shall provide an indication of deactivation of the PC5 unicast security protection and deletion of security context for the PC5 unicast link to the lower layer, if applicable, along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication. 
c)	For the same PC5 unicast link, if the initiating UE receives a DIRECT LINK IDENTIFIER UPDATE REQUEST message after initiating the PC5 unicast link re-keying procedure, the initiating UE shall stop the timer T5008, abort the PC5 unicast link re-keying procedure and proceed with the PC5 unicast link identifier update procedure.
***** End of changes *****
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