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1. Abstract
This paper analyzes SA3 LS S3-210706.
2. Discussion
2.1
General

CT1 received SA3 LS S3-210706 stating:

-------------------------

SA3 is considering a solution, where only after identifying that the primary (re)authentication is successful in the network side, the UE shall store the KAUSF, SOR counter and UE parameter update counter on the USIM (or in the non-volatile memory of the ME, if no corresponding file is present on the USIM). The UE identifies that the primary (re)authentication is successful in the network side, upon receiving a valid NAS Security Mode Command message.     

The solution under consideration mandates performing NAS SMC procedure, after the successful run of primary authentication. Running of the NAS SMC procedure after primary authentication as soon as possible is essential to keep the stored KAUSF aligned between the UE and home network. On this new mandatory requirement under consideration, SA3 would like to have feedback from CT1 and CT4, on the feasibility to perform NAS SMC procedure immediately after successful run of primary authentication. 

-------------------------

Observation: SA3:

a)
is considering a solution:

1)
where only after identifying that the primary (re)authentication is successful in the network side, the UE shall store the KAUSF, SOR counter and UE parameter update counter on the USIM (or in the non-volatile memory of the ME, if no corresponding file is present on the USIM).
2)
where the UE determines that the primary (re)authentication is successful in the network side, upon receiving a valid NAS Security Mode Command message.

b)
is asking for CT1 feedback on this solution.

2.2 Analysis for 5G AKA primary authentication and key agreement procedure

In the UE, successful 5G authentication challenge of 5G AKA primary authentication and key agreement procedure results into generation of a new partial native 5G NAS security context, where new Kamf is derived from new Kseaf and new Kseaf is derived from new Kausf.

Thus, if a SECURITY MODE COMMAND message is protected by the partial native 5G NAS security context generated as part of preceding 5G AKA primary authentication and key agreement procedure and integrity protection check of the SECURITY MODE COMMAND message is successful, then the UE can be sure that the preceding 5G AKA primary authentication and key agreement procedure was successful in the network side.

However, if a SECURITY MODE COMMAND message is protected by another 5G NAS security context (i.e. other than the partial native 5G NAS security context generated as part of preceding primary authentication and key agreement procedure), this does not imply any knowledge of success of the preceding primary authentication and key agreement procedure in the network side. If e.g. AMF performs horizontal key derivation using a SECURITY MODE COMMAND message after the preceding 5G AKA primary authentication and key agreement procedure, the AMF reuses information known in the AMF before the preceding 5G AKA primary authentication and key agreement procedure and thus such SECURITY MODE COMMAND message implies no information on whether the preceding 5G AKA primary authentication and key agreement procedure was successful in the network side or not.
Conclusion-1: For 5G AKA primary authentication and key agreement procedure, the SA3 proposed solution works *only if* the SECURITY MODE COMMAND message is protected by the partial native 5G NAS security context generated as part of preceding 5G AKA primary authentication and key agreement procedure and integrity protection check of the SECURITY MODE COMMAND message is successful. Other SECURITY MODE COMMAND messages imply no information about success or failure of the preceding 5G AKA primary authentication and key agreement procedure in the network side.
In Rel-17, TS 24.501 can be extended to mandate the AMF to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure.

Conclusion-2: For 5G AKA primary authentication and key agreement procedure, mandating Rel-17 AMFs to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure, is feasible.
In Rel-15 and Rel-16, the AMF is not required to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure, even though it is a natural thing to do so. Furthermore, even if CT1 or SA3 mandated the AMF to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure in new versions of Rel-15 or Rel-16 TSs, some AMF deployments would remain compliant to earlier versions of Rel-15 or Rel-16 TSs and would not perform security mode command procedure immediately after preceding primary authentication and key agreement procedure nevertheless. With the SA3 proposed solution, if Rel-15 or Rel-16 AMF did not perform security mode command procedure immediately after preceding primary authentication and key agreement procedure, Rel-17 UE would continue using obsolete Kausf and obsolete Kseaf while the home network entities would use new Kausf and new Kseaf. As result, UE's integrity protection checks of SOR messages and UPU messages would fail.
Conclusion-3: For 5G AKA primary authentication and key agreement procedure, Rel-15 or Rel-16 AMFs are not required to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure. If Rel-15 or Rel-16 AMF did not do so, the UE and the network would not use the same Kausf and the same Kseaf. As result, UE's integrity protection checks of SOR messages and UPU messages would fail.
2.3 Analysis for EAP based primary authentication and key agreement procedures
In:

-
EAP-AKA' primary authentication and key agreement procedure, 
-
EAP-TLS primary authentication and key agreement procedure; and

-
primary authentication and key agreement procedure using EAP methods other than EAP-AKA' and EAP-TLS;

the network informs the UE about success of the authentication using EAP-success message. Reception of EAP-success message is sufficient indication for the UE to determine that the primary authentication and key agreement procedure was successful in the network side. This mechanism is in place since Rel-15.
Furthermore, the EAP-success message can be carried in SECURITY MODE COMMAND message or other NAS message (e.g. AUTHENTICATION RESULT message). Mandating usage of the SECURITY MODE COMMAND message would result into an additional unnecessary message sent over radio interface in situation when AUTHENTICATION RESULT message can be used today.
Conclusion-4: For EAP-AKA' primary authentication and key agreement procedure, EAP-TLS primary authentication and key agreement procedure, and primary authentication and key agreement procedure using EAP methods other than EAP-AKA' and EAP-TLS, the SA3 proposed solution seems superfluous as since Rel-15 the UE determines success of the primary authentication and key agreement procedure in the network side upon reception of an EAP-success message.
3. Conclusions

Observation: SA3:

a)
is considering a solution:

1)
where only after identifying that the primary (re)authentication is successful in the network side, the UE shall store the KAUSF, SOR counter and UE parameter update counter on the USIM (or in the non-volatile memory of the ME, if no corresponding file is present on the USIM).
2)
where the UE determines that the primary (re)authentication is successful in the network side, upon receiving a valid NAS Security Mode Command message.

b)
is asking for CT1 feedback on this solution.

Conclusion-1: For 5G AKA primary authentication and key agreement procedure, the SA3 proposed solution works *only if* the SECURITY MODE COMMAND message is protected by the partial native 5G NAS security context generated as part of preceding 5G AKA primary authentication and key agreement procedure and integrity protection check of the SECURITY MODE COMMAND message is successful. Other SECURITY MODE COMMAND messages imply no information about success or failure of the preceding 5G AKA primary authentication and key agreement procedure in the network side.
Conclusion-2: For 5G AKA primary authentication and key agreement procedure, mandating Rel-17 AMFs to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure, is feasible.
Conclusion-3: For 5G AKA primary authentication and key agreement procedure, Rel-15 or Rel-16 AMFs are not required to perform security mode command procedure immediately after preceding primary authentication and key agreement procedure. If Rel-15 or Rel-16 AMF did not do so, the UE and the network would not use the same Kausf and the same Kseaf. As result, UE's integrity protection checks of SOR messages and UPU messages would fail.
Conclusion-4: For EAP-AKA' primary authentication and key agreement procedure, EAP-TLS primary authentication and key agreement procedure, and primary authentication and key agreement procedure using EAP methods other than EAP-AKA' and EAP-TLS, the SA3 proposed solution seems superfluous as since Rel-15 the UE determines success of the primary authentication and key agreement procedure in the network side upon reception of an EAP-success message.
4. Proposal

It is proposed to discuss the above and to respond to SA3 LS according to the discussion.
