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[bookmark: _Toc20207640][bookmark: _Toc27579523][bookmark: _Toc36116103][bookmark: _Toc45214984][bookmark: _Toc51866752][bookmark: _Toc59206857][bookmark: _Toc510016644]10.1.00	General remark about 5GS PDU sessions and EPS PDN connections
According to 3GPP TS 23.501 [165] and 3GPP TS 24.501 [161] there exists a one to one mapping between a 5GS PDU session and an EPS PDN connection. A 5GS PDU session is a set of QoS flows consisting of one QoS flow of the default QoS rule and optionally one or more QoS flows of non-default QoS rule. A PDN connection is set of EPS bearer contexts and consists of at least one default EPS bearer context and optionally one or more dedicated EPS bearer contexts. A PDU session can be mapped to one default EPS bearer context and zero or more dedicated bearer EPS bearer contexts. An EPS bearer context can be mapped to one or more QoS flows. The mapping between a QoS flow and an EPS bearer context is not always one to one.
Table 10.1.00-1: AT commands/results applicable for 5GS PDU session 
(equivalence between PDU Session / PDN Connection)
	AT commands 
	Comments

	+CGDCONT
	Used to define a 5GS PDU session

	+CGACT
	Used to activate a 5GS PDU session.

	+CCSTATEREQ
	Used to change the state of a PDU session

	+CGCMOD
	Used to modify a 5GS PDU session

	+CGCONTRDP
	Used to show dynamically allocated 5GS PDU session parameters.

	+CGEV: xxx ...
	Used to indicate 5GS PDU session operations status.



Table 10.1.00-2: AT commands/results applicable for 5GS QoS flow 
(equivalence between QoS flow / EPS bearer resources)
	AT commands 
	Comments

	+CGDSCONT
	Used to define a 5GS QoS flow

	+CGSCONTRDP
	Used to show dynamically allocated 5GS QoS flow parameters

	+CGTFT
	Used to define QoS rules for a 5GS QoS flow

	+CGTFTRDP
	Used to show the network assigned QoS rules for a 5GS QoS flow

	+C5GQOS
	Used to define QoS flows of a 5GS PDU session

	+C5GQOSRDP
	Used to show the dynamically allocated QoS flows corresponding to a 5GS PDU session.

	+C5GPDUAUTHS
	Used to define 5G PDU Session Authentication settings.

	+C5GPDUAUTHR
	Used to indicate 5G PDU Session Authentication Response.



Table 10.1.00-3: AT commands applicable for 5GS
	AT commands 
	Comments

	+CGATT
	Used to attach/detach the MT from the packet domain service.

	+C5GREG

	Indicates 5GS network registration status



NOTE:	The above is not a complete list of AT commands for 5GS but only those applicable to 5GS PDU sessions and 5GS QoS flows.
10.1.x1	Context State Change Request +CCSTATEREQ
Table 10.1.xx-1: +CCSTATEREQ parameter command syntax
	Command
	Possible Response(s)

	+CCSTATEREQ=<state>[,<cid>[,<cid>[,...]]]
	+CME ERROR: <err>

	+CCSTATEREQ?
	[+CCSTATEREQ: <cid>,<state>]
[<CR><LF>+CCSTATEREQ: <cid>,<state>
[...]]

	+CCSTATEREQ=?
	+CCSTATEREQ: (list of supported <state>s)



Description
The execution command is used to activate the specified PDP context(s) or to request for the specified QoS flow. The command is also used to deactivate the context or to delete the QoS flow. The command returns with the response depending upon whether the request is successfully sent to the lower layers or not.
The actual result for the PDU session establishment from the network will be displayed through the unsolicited result code +CCSTATEREQ: <result>, <cid> once the indication is received from the network.

The request for a specific QoS flow will be answered by the network by a PDU session establishment accept message or a PDU session modification command message. This PDU establishment procedure may require several sessions of request-response of EAP authentication messages between the MT and the network to complete the procedure (see the +C5GPDUAUTHR and +C5GPDUAUTHS commands), see 3GPP TS 24.501 [161] subclause 6.3.1.
For EPS, if an attempt is made to disconnect the last PDN connection, then the MT responds with ERROR or, if extended error responses are enabled, a +CME ERROR.
For EPS, the activation request for an EPS bearer resource will be answered by the network by either an EPS dedicated bearer activation or EPS bearer modification request. The request must be accepted by the MT before the PDP context can be set in to established state.
If the MT is not PS attached when the request for QoS flow command is executed, the MT first performs a PS attach and then attempts to activate the context or request the specific QoS flow.
If no <cid>s are specified, the activation form of the command activates all defined non-emergency contexts.
If no <cid>s are specified, the deactivation form of the command deactivates all active contexts.
The read command returns the current activation states for all the defined PDP contexts. The state displayed for each context is the previous state until the next state is completely accespted by the MT.
The test command is used for requesting information on the supported PDP context activation states.
Defined values
<cid>: integer type; specifies a particular QoS flow definition (see the +CGDCONT and +CGDSCONT commands).
<state>: integer type; indicates the state of PDP context activation.
0	deactivated
1	activated
<result>: integer type; indicates the final result for PDU session establishment procedure.
0	Successfully established.
1	Failed to establish.
Implementation
Optional.


10.1.x2	5G PDU Session Authentication Setting +C5GPDUAUTHS
Table 5.46 - 1: +C5GPDUAUTHS parameter command syntax
	Command
	Possible response(s)

	+C5GPDUAUTHS=<n>
	+CME ERROR: <err>

	+C5GPDUAUTHS?
	+C5GPDUAUTHS: <n>

	+C5GPDUAUTHS=?
	+C5GPDUAUTHS: (list of supported <n>s)



Description
The set command controls the presentation of an unsolicited result code +C5GPDUAUTHI: <cid>, <is_last_msg>, <len>, <eap_msg> which will be displayed on receiving an authentication request in the form of Extensible Authentication Protocol (EAP) message from network during or after a UE-requested non-emergency PDU establishment request has been sent. The purpose of the PDU session authentication and authorization is to enable the data network (DN) to authenticate and authorize the upper layers of UE. This procedure happens through EAP as specified in IETF RFC 3748 [32] and 3GPP TS 24.501 [161] subclause 6.3.1.
There can be several sessions of exchange of an EAP-request and EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session. The network shall start a timer (T3590) once the EAP-request message has been sent and expects the EAP-response message from UE to stop the timer. On expiry of the timer, network shall re-transmit the message after restarting the timer. This can be retransmitted for four times.
Read command returns the current setting of value <n>.
Test command returns the range of supported <n>.
Defined values
<n>: integer type. Enables or disables reporting of authentication indication from network consisting of the EAP-message for a particular <cid>.
0	disable reporting.
1	enable reporting.
<cid>: integer type, specifies a particular QoS flow definition (see the +CGDCONT and +CGDSCONT commands).
<is_last_msg>: integer type, specifies if this is the last authenticate EAP message from network for the <cid> mentioned.
0	This is not the last EAP message.
1	This is the last EAP message for this <cid>.
<len>: integer type, indicates the length of the EAP message content. It can be of max 1503 according to 3GPP TS 24.501 [161] subclause  9.11.2.2.
<eap_msg>: string type in hexadecimal format, consists of the EAP message from network, as defined in IETF RFC 3748 , IETF RFC 4187  and IETF RFC 5448. This parameter shall not be subject to conventional character conversion as per +CSCS.
Implementation
Optional.


10.1.x3	5G PDU Session Authentication Response +C5GPDUAUTHR
Table 5.47 - 1: +C5GPDUAUTHR action command syntax
	Command
	Possible response(s)

	+C5GPDUAUTHR=<cid>,<len>,<eap_msg>
	+CME ERROR: <err>

	+C5GPDUAUTHR=?
	



Description
Execution command allows the UE to send the EAP-response message to the EAP-request made by network for a particular PDU session. The EAP-request message is received through the unsolicited result code +C5GPDUAUTHI. The authentication request is sent by the network to authenticate and authorize the upper layers of UE when a UE-requested non-emergency PDU session establishment request is sent. The response to the execution command only indicates if the EAP-response message has been successfully sent to lower layers or not.
NOTE: Calculating the EAP response for the request received can be implementation specific.
Defined values
<cid>: integer type, specifies a particular QoS flow definition (see the +CGDCONT and +CGDSCONT commands).
<len>: integer type, indicates the length of the EAP message content. It can be of max 1503 according to 3GPP TS 24.501 [161] subclause 9.11.2.2.
<eap_msg>: string type in hexadecimal format, consists of the EAP message from network as defined in IETF RFC 3748 , IETF RFC 4187  and IETF RFC 5448. This parameter shall not be subject to conventional character conversion as per +CSCS.
Implementation
Optional.
