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1. Introduction

The 3GPP CT1 group discussed requirement for storing KAUSF, KSEAF, SOR counter and UE parameter update counter on the USIM (or in the non-volatile memory of the ME, if no corresponding file is present on the USIM) in the meeting CT1#127-e (Paper C1-207176).

C1-207587 is approved for the case wherein network uses EAP based authentication. CT1 agreed  that the ME can use the receipt of the EAP-success message as trigger to store KAUSF, KSEAF, the SOR counter and the UE parameter update counter on the USIM 
CT1 could not reach to the conclusion for the case wherein network uses 5G AKA based authenticatio.  CT1 further sent LS C1-207764/ S3-21005 to SA3. CT1 asked SA3 to provide guidance when and under and under conditions the UE should store KAUSF, KSEAF, SOR counter and UE parameter update counter on the USIM?
In SA3#101e, SA3 discussed on the issue and sent LS reply S3-210706 to CT1, CT4. SA3 is discussing this issue and considering solution where UE store KAUSF after identifying primary (re)authentication is successful. SA3 wants CT1 feedback on AMF initiating security mode command immediately after successful primary authentication. 
This discussion paper provides a summary of the options available in the UE to determine if primary authentication is successful. 
2. Discussion

SA3 clarified in its LS to CT4 in S3-210350 that only one KAUSF is maintained in the AUSF and in the UE as KAUSF is security association between UE and the HPLMN. So, when primary authentication is performed, UE will have two keys, one from the current native security context and other from the partial native keys generated as a result of primary authentication. 
SA3 proposed in LS reply S3-210706 that UE shall store KAUSF after UE determine that primary is successful. SA3 suggested to initiate security mode command immediately after primary authentication so that UE and network have the one key. Below options can be used. 
Option 1: Storing KAUSF key after Primary Authentication is successful in the UE/USIM

Problems

· It is possible that network doesn’t receive authentication response (e.g.- radio failure). In this case, UE and network will have different KAUSF and lead to decoding issue for the message protected with KAUSF. 

Option 2: Storing KAUSF key in UE after lower layer inform NAS of successful transmission of Authentication response to network. 

Problems

· It is possible that network doesn’t accept authentication response. In this case, UE and network will have different KAUSF and lead to decoding issue for the message protected with KAUSF. 

Option 3: Storing KAUSF key in UE after security mode command. 

Security mode command received at UE ensure that primary authentication is successful. 

Problems

· AMF may not send Security mode command immediately after Primary authentication is successful. 

· If Primary Authentication is successful at the AMF, UE and AUSF will have different KAUSF and will lead to decoding issue for the message protected with KAUSF  
SA3 Proposal for Option #3. 

To alleviate above shortcoming with option#3, SA3 proposed to initiate security mode command after primary authentication is successful. 

3. Observations

· UE will not be able to determine if primary response is successful with Option#1 and Option#2
· With Option#3, UE determine that primary authentication is successful after security mode command. As security mode command is not mandatory to be sent immediately after primary authentication is successful so in this case too, UE and AUSF will have different KAUSF keys until security mode command is received at UE. 
· SA3 propose to initiate security mode command immediately after primary authentication is successful. With this proposal, UE and will have same KAUSF keys
4. Conclusion
Samsung is of the view that SA3 proposal is simple and best way to handle KAUSF storage in the UE in case 5G AKA based primary authentication is used. 
Samsung would like to solicit view of other delegates for the SA3 proposal to initiate security mode command immediately after primary authentication is successful. 
