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	Reason for change:
	
Based on the TS33.501, how to verify integrity check of the NAS message on the procedure for steering of UE in VPLMN during registration (subclause 6.14.2.1) and after registration (subclause 6.14.2.2) is same as below.

1) During registration :

Step 12) On receiving the Registration Accept message, if the USIM is configured with the indication that the UE shall receive the Steering Information List, then the UE shall calculate the SoR-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.17) on the received Steering information, the CounterSoR and the SoR header and verifies whether it matches the SoR-MAC-IAUSF value received in the Registration Accept message.

2) After registration : 

Step 6) On receiving the DL NAS Transport message, the UE shall calculate the SoR-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.17) on the received Steering information, the CounterSoR and the SoR header and verifies whether it matches the SoR-MAC-IAUSF value received in the DL NAS Transport message.

But, the TS24.501 considers only for during registration.
So, “after registration case” should be added in TS24.501.
 

	 
	

	Summary of change:
	
The network can provide the SOR transparent container IE after the registration procedure to the UE in the DL NAS TRANSFORT message. The SOR transparent container IE is intergrity protected by the HPLMN as specified in 3GPP TS 33.501 [24].


	
	

	Consequences if not approved:
	
It is unclear how to verify integrity protection for DL NAS TRANSPORT message contained the SOR transparent container IE.
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[bookmark: _Toc20232418][bookmark: _Toc27746504][bookmark: _Toc36212684][bookmark: _Toc36656861][bookmark: _Toc45286522][bookmark: _Toc51947789][bookmark: _Toc51948881]4.4.4.2	Integrity checking of NAS signalling messages in the UE
Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the UE or forwarded to the 5GSM entity, unless the network has established secure exchange of 5GS NAS messages for the NAS signalling connection:
a)	IDENTITY REQUEST (if requested identification parameter is SUCI);
b)	AUTHENTICATION REQUEST; 
c)	AUTHENTICATION RESULT;
d)	AUTHENTICATION REJECT;
e)	REGISTRATION REJECT (if the 5GMM cause is not #76);
f)	DEREGISTRATION ACCEPT (for non switch off); and
g)	SERVICE REJECT (if the 5GMM cause is not #76).
NOTE:	These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.
Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
The network can provide the SOR transparent container IE during the registration procedure to the UE in the REGISTRATION ACCEPT message or after the registration procedure to the UE in the DL NAS TRANSFORT message. The SOR transparent container IE is integrity protected by the HPLMN as specified in 3GPP TS 33.501 [24].
Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in subclause 5.4.2.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.
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