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1. Introduction

Under Rel-17 AKMA WID, SA3 TS 33.535 has specified the security features and mechanisms to support authentication and key management aspects for applications, which includes the reference point Ua* protocol between the UE and the AKMA-AF
Based on the current description documented in TS 33.535, this paper attempts to discuss the remit of implementation of reference point Ua* protocol between the UE and the AKMA-AF and propose to send an LS to SA3 for guidance.
2. Discussion
2.1 Architecture for AKMA
As per Figure 4.1-1 in TS 33.535, the fundamental network model of AKMA is shown in below figure. The reference point between the UE and the AKMA-AF is Ua*
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Figure 1: Fundamental Network Model for AKMA
2.2 Function of reference point Ua*
As per specified in TS 33.535, the reference point Ua* is defined as below:
"4.3.1
Reference point Ua*

The reference point Ua* carries the application protocol, which is secured using the key material agreed between UE and AAnF as a result of successful AKMA procedures."

As per specified in TS 33.535, the requirements on reference point Ua* is specified as below:

"4.4.1
Requirements on Ua* reference point

The Ua* reference point is application specific. The generic requirements for Ua* are:

-
Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 

-
the UE and the AKMA AF shall be able to secure the reference point Ua* using the AKMA Application Key derived from the AKMA Anchor Key.

NOTE 1:
The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.

NOTE 2:
Specifying Ua* protocol identifier is not considered in the present document.
-
The Ua* protocol shall be able to handle the expiration of KAF."
Observation #1, The reference point Ua* carries the application protocol between the UE and the AKMA-AF.
TS 33.535 further specified below function about reference point Ua* but there is no details on how to perform KAF refresh over Ua*.
"6.4.3
KAF refresh

Ua* protocol may support refresh of KAF. If the Ua* protocol supports refresh of KAF, the AF may refresh the KAF at any time using the Ua* protocol."
Observation #2, The reference point Ua* protocol may also support KAF refresh.
2.3 Deriving AKMA Application Key KAF
About the derivation of AKMA Application Key KAF when the AF is located inside the operator's network, it was specified in TS 33.535 sub 6.2 as shown in below figure:
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Figure 2: KAF generation from KAKMA
The step 1 and step 5 was performed directly between the UE and the AF with following procedural description:

"Before communication between the UE and the AKMA AF can start, the UE and the AKMA AF needs to know whether to use AKMA. This knowledge is implicit to the specific application on the UE and the AKMA AF or indicated by the AKMA AF to the UE (see clause 6.5). 

1.
The UE shall generate the AKMA Anchor Key (KAKMA) and the A-KID from the KAUSF before initiating communication with an AKMA Application Function. When the UE initiates communication with the AKMA AF, it shall include the derived A-KID (see clause 6.1) in the Application Session Establishment request message. 

……
5.
The AF sends the Application Session Establishment Response to the UE. If the information in step 4 indicates failure of AKMA key request, the AF shall reject the Application Session Establishment by including a failure cause. Afterwards, UE may trigger a new Application Session Establishment request with the latest A-KID to the AKMA AF."
About the referred clause 6.5 above, which is about the negotiation of use of AKMA between the UE and the AKMA-AF, is specified in TS 33.535 as below:

"6.5
Initiation of AKMA

In case when the UE does not know to use AKMA for a service, then the following procedure shown in figure 6.5-1 applies.
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Figure 6.5-1: Initiation of AKMA

1.
The UE may start communication over reference point Ua* with the AF with or without any AKMA-related parameters.
2.
If the AF requires the use of shared keys obtained by means of the AKMA, but the request from UE does not include AKMA-related parameters, the AF replies with an AKMA initiation message. The form of this initiation message may depend on the particular reference point Ua*.
In case the UE knows to use AKMA for a service, then it directly initiates the procedure in clause 6.2."
Based on above procedural description, one can see SA3 clearly specified the communication between the UE and the AKMA AF for KAF derivation and for negotiating the use of AKMA.
Observation #3, SA3 clearly specified the procedures for communication between the UE and the AKMA AF for KAF derivation and for negotiating the use of AKMA.
2.4 Question on implementation of Ua* protocol

Based on above observation #1 and #2, it seems the implementation of reference point Ua* protocol is up to application providers which is out of scope of 3GPP.

However, based on above observation #3, it seems SA3 has clearly defined the stage 2 procedures between the UE and the AKMA-AF over Ua* for KAF derivation and for negotiating the use of AKMA, which is in the scope of 3GPP. Then the implementation of reference point Ua* protocol for KAF derivation and for negotiating the use of AKMA should be in 3GPP stage 3 (i.e. CT1). If so, the required related work should be covered by Rel-17 AKMA-CT WID and seems a new TS is required for this.
3 Proposal

Based on the discussion in section 2, we would propose:
Proposal: To send an LS to SA3 to check whether the implementation of reference point Ua* protocol between the UE and the AKMA-AF for KAF derivation and for negotiating the use of AKMA is in the scope of 3GPP or not.
The above proposal was captured in the draft LS C1-207356.
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