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* * * First Change * * * *
[bookmark: _Toc20232405][bookmark: _Toc27746491][bookmark: _Toc36212671][bookmark: _Toc36656848][bookmark: _Toc45286509][bookmark: _Toc45286572]4.4.2.2	Establishment of a mapped 5G NAS security context during inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode
In order for the UE operating in single-registration mode in a network supporting N26 interface to derive a mapped 5G NAS security context for an inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the AMF shall construct a mapped 5G NAS security context from the EPS security context received from the source MME as indicated in 3GPP TS 33.501 [24]. The AMF shall select the 5G NAS security algorithms and derive the 5G NAS keys (i.e. KNASenc and KNASint). The AMF shall define an ngKSI for the newly derived K'AMF key such that the value field is taken from the eKSI of the KASME key and the type field is set to indicate a mapped security context and associate this ngKSI with the newly created mapped 5G NAS security context. The AMF shall then include the message authentication code, selected NAS algorithms, NCC and generated ngKSI in the S1 mode to N1 mode NAS transparent container IE (see subclause 9.11.2.9).
When the UE operating in single-registration mode in a network supporting N26 interface receives the command to perform inter-system change to N1 mode in 5GMM-CONNECTED mode, the UE shall derive a mapped K'AMF, as indicated in 3GPP TS 33.501 [24], using the KASME from the EPS security context. Furthermore, the UE shall also derive the 5G NAS keys from the mapped K'AMF using the selected NAS algorithm identifiers included in the S1 mode to N1 mode NAS transparent container IE and associate this mapped 5G NAS security context with the ngKSI value received. The UE shall then verify the received NAS MAC. In case the received NAS MAC is not verified successfully (see subclause 4.4.3.3) the UE shall discard the content of the received S1 mode to N1 mode NAS transparent container IE and inform the lower layers that the received S1 mode to N1 mode NAS transparent container is invalid.
When the UE operating in single-registration mode in a network supporting N26 interface has a PDN connection for emergency bearer services and has no current EPS security context, the AMF shall set 5G-IA0 and 5G-EA0 as the selected 5G NAS security algorithms in the S1 mode to N1 mode NAS transparent container IE. The AMF shall create a locally generated K'AMF. The AMF shall set the ngKSI value of the associated security context to "000" and the type of security context flag to "mapped security context" in the S1 mode to N1 mode NAS transparent container IE.
When the UE operating in single-registration mode in a network supporting N26 interface receives the command to perform inter-system change to N1 mode in 5GMM-CONNECTED mode (see 3GPP TS 38.331 [30]) and has a PDN connection for emergency bearer services, if 5G-IA0 and 5G-EA0 as the selected 5G NAS security algorithms are included in the S1 mode to N1 mode NAS transparent container IE, the UE shall create a locally generated K'AMF. Furthermore, the UE shall set the ngKSI value of the associated security context to the KSI value received.
After the new mapped 5G NAS security context is taken into use for the 3GPP access following a successful inter system change from S1 mode to N1 mode in 5GMM-CONNECTED mode and the UE is registered with the same PLMN over the 3GPP access and non-3GPP access:
a)	if a native 5G NAS security context is used on the non-3GPP access and:
1)	the UE is in 5GMM-IDLE mode over the non-3GPP access, then the AMF and the UE shall activate and take into use the 5G NAS security context over the non-3GPP access that is used on the 3GPP access as described in 3GPP TS 33.501 [24] after the AMF sends or the UE receives the REGISTRATION ACCEPT message respectively. If the 5G NAS security context in use on both accesses is a mapped context, the UE and AMF shall keep the native 5G NAS security context over the non-3GPP access and make it a non-current native 5G NAS security context. The non-current native 5G NAS security context may be re-activated later using the security mode control procedure; or
2)	the UE is in 5GMM-CONNECTED mode over the non-3GPP access, in order to activate the native 5G NAS security context over the 3GPP access that is active on the non-3GPP access the AMF shall send the SECURITY MODE COMMAND message over the 3GPP access as described in 3GPP TS 33.501 [24]. The SECURITY MODE COMMAND message shall include the same ngKSI to identify the native 5G NAS security context that is used on the non-3GPP access; or
b)	if a mapped 5G NAS security context is used on the non-3GPP access and:
[bookmark: _Hlk10473802]1)	the UE is in 5GMM-IDLE mode over the non-3GPP access, the AMF and the UE shall activate and take into use the new mapped 5G NAS security context active on the 3GPP access for the non-3GPP access as described in 3GPP TS 33.501 [24] after the AMF sends or the UE receives the REGISTRATION ACCEPT message respectively; or
2)	the UE is in 5GMM-CONNECTED mode over the non-3GPP access, in order to activate the same mapped 5G NAS security context over a target access that is used on the other access the AMF shall send the SECURITY MODE COMMAND message over one-access as described in 3GPP TS 33.501 [24]. The SECURITY MODE COMMAND message shall include the same ngKSI to identify the mapped 5G NAS security context that is used over the other access.
If the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode is not completed successfully, the AMF and the UE operating in single-registration mode in a network supporting N26 interface shall delete the new mapped 5G NAS security context.
* * * Next Change * * * *
[bookmark: _Toc20232406][bookmark: _Toc27746492][bookmark: _Toc36212672][bookmark: _Toc36656849][bookmark: _Toc45286510]4.4.2.3	Establishment of a 5G NAS security context during N1 mode to N1 mode handover
During an N1 mode to N1 mode handover, the target AMF may derive a new 5G NAS security context for which the target AMF creates a new 5G NAS security context as indicated in 3GPP TS 33.501 [24]. 
When a new 5G NAS security context is derived using the same KAMF, the target AMF includes the 8 least significant bits of the downlink NAS COUNT in the Intra N1 mode NAS transparent container IE, and indicates that a new KAMF  shall not be derived (see subclause 9.11.2.6). The AMF shall increment the downlink NAS COUNT by one after creating the Intra N1 mode NAS transparent container IE.
When a new 5G NAS security context is created from a new KAMF, the target AMF includes the 8 least significant bits of the downlink NAS COUNT in the Intra N1 mode NAS transparent container IE and indicates that a new KAMF shall be derived (see subclause 9.11.2.6). The AMF shall then set both the uplink and downlink NAS COUNT counters of this 5G NAS security context to zero. The AMF shall increment the downlink NAS COUNT by one after creating the Intra N1 mode NAS transparent container IE.
The target AMF also includes the ngKSI with the same value as the ngKSI currently being used with the UE, the message authentication code, and the selected NAS algorithms in the Intra N1 mode NAS transparent container IE.
When the UE receives a command to perform handover to NG-RAN including an Intra N1 mode NAS transparent container IE (see subclause 9.11.2.6), the UE derives a new 5G NAS security context as described in 3GPP TS 33.501 [24]. When the Intra N1 mode NAS transparent container IE indicates that a new KAMF needs to be derived, the UE shall set both the downlink NAS COUNT and uplink NAS COUNT to zero after creating the new 5G NAS security context.
If the received Intra N1 mode NAS transparent container IE does not have a valid NAS COUNT (see subclause 4.4.3.2) or the received NAS MAC is not verified successfully (see subclause 4.4.3.3) the UE shall discard the content of the received Intra N1 mode NAS transparent container IE, continue to use the current 5G NAS security context, and inform the lower layers that the received Intra N1 mode NAS transparent container is invalid. 
NOTE 1:	During N1 mode to N1 mode handover, the Intra N1 mode NAS transparent container IE (see subclause 9.11.2.6) is equivalent to sending a SECURITY MODE COMMAND message to the UE in order to derive and use a new 5G NAS security context, optionally created with a new KAMF. The UE maintains the Selected EPS NAS security algorithms until the UE receives a new Selected EPS NAS security algorithms.
After the new 5G NAS security context is taken into use for 3GPP access following a successful N1 mode to N1 mode handover and the UE is registered with the same PLMN over the 3GPP access and non-3GPP access:
a)	the UE is in 5GMM-IDLE mode over the non-3GPP access, the AMF and the UE shall activate and take into use the new 5G NAS security context over the non-3GPP access as described in 3GPP TS 33.501 [24] after the AMF sends or the UE receives the REGISTRATION ACCEPT message respectively. If the new 5G NAS security context is created from a new KAMF, the AMF and the UE shall set the downlink NAS COUNT and uplink NAS COUNT to zero also for the non-3GPP access, otherwise the downlink NAS COUNT and uplink NAS COUNT for the non-3GPP access are not changed; or
b)	the UE is in 5GMM-CONNECTED mode over the non-3GPP access, in order to activate the new 5G NAS security context over the non-3GPP access that has been activated for the 3GPP access the AMF shall send the SECURITY MODE COMMAND message over the non-3GPP access as described in 3GPP TS 33.501 [24]. The SECURITY MODE COMMAND message shall include the same ngKSI to identify the new 5G NAS security context that was activated over the 3GPP access and shall include the horizontal derivation parameter indicating "KAMF derivation is not required". Otherwise, if the new 5G NAS security context is created from a new KAMF, the AMF and the UE shall set the downlink NAS COUNT and uplink NAS COUNT to zero for the non-3GPP access.
NOTE 2:	Explicit indication "KAMF derivation is not required" for the non-3GPP access is to align security contexts within the UE without a subsequent derivation of a new KAMF in the non-3GPP access.
* * * Next Change * * * *
[bookmark: _Toc20232719][bookmark: _Toc27746821][bookmark: _Toc36213003][bookmark: _Toc36657180][bookmark: _Toc45286844]5.6.1.7	Abnormal cases in the UE
The following abnormal cases can be identified:
a)	T3517 expired.
	The UE shall enter the state 5GMM-REGISTERED.
	If the UE triggered the service request procedure in 5GMM-IDLE mode sending a:
1)	SERVICE REQUEST message and the service type of the SERVICE REQUEST message was not set to "emergency services fallback"; or
2)	CONTROL PLANE SERVICE REQUEST message;
	then the 5GMM sublayer shall increment the service request attempt counter, abort the procedure and release locally any resources allocated for the service request procedure. The service request attempt counter shall not be incremented, if:
1)	the service request procedure is initiated to establish an emergency PDU session;
2)	the UE has an emergency PDU session established;
3)	the UE is a UE configured for high priority access in selected PLMN; 
4)	the service request is initiated in response to paging or notification from the network; or
5)	the UE in NB-N1 mode is requested by the upper layer to transmit user data related to an exceptional event and the UE is allowed to use exception data reporting (see the ExceptionDataReportingAllowed leaf of the NAS configuration MO in 3GPP TS 24.368 [17] or the USIM file EFNASCONFIG in 3GPP TS 31.102 [22]).
	If the service request attempt counter is greater than or equal to 5, the UE shall start timer T3525. Additionally, if the service request was initiated for an MO MMTEL voice call or for an MO IMS registration related signalling, a notification that the service request was not accepted due to the UE having started timer T3525 shall be provided to the upper layers. 
NOTE 1:	This can result in the upper layers requesting implementation specific mechanisms, e.g. the MMTEL voice call being attempted to another IP-CAN, or establishment of a CS voice call (if supported and not already attempted in the CS domain).
	The UE shall not attempt service request until expiry of timer T3525 unless:
1)	the service request is initiated in response to paging or notification from the network;
2)	the UE is a UE configured for high priority access in selected PLMN;
3)	the service request is initiated to establish an emergency PDU session;
4)	the UE has an emergency PDU session established;
5)	the service request is initiated for emergency services fallback;
6)	the UE is registered in a new PLMN; or
NOTE 2:	According to Table 10.2.1, when "UE camped on a new PLMN other than the PLMN on which timer started", timer T3525 is stopped, hence this check may be skipped.
7)	the UE in NB-N1 mode is requested by the upper layer to transmit user data related to an exceptional event and the UE is allowed to use exception data reporting (see the ExceptionDataReportingAllowed leaf of the NAS configuration MO in 3GPP TS 24.368 [17] or the USIM file EFNASCONFIG in 3GPP TS 31.102 [22]).
NOTE 3:	The NAS signalling connection can also be released if the UE deems that the network has failed the authentication check as specified in subclause 5.4.1.3.7.
	If the UE triggered the service request procedure in 5GMM-CONNECTED mode sending a:
1)	SERVICE REQUEST message and the service type of the SERVICE REQUEST message was not set to "emergency services fallback"; or
2)	CONTROL PLANE SERVICE REQUEST message,
	the 5GMM sublayer shall abort the procedure, and stay in 5GMM-CONNECTED mode.
	If the service type of the SERVICE REQUEST message was set to "emergency services fallback" and:
1)	the service request procedure was triggered in 5GMM-IDLE mode, the 5GMM sublayer shall abort the procedure, release locally any resources allocated for the service request procedure, and inform the upper layers of the failure of the emergency services fallback (see 3GPP TS 24.229 [14]); or
2)	the service request procedure was triggered in 5GMM-CONNECTED mode, the 5GMM sublayer shall abort the procedure, stay in 5GMM-CONNECTED mode, and inform the upper layers of the failure of the emergency services fallback (see 3GPP TS 24.229 [14]).
b)	The lower layers indicate that the access attempt is barred.
	The UE shall not start the service request procedure. The UE stays in the current serving cell and applies the normal cell reselection process. Receipt of the access barred indication shall not trigger the selection of a different core network type (EPC or 5GCN).
	The service request procedure is started, if still needed, when the lower layers indicate that the barring is alleviated for the access category with which the access attempt was associated.
ba)	The lower layers indicate that access barring is applicable for all access categories except categories 0 and 2 and the access category with which the access attempt was associated is other than 0 and 2.
	If the SERVICE REQUEST message or CONTROL PLANE SERVICE REQUEST has not been sent, the UE shall proceed as specified for case b.
	If the SERVICE REQUEST message or CONTROL PLANE SERVICE REQUEST has been sent:
1)	the UE shall abort the service request procedure and stop timer T3517. The UE stays in the current serving cell and applies the normal cell reselection process; and
2)	the service request procedure is started, if still needed, when the lower layers indicate that the barring is alleviated for the access category with which the access attempt was associated.
	For additional UE requirements for both cases see subclause 4.5.5.
c)	Timer T3346 is running.
	The UE shall not start the service request procedure unless:
1)	the UE receives a paging;
2)	the UE receives a NOTIFICATION message over non-3GPP access when the UE is in 5GMM-CONNECTED mode over non-3GPP access and in 5GMM-IDLE mode over 3GPP access;
3)	the UE receives a NOTIFICATION message over 3GPP access when the UE is in 5GMM-CONNECTED mode over 3GPP access and in 5GMM-IDLE mode over non-3GPP access;
4)	the UE is a UE configured for high priority access in selected PLMN;
5)	the UE has an emergency PDU session established or is establishing an emergency PDU session; 
6)	the service request is initiated for emergency services fallback;
7)	the service request procedure is initiated for elevated signalling; or
8)	the UE in NB-N1 mode is requested by the upper layer to transmit user data related to an exceptional event and:
-	the UE is allowed to use exception data reporting (see the ExceptionDataReportingAllowed leaf of the	NAS configuration MO in 3GPP TS 24.368 [17] or the USIM file EFNASCONFIG in 3GPP TS 31.102 [22]); and
-	timer T3346 was not started when N1 NAS signalling connection was established with RRC establishment cause set to "mo-ExceptionData".
	If the UE is in 5GMM-IDLE mode, the UE stays in the current serving cell and applies normal cell reselection process. The service request procedure is started, if still necessary, when timer T3346 expires or is stopped.
	If the service request procedure was triggered for an MO MMTEL voice call (i.e. access category 4) or for an MO IMS registration related signalling (i.e. access category 9), a notification that the service request procedure was not initiated due to congestion shall be provided to the upper layers.
	If the UE receives a paging with access type set to "Non-3GPP access" and the non-3GPP access is available and UE is in 5GMM-REGISTERED.NORMAL SERVICE over non-3GPP access, the UE shall stop timer T3346 and send the SERVICE REQUEST message over non-3GPP access.
d)	Registration procedure for mobility and periodic registration update is triggered.
	The UE shall abort the service request procedure, stop timer T3517, if running and perform the registration procedure for mobility and periodic registration update. The Follow-on request indicator shall be set to "Follow-on request pending" in the REGISTRATION REQUEST message.
e)	Switch off.
	If the UE is in state 5GMM-SERVICE-REQUEST-INITIATED at switch off, the de-registration procedure shall be performed.
f)	De-registration procedure collision.
	If the UE receives a DEREGISTRATION REQUEST message from the network in state 5GMM-SERVICE-REQUEST-INITIATED, the UE shall progress the DEREGISTRATION REQUEST message and the service request procedure shall be aborted.
NOTE 4:	The above collision case is valid if the DEREGISTRATION REQUEST message indicates the access type over which the service request procedure is attempted otherwise both the procedures are progressed.
g)	Transmission failure of SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message indication with TAI change from lower layers.
	If the current TAI is not in the TAI list, UE shall abort the service request procedure to perform the registration procedure for mobility and periodic registration update as specified in subclause 5.5.1.3.2. If the current TAI is part of the TAI list, the UE shall restart the service request procedure.
h)	Transmission failure of SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message indication without TAI change from lower layers.
	The UE shall restart the service request procedure.
i)	SERVICE REJECT message received with other 5GMM cause values than those treated in subclause 5.6.1.5, and cases of 5GMM cause values #11, #22, #31, #72, #73, #74, #75, #76 and #77 that are considered as abnormal cases according to subclause 5.6.1.5.
	The UE shall enter state 5GMM-REGISTERED.
	The UE shall abort the service request procedure, stop timer T3517 and locally release any resources allocated for the service request procedure.
j)	The UE in 5GMM-CONNECTED mode with RRC inactive indication over the 3GPP access, and in 5GMM-CONNECTED mode over the non-3GPP access, receives a NOTIFICATION message over the non-3GPP access with access type indicating 3GPP access.
	The UE shall transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-IDLE mode over 3GPP access and initiate the service request procedure over the 3GPP access.
k)	Timer T3447 is running
	The UE shall not start any service request procedure unless:
1)	the UE in 5GMM-IDLE receives a paging request;
2)	the UE is a UE configured for high priority access;
3)	the UE has a PDU session for emergency services established or is establishing a PDU session for emergency services;
4)	the service request is initiated for emergency services fallback;
5)	the UE in 5GMM-CONNECTED mode receives mobile terminated signalling or downlink data over the user-plane; or
6)	the service request procedure is initiated for elevated signalling.
[bookmark: _Hlk48063270]	The UE stays in the current serving cell and applies the normal cell reselection process. The service request procedure is started, if still necessary, when timer T3447 expires or timer T3447 is stopped.
l)	Lower layer failure, release of the N1 signalling connection received from lower layers or the lower layers indicate that the RRC connection has been suspended before the service request procedure is completed or SERVICE REJECT message is received.
	The UE shall abort the service request procedure, stop timer T3517, locally release any resources allocated for the service request procedure and enters state 5GMM-REGISTERED.
m)	Timer T3448 is running
	The UE in 5GMM-IDLE mode shall not initiate the service request procedure for transport of user data via the control plane unless:
1)	the UE is a UE configured for high priority access in selected PLMN;
2)	the UE which is only using 5GS services with control plane CIoT 5GS optimization received a paging request;
3)	the UE in NB-N1 mode is requested by the upper layer to transmit user data related to an exceptional event and the UE is allowed to use exception data reporting (see the ExceptionDataReportingAllowed leaf of the NAS configuration MO in 3GPP TS 24.368 [17] or the USIM file EFNASCONFIG in 3GPP TS 31.102 [22]); or
4)	the UE is initiating the service request procedure to request emergency services or emergency services fallback.
	The UE stays in the current serving cell and applies the normal cell reselection process. The service request procedure is started, if still necessary, when timer T3448 expires.
* * * End of Change * * * *
