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	Reason for change:
	Based on the current description given in stage 2 TS 33.535 and stage 3 TS 24.501 related to KAMA, it was observed the different handling on KAKMA and A-KID derivation and KAF derivation at the UE and the network. This could cause the derived KAKMA used for KAF derivation are de-synchronized between the UE and the network, which finally causes the KAF desynchronization problem between the UE and the network.

To resolve this KAF desynchronization problem, it proposes to adopt below solution:
Solution #1: Whenever the UE upper layers need to generate the KAF for AKMA, the UE upper layers request the UE NAS to obtain the KAKMA and A-KID, i.e. the UE upper layers never use KAKMA stored at the upper layers for KAF generation.

Detailed discussion, analysis and evaluation can see disc paper C1-210213.

	
	

	Summary of change:
	It proposes to take the above solution in the reason for change to resolve the KAF desynchronization problem between the UE and the network.
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	The KAF desynchronization between the UE and the network happens after the KAUSF was updated due to a new NAS AKA procedure.
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* * * First Change * * * *
[bookmark: _Toc59215166]4.21	Authentication and Key Management for Applications (AKMA)
The purpose of AKMA is to provide authentication and key management to applications based on 3GPP credentials used for 5GS access as specified in 3GPP TS 33.535 [24A], which allows the UE to securely exchange data with an application server.
Upon receiving a request from upper layers to obtain AKMA Anchor Key (KAKMA) and AKMA Key Identifier (A-KID), the UE shall derive the KAKMA and the AKMA Temporary Identifier (A-TID) from the KAUSF if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in 3GPP TS 33.535 [24A] and shall provide KAKMA and A-KID to the upper layers.
NOTE 1:	The upper layers derive the AKMA Application Key (KAF) from KAKMA as specified in 3GPP TS 33.535 [24A].
NOTE 2:	The knowledge of whether a certain application needs to use AKMA or not is application specific and is out of the scope of 3GPP.
NOTE 3:	The exact method of securing the data exchange at upper layers using KAF is application specific and is out of the scope of 3GPP.
NOTE x:	When the upper layers need to derive KAF, it is required for the upper layers to request the UE NAS layer to obtain KAKMA and A-KID.
* * * End of Change * * * *

