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= = = = = BEGIN CHANGES = = = = = 
[bookmark: _Toc20215438][bookmark: _Toc27495904][bookmark: _Toc36107643][bookmark: _Toc44598381][bookmark: _Toc44602236][bookmark: _Toc45197413][bookmark: _Toc45695446][bookmark: _Toc51850902][bookmark: _Toc59197509]4.9.2	Warning texts
The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4. 9.2-1.
Table 4.9.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcdata-warn-code SP mcdata-warn-text DQUOTE
mcdata-warn-code = DIGIT DIGIT DIGIT 
mcdata-warn-text = *( qdtext | quoted-pair )


Table 4. 9.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4. 9.1.
Table 4.9.2-2: Warning texts defined for the Warning header field
	Code
	Explanatory text
	Description

	101
	service authorisation failed
	The service authorisation of the MCData ID against the IMPU failed at the MCData server.

	102
	too many simultaneous affiliations
	The MCData user already has N2 maximum number of simultaneous affiliations.

	104
	isfocus not assigned
	A controlling MCData function has not been assigned to the MCData session.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCData server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCData group
	The group exists on the group management server but the requesting user is not part of this group.

	120
	user is not affiliated to this group
	The MCData user is not affiliated to the group.

	136 
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	Security context establishment failed.

	139
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	140
	unable to decrypt XML content
	The XML content cannot be decrypted.

	141
	user unknown to the participating function
	The participating function is unable to associate the public user identity with an MCData ID.

	142
	unable to determine the controlling function
	The participating function is unable to determine the controlling function for the group call or private call.

	145
	unable to determine called party
	The participating function was unable to determine the called party from the information received in the SIP request.

	148
	group is regrouped
	The group hosted by a non-controlling function is part of a temporary group session as the result of the group regroup function.

	160
	user not authorised to request creation of a regroup
	The user is not authorised to request creation of a regroup.

	161
	user not authorised to request removal of a regroup
	The user is not authorised to request removal of a regroup.

	162
	group call abandoned due to required group members not affiliated
	The group call was abandoned as the required number of affiliated group members is not met or some required members are not affiliated.

	163
	the group identity indicated in the request does not exist
	The server determines that the group identity indicates a user or group regroup based on a preconfigured group that does not exist.

	165
	group ID for regroup already in use
	The group ID proposed by the client for the user/group regroup based on a preconfigured group is already in use.

	167
	call is not allowed on the preconfigured group
	Calls are not allowed on this group that is administratively designated for preconfigured group use only.

	168
	alert is not allowed on the preconfigured group
	Alerts are not allowed on this group that is administratively designated for preconfigured group use only.

	198
	no users are affiliated to this group
	No users in the group are affiliated.

	199
	expected MIME bodies not in the request"
	The expected MIME bodies were not received in the SIP request.

	200
	user not authorised to transmit data
	The MCData user is not authorised to transmit data.

	201
	user not authorised to transmit data on this group identity
	The MCData user is not authorised to transmit data on the group identity included in the request.

	202
	user not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for one-to-one MCData communications due to exceeding the maximum amount of data that can be sent in a single request

	203
	message too large to send over signalling control plane
	The MCData client sent data that is greater than the size that can be handled by the signalling control plane.

	204
	unable to determine targeted user for one-to-one SDS
	The MCData server is unable to determine the targeted user for one-to-one SDS.

	205
	unable to determine targeted user for one-to-one FD
	The MCData server is unable to determine the targeted user for one-to-one FD.

	206
	short data service not allowed for this group
	SDS is not allowed on the group indicated in the SDS request.

	207
	SDS services not supported for this group
	SDS services not supported for this group

	208
	user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request
	The MCData user is not authorised for group MCData communications due to exceeding the maximum amount of data that can be sent in a single request.

	209
	one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message only must be present in FD request
	Only one FD SIGNALLING PAYLOAD or FD HTTP TERMINATION message must be present in FD request

	210
	Only one File URL must be present in the FD request
	Only one File URL must be present in the FD request.

	211
	payload for an FD request is not FILEURL
	The payload in the FD request did not contain a FILEURL

	212
	file referenced by file URL does not exist
	The MCData server was unable to locate the file referenced by the file URL.

	213
	file distribution not allowed for this group
	FD is not allowed on the group indicated in the FD request.

	214
	FD services not supported for this group
	FD services not supported for this group

	215
	request to transmit is queued by the server
	The MCData request was queued by the server for later transmission.

	216
	unable to correlate the disposition notification
	The MCData server was unable to correlate the disposition notification to a MCData message.

	217
	user not authorised for SDS communications on this group identity due to message size
	The size of the message exceeded the maximum data allowed for SDS communications on this group identity

	218
	user not authorised for one-to-one SDS communications due to message size
	The size of the message exceeded the maximum data allowed for one-to-one SDS communications.

	219
	user not authorised for FD communications on this group identity due to file size
	The size of the file exceeded the maximum data allowed for FD communications on this group identity

	220
	user not authorised for FD communications due to file size
	The size of the file exceeded the maximum data allowed for one-to-one FD communications.

	221
	user not authorised to initiate one-to-one SDS session
	The MCData user is not authorised to initiate a one-to-one SDS session.

	222
	user not authorised to initiate group SDS session on this group identity
	The MCData user is not authorised to initiate a SDS session on the group identity included in the request.

	223
	No Conversation ID or Message ID present
	Conversation ID and Message ID required to identify transmission

	224
	No Transmission available
	No transmission identified with given Conversation ID, Message Id and file URL

	225
	User not authorized to initiate pre-established session
	The MCData user is not authorised to initiate a pre-established MCData session.

	226
	function not allowed due to pre-established session not supported
	Pre-established session is not supported by MCData participating function

	227
	unable to determine targeted user for one-to-one IP Connectivity
	The MCData server is unable to determine the targeted user for one-to-one IP Connectivity.

	228
	maximum number of service authorizations reached
	The number of maximum simultaneous service authorizations for the MCData user has been reached.

	229
	one-to-one MCData communication not authorised to the targeted user"
	The user is not authorised to initiate one-to-one MCData communication to this targeted user".

	230
	one-to-one MCData communication not authorised from this originating user"
	The user is not authorised to receive one-to-one MCData communication from this originating user".



= = = = = NEXT CHANGE = = = = = 
[bookmark: _Toc44598427][bookmark: _Toc44602282][bookmark: _Toc45197459][bookmark: _Toc45695492][bookmark: _Toc51850948][bookmark: _Toc59197555][bookmark: _Toc20155648][bookmark: _Toc27500803]6.3.7.2.1	Determining authorisation for initiating an MCData emergency alert
If the controlling MCData function has received a SIP request targeted to an MCData group and if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP request with a SIP 403 (Forbidden) response with the warning text set to "168 alert is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure.
If the controlling MCData function has received a SIP request targeted to an MCData group with the <alert-ind> element of the application/vnd.3gpp.mcdata-info+xml MIME body set to a value of "true", the controlling MCData function shall check the following conditions:
1)	if the <allow-activate-emergency-alert> element of the <actions> element of a <rule> element of the <ruleset> element of the MCData user profile document identified by the MCData ID and profile index of the calling user (see the MCData user profile document in 3GPP TS 24.484 [12]) is set to a value of "true":
a)	if the "entry-info" attribute of the <entry> element of the <EmergencyAlert> element contained within the <MCData-group-call> element of the MCData user profile document (see the MCData user profile document in 3GPP TS 24.484 [12]) is set to a value of "DedicatedGroup" and:
i)	if the MCData group identity targeted for the emergency alert is contained in the <uri-entry> element of the <entry> element of the <EmergencyAlert> element contained within the <MCData-group-call> element of the MCData user profile document (see the MCData user profile document in 3GPP TS 24.484 [12]); and
ii)	if the <allow-MCData-emergency-alert> element of the <actions> element of a <rule> element of the <ruleset> element of the <list-service> element of the group document identified by the MCData group identity is set to a value of "true" as specified in 3GPP TS 24.481 [11]; or
b)	if the "entry-info" attribute of the <entry> element of the <EmergencyAlert> element contained within the <MCData-group-call> element of the MCData user profile (see the MCData user profile document in 3GPP TS 24.484 [12]) is set to a value of "UseCurrentlySelectedGroup" and the <allow-MCData-emergency-alert> element of the <actions> element of a <rule> element of the <ruleset> element of the <list-service> element of the group document identified by the MCData group identity targeted for the emergency alert is set to a value of "true" as specified in 3GPP TS 24.481 [11];
then the MCData emergency alert request shall be considered to be an authorised request for an MCData emergency alert targeted to a MCData group. In all other cases, the MCData emergency alert request shall be considered to be an unauthorised request for an MCData emergency alert targeted to an MCData group.
If the controlling MCData function has received a SIP request targeted to an MCData user with the <alert-ind> element of the application/vnd.3gpp.mcdata-info+xml MIME body set to a value of "true", the controlling MCData function shall check the following conditions:
1)	if the <allow-activate-emergency-alert> element of the <actions> element of the <rule> element of the <ruleset> element of the MCData user profile document identified by the MCData ID and profile index of the calling user (see the MCData user profile document in 3GPP TS 24.484 [12]) is set to a value of "true"; and
a)	if the "entry-info" attribute of the <entry> element of the <PrivateEmergencyAlert> element contained within the <OnNetwork> element of the MCData user profile document (see the MCData user profile document in 3GPP TS 24.484 [12]) is set to a value of "UsePreConfigured" and the MCData ID of the MCData user targeted for the communication is contained in the <uri-entry> element of the <entry> element of the <PrivateEmergencyAlert> element contained within the <OnNetwork> element (see the MCData user profile document in 3GPP TS 24.484 [12]); or
b)	if the "entry-info" attribute of the <entry> element of the <PrivateEmergencyAlert> element contained within the <OnNetwork> element of the MCData user profile document (see the MCData user profile document in 3GPP TS 24.484 [12]) is set to a value of "LocallyDetermined";
then the MCData emergency alert request shall be considered to be an authorised request for an MCData emergency alert targeted to an MCData user. In all other cases, it shall be considered to be an unauthorised request for an MCData emergency alert targeted to an MCData user.
= = = = = NEXT CHANGE = = = = = 
[bookmark: _Toc20215588][bookmark: _Toc27496055][bookmark: _Toc36107796][bookmark: _Toc44598548][bookmark: _Toc44602403][bookmark: _Toc45197580][bookmark: _Toc45695613][bookmark: _Toc51851069][bookmark: _Toc59197676]9.2.2.4.2	Terminating controlling MCData function procedures
Upon receipt of a "SIP MESSAGE request for standalone SDS for controlling MCData function", the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4]. Otherwise, continue with the rest of the steps;
2)	if the SIP MESSAGE does not contain:
a)	an application/vnd.3gpp.mcdata-info+xml MIME body;
b)	an application/vnd.3gpp.mcdata-signalling MIME body; and
c)	an application/vnd.3gpp.mcdata-payload MIME body;
shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199 expected MIME bodies not in the request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
3)	shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body contained in the SIP MESSAGE;
4)	if the application/vnd.3gpp.mcdata-signalling MIME body contains a SDS SIGNALLING PAYLOAD message with a SDS disposition request type IE, shall store the value of the Conversation ID IE and the value of the Message ID IE in the SDS SIGNALLING PAYLOAD message;
NOTE:	The controlling MCData function uses the Conversation ID and Message ID for correlation with disposition notifications.
5)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is set to a value of "one-to-one-sds" and:
a)	the conditions in subclause 11.1 indicate that the MCData user is not allowed to SDS communications due to message size as determined by step 3) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "218 user not authorised for one-to-one SDS communications due to message size" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
b)	the SIP MESSAGE request:
i)	does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text set to "204 unable to determine targeted user for one-to-one SDS" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and 
ii)	contains an application/resource-lists MIME body with exactly one <entry> element, shall send a SIP MESSAGE request to the MCData user identified in the <entry> element of the MIME body, as specified in subclause 9.2.2.4.1;
6)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is set to a value of "group-sds":
a)	shall retrieve the group document associated with the group identity in the SIP MESSAGE request by following the procedures in subclause 6.3.3, and shall continue with the remaining steps if the procedures in subclause 6.3.3 were successful;
a1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
c)	if the <entry> element of the <list> element of the <list-service> element in the group document does not contain an <mcdata-mcdata-id> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a <mcdata-allow-short-data-service> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "206 short data service not allowed for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", shall send a SIP 488 (Not Acceptable) response with the warning text set to "207 SDS services not supported for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
f)	if the MCData server group SDS procedures in subclause 11.1 indicate that the user identified by the MCData ID:
i)	is not allowed to send group MCData communications on this group identity as determined by step 2) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
ii)	is not allowed to send group MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request as determined by step 8) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "208 user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
iii)	is not allowed to send SDS communications on this group identity due to message size as determined by step 5) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "217 user not authorised for SDS communications on this group identity due to message size" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
g)	the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP MESSAGE request, as specified in subclause 6.3.5, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
h)	shall determine targeted group members for MCData communications by following the procedures in subclause 6.3.4; 
ji)	if the procedures in subclause 6.3.4 result in no affiliated members found in the selected MCData group, shall return a SIP 403 (Forbidden) response with the warning text set to "198 no users are affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and
jk)	shall send SIP MESSAGE requests to the targeted group members identified in step h) above by following the procedure in subclause 9.2.2.4.1;
7)	shall generate a SIP 202 (Accepted) response in response to the "SIP MESSAGE request for standalone SDS for controlling MCData function"; and 
8)	shall send the SIP 202 (Accepted) response towards the originating participating MCData function according to 3GPP TS 24.229 [5].
= = = = = NEXT CHANGE = = = = = 
[bookmark: _Toc20215594][bookmark: _Toc27496061][bookmark: _Toc36107802][bookmark: _Toc44598554][bookmark: _Toc44602409][bookmark: _Toc45197586][bookmark: _Toc45695619][bookmark: _Toc51851075][bookmark: _Toc59197682]9.2.3.2.3	MCData client originating procedures
If a group standalone SDS message is to be sent, the MCData client shall determine whether the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element. If a <preconfigured-group-use-only> element exists and is set to the value "true", then the MCData client:
1)	should indicate to the MCData user that a group standalone SDS message is not allowed on the indicated group; and
2)	shall skip the remainder of this procedure.
The MCData client shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [5] with the clarifications given below.
The MCData client:
1)	shall include the g.3gpp.mcdata.sds media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];
2)	shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
3)	shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
4)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP INVITE request;
5)	should include the "timer" option tag in the Supported header field;
6)	should include the Session-Expires header field according to IETF RFC 4028 [38]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";
7)	if a one-to-one standalone SDS message is to be sent:
a)	shall insert in the SIP INVITE request a MIME resource-lists body with the MCData ID of the invited MCData user, according to rules and procedures of IETF RFC 5366 [18];
b)	shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:
i)	the <request-type> element set to a value of "one-to-one-sds"; and
ii)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP INVITE request, the <functional-alias-URI> element set to the URI of the used functional alias; and
[bookmark: _Hlk33610098]NOTE 0:	The MCData client learns the functional aliases that are activated for an MCData ID from procedures specified in subclause 22.2.1.3.
c)	if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:
i)	if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];
ii)	shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];
iii)	shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];
iv)	shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];
v)	shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26];
vi)	shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and
vii)	shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
8)	if a group standalone SDS message is to be sent: 
a)	if the "/<x>/<x>/Common/MCData/AllowedSDS" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [42] is set to "false", shall reject the request to send SDS and not continue with the rest of the steps in this subclause; and
b)	shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:
i)	the <request-type> element set to a value of "group-sds";
ii)	the <mcdata-request-uri> element set to the MCData group identity;
iii)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
NOTE 1:	The MCData client does not include the MCData ID of the originating MCData user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCData function.
iv)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP INVITE request, may include the <functional-alias-URI> element set to the URI of the used functional alias;
9)	shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCData function serving the MCData user;
NOTE 2:	The MCData client is configured with public service identity identifying the participating MCData function serving the MCData user.
10)	may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];
11)	shall include an SDP offer according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.3.2.1; and
12)	shall send the SIP INVITE request towards the MCData server according to 3GPP TS 24.229 [5].
On receipt of a SIP 2xx response to the SIP INVITE request, the MCData client:
1)	shall send a SIP ACK request as specified in 3GPP TS 24.229 [5];
2)	shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38]; and
3)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.1.2.
On receipt of a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:
1)	shall indicate to the MCData user that the SDS message could not be sent; and
2)	shall send a SIP ACK request as specified in 3GPP TS 24.229 [5].
On receipt of an indication from the media plane indicating that the standalone SDS message was not sent successfully, the MCData client shall:
1)	shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:
a)	Reason code set to "SIP";
b)	cause set to "480"; and
c)	text set to "transmission failed";
2)	shall set the Request-URI to the MCData session identity to release; and
3)	shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].
On receipt of an indication from the media plane indicating that the standalone SDS message has been successfully transferred, the MCData client shall:
1)	shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:
a)	Reason code set to "SIP";
b)	cause set to "200"; and
c)	text set to "transmission succeeded";
2)	shall set the Request-URI to the MCData session identity to release; and
3)	shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].
Upon receiving a SIP 200 (OK) response to the SIP BYE request, the MCData client shall interact with the media plane and indicate to terminate the session, as specified in 3GPP TS 24.582 [15].
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In the procedures in this subclause:
1)	MCData ID in an incoming SIP INVITE request refers to the MCData ID of the originating user from the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP INVITE request;
2)	group identity in an incoming SIP INVITE request refers to the group identity from the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP INVITE request; and
3)	MCData ID in an outgoing SIP INVITE request refers to the MCData ID of the called user in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP INVITE request;
Upon receipt of a "SIP INVITE request for controlling MCData function for standalone SDS over media plane", the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4] and skip the rest of the steps;
1A)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP INVITE request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure;
2)	shall determine if the media parameters are acceptable and the MSRP URI is offered in the SDP offer and if not reject the request with a SIP 488 (Not Acceptable Here) response and skip the rest of the steps;
3)	shall reject the SIP request with a SIP 403 (Forbidden) response and not process the remaining steps if:
a)	an Accept-Contact header field does not include the g.3gpp.mcdata.sds media feature tag; or
b)	an Accept-Contact header field does not include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds";
4)	shall cache SIP feature tags, if received in the Contact header field and if the specific feature tags are supported;
5)	shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38];
6)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "one-to-one-sds" and the SIP INVITE request:
a)	does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text set to "204 unable to determine targeted user for one-to-one SDS" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and 
b)	contains an application/resource-lists MIME body with exactly one <entry> element, shall invite the MCData user identified by the <entry> element of the MIME body, as specified in subclause 9.2.3.4.3; and
c)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.1;
7)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "group-sds":
a)	shall retrieve the necessary group document(s) from the group management server for the group identity contained in the SIP INVITE request and carry out initial processing as specified in subclause 6.3.3, and shall continue with the remaining steps if the procedures in subclause 6.3.3 were successful;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
c)	if the <entry> element of the <list> element of the <list-service> element in the group document does not contain an <mcdata-mcdata-id> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP INVITE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a <mcdata-allow-short-data-service> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "206 short data service not allowed for this group" in a Warning header field as specified in subclause 4.x and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", shall send a SIP 488 (Not Acceptable) response with the warning text set to "207 SDS services not supported for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
f)	if the MCData server group SDS procedures in subclause 11.1 indicate that the user identified by the MCData ID is not allowed to send group MCData communications on this group identity as determined by step 2) of subclause 11.1, shall reject the SIP INVITE request with a SIP 403 (Forbidden) response, with warning text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
g)	the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP INVITE request, as specified in subclause 6.3.5, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
h)	shall determine targeted group members for MCData communications by following the procedures in subclause 6.3.4;
i)	if the procedures in subclause 6.3.4 result in no affiliated members found in the selected MCData group, shall return a SIP 403 (Forbidden) response with the warning text set to "198 no users are affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and
j)	shall invite each group member determined in step h) above, to the group session, as specified in subclause 9.2.3.4.3; and
k)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.1.
Upon receiving a SIP 200 (OK) response for a SIP INVITE request as specified in subclause 9.2.3.4.3 and if the MCData ID in the SIP 200 (OK) response matches to the MCData ID in the corresponding SIP INVITE request. the controlling MCData function:
1)	shall generate SIP 200 (OK) response to the SIP INVITE request according to 3GPP TS 24.229 [5];
2)	shall include the option tag "timer" in a Require header field;
3)	shall include the Session-Expires header field and start supervising the SIP session according to rules and procedures of IETF RFC 4028 [38], "UAS Behavior". The "refresher" parameter in the Session-Expires header field shall be set to "uac";
4)	shall include a P-Asserted-Identity header field with the public service identity of the controlling MCData function;
5)	shall include a SIP URI for the MCData session identity in the Contact header field identifying the MCData session at the controlling MCData function;
6)	shall include the following in the Contact header field:
a)	the g.3gpp.mcdata.sds media feature tag;
b)	the g.3gpp.icsi-ref media feature tag containing the value of “urn:urn-7:3gpp-service.ims.icsi.mcdata.sds”; and
c)	the isfocus media feature tag;
7)	shall include Warning header field(s) received in incoming responses to the SIP INVITE request;
8)	shall include in the SIP 200 (OK) response an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 9.2.3.4.2;
9)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.1; and 
10)	shall send a SIP 200 (OK) response to the inviting MCData client according to 3GPP TS 24.229 [5].
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The MCData client shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [5] with the clarifications given below.
The MCData client:
1)	shall include the g.3gpp.mcdata.sds media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];
2)	shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
3)	shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
4)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP INVITE request;
5)	should include the "timer" option tag in the Supported header field;
6)	should include the Session-Expires header field according to IETF RFC 4028 [38]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";
7)	if a one-to-one SDS session is requested:
a)	shall insert in the SIP INVITE request a MIME resource-lists body with the MCData ID of the invited MCData user, according to rules and procedures of IETF RFC 5366 [18];
b)	shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:
i)	the <request-type> element set to a value of "one-to-one-sds-session"; and
ii)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP INVITE request, the <functional-alias-URI> element set to the URI of the used functional alias; and
NOTE 0:	The MCData client learns the functional aliases that are activated for an MCData ID from procedures specified in subclause 22.2.1.3.
c)	if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:
i)	if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];
ii)	shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];
iii)	shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];
iv)	shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];
v)	shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26];
vi)	shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and
vii)	shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
8)	if a group SDS session is requested: 
a)	if the "/<x>/<x>/Common/MCData/AllowedSDS" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [42] is set to "false", shall reject the request to send SDS and not continue with the rest of the steps in this subclause; and
a1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true":
i)	should notify the MCData user that an SDS session is not allowed on this preconfigured group; and
ii)	shall skip the rest of this procedure;
b)	shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:
i)	the <request-type> element set to a value of "group-sds-session";
ii)	the <mcdata-request-uri> element set to the MCData group identity; and
iii)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client;
NOTE 1:	The MCData client does not include the MCData ID of the originating MCData user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCData function.
iv)	if the MCData client is aware of active functional aliases, and an active functional alias is to be included in the SIP INVITE request, the <functional-alias-URI> set to the URI of the used functional alias;
9)	shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCData function serving the MCData user;
NOTE 2:	The MCData client is configured with public service identity identifying the participating MCData function serving the MCData user.
10)	may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];
11)	shall include an SDP offer according to 3GPP TS 24.229 [5] with the clarifications given in subclause 9.2.4.2.1; and
12)	shall send the SIP INVITE request towards the MCData server according to 3GPP TS 24.229 [5].
On receipt of a SIP 2xx response to the SIP INVITE request, the MCData client:
1)	shall send a SIP ACK request as specified in 3GPP TS 24.229 [5]; 
2)	shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38]; and
3)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.1.2.2.
On receipt of a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request, the MCData client:
1)	shall indicate to the MCData user that the SDS message could not be sent; and
2)	shall send a SIP ACK request as specified in 3GPP TS 24.229 [5].
On receipt of an indication from the media plane indicating that the SDS message was not sent successfully, the MCData client:
1)	shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:
a)	Reason code set to "SIP";
b)	cause set to "480"; and
c)	text set to "transmission failed";
2)	shall set the Request-URI to the MCData session identity to release; and
3)	shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].
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In the procedures in this subclause:
1)	MCData ID in an incoming SIP INVITE request refers to the MCData ID of the originating user from the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP INVITE request;
2)	group identity in an incoming SIP INVITE request refers to the group identity from the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP INVITE request; and
3)	MCData ID in an outgoing SIP INVITE request refers to the MCData ID of the called user in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP INVITE request;
Upon receipt of a "SIP INVITE request for controlling MCData function for SDS session", the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4] and skip the rest of the steps;
2)	shall determine if the media parameters are acceptable and the MSRP URI is offered in the SDP offer and if not reject the request with a SIP 488 (Not Acceptable Here) response and skip the rest of the steps;
3)	shall reject the SIP request with a SIP 403 (Forbidden) response and not process the remaining steps if:
a)	an Accept-Contact header field does not include the g.3gpp.mcdata.sds media feature tag; or
b)	an Accept-Contact header field does not include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds";
4)	shall cache SIP feature tags, if received in the Contact header field and if the specific feature tags are supported;
6)	shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38];
7)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "one-to-one-sds-session" and the SIP INVITE request:
a)	does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text set to "204 unable to determine targeted user for one-to-one SDS" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
b)	contains an application/resource-lists MIME body with exactly one <entry> element, shall invite the MCData user identified by the <entry> element of the MIME body, as specified in subclause 9.2.4.4.3; and
c)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.2;
8)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "group-sds-session":
a)	shall retrieve the necessary group document(s) from the group management server for the group identity contained in the SIP INVITE request and carry out initial processing as specified in subclause 6.3.3, and shall continue with the remaining steps if the procedures in subclause 6.3.3 were successful;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
b1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP INVITE request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure;
c)	if the <entry> element of the <list> element of the <list-service> element in the group document does not contain an <mcdata-mcdata-id> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP INVITE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a <mcdata-allow-short-data-service> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "206 short data service not allowed for this group" in a Warning header field as specified in subclause 4.x and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds", shall send a SIP 488 (Not Acceptable) response with the warning text set to "207 SDS services not supported for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
f)	if the MCData server group SDS procedures in subclause 11.1 indicate that the user identified by the MCData ID is not allowed to send group MCData communications on this group identity as determined by step 2) of subclause 11.1, shall reject the SIP INVITE request with a SIP 403 (Forbidden) response, with warning text set to "222 user not authorised to initiate group SDS session on this group identity" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
g)	if the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP INVITE request, as specified in subclause 6.3.5, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
h)	shall determine targeted group members for MCData communications by following the procedures in subclause 6.3.4;
i)	if the procedures in subclause 6.3.4 result in no affiliated members found in the selected MCData group, shall return a SIP 403 (Forbidden) response with the warning text set to "198 no users are affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and
j)	shall invite each group member determined in step g) above, to the group session, as specified in subclause 9.2.4.4.3; and
k)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.2.
Upon receiving a SIP 200 (OK) response for a SIP INVITE request as specified in subclause 9.2.4.4.3 and if the MCData ID in the SIP 200 (OK) response matches to the MCData ID in the corresponding SIP INVITE request the controlling MCData function:
1)	shall generate SIP 200 (OK) response to the SIP INVITE request according to 3GPP TS 24.229 [5];
2)	shall include the option tag "timer" in a Require header field;
3)	shall include the Session-Expires header field and start supervising the SIP session according to rules and procedures of IETF RFC 4028 [38], "UAS Behavior". The "refresher" parameter in the Session-Expires header field shall be set to "uac";
4)	shall include a P-Asserted-Identity header field with the public service identity of the controlling MCData function;
5)	shall include a SIP URI for the MCData session identity in the Contact header field identifying the MCData session at the controlling MCData function;
6) shall include the following in the Contact header field:
a)	the g.3gpp.mcdata.sds media feature tag;
b)	the g.3gpp.icsi-ref media feature tag containing the value of “urn:urn-7:3gpp-service.ims.icsi.mcdata.sds”; and
c)	the isfocus media feature tag;
7)	shall include Warning header field(s) received in incoming responses to the SIP INVITE request; 
8)	shall include in the SIP 200 (OK) response an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 9.2.4.4.2;
9)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 6.3.2; and 
10)	shall send a SIP 200 (OK) response to the inviting MCData client according to 3GPP TS 24.229 [5].
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Upon receiving a request from an MCData user to initiate group SDS session within the pre-established session, the MCData client shall determine whether the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element. If a <preconfigured-group-use-only> element exists and is set to the value "true", then the MCData client:
1)	should indicate to the MCData user that SDS sessions are not allowed on the indicated group; and
2)	shall skip the remainder of this procedure.
Upon receiving a request from an MCData user to initiate group SDS session within the pre-established session, the MCData client shall generate a SIP REFER request outside a dialog as specified in IETF RFC 3515 [51] as updated by IETF RFC 6665 [36] and IETF RFC 7647 [52], and in accordance with the UE procedures specified in 3GPP TS 24.229 [5], with the clarifications given below.
The MCData client:
1)	shall set the Request URI of the SIP REFER request to the session identity of the pre-established session;
2)	shall set the Refer-To header field of the SIP REFER request as specified in IETF RFC 3515 [51] with a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [33] that points to an application/resource-lists MIME body as specified in IETF RFC 5366 [18], and with the Content-ID header field set to this "cid" URL;
3)	shall include in the application/resource-lists MIME body a single <entry> element containing a "uri" attribute set to the MCData group identity, extended with the following parameters in the headers portion of the SIP URI:
NOTE:	Characters that are not formatted as ASCII characters are escaped in the following parameters in the headers portion of the SIP URI.
a)	an hname "body" parameter populated with:
i)	an application/sdp MIME body containing an SDP offer with media attributes specified in subclause 9.2.3.2.1, if if a group standalone SDS message is requested;
ii)	an application/vnd.3gpp.mcdata-info MIME body with:
A)	if a group standalone SDS message is requested, the <request-type> element set to a value of "group-sds". If a group SDS session is requested, the <request-type> element set to a value of "group-sds-session";
B)	the <mcdata-request-uri> element set to the MCData group identity;
C)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
D)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP REFER request, the <functional-alias-URI> element set to the URI of the used functional alias;
4)	shall include a P-Preferred-Service header field set to the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" (coded as specified in 3GPP TS 24.229 [5]), according to IETF RFC 6050 [7];
5)	may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];
6)	shall include the following according to IETF RFC 4488 [53]:
a)	the option tag "norefersub" in the Supported header field; and
b)	the value "false" in the Refer-Sub header field;
7)	shall include a Target-Dialog header field as specified in IETF RFC 4538 [54] identifying the pre-established session;
8)	shall include the g.3gpp.mcdata.sds media feature tag in the Contact header field of the SIP REFER request according to IETF RFC 3840 [16]; and
9)	shall send the SIP REFER request according to 3GPP TS 24.229 [5].
On receiving a final SIP 2xx response to the SIP REFER request, the MCData client:
1)	shall interact with the media plane as specified in 3GPP TS 24.582 [15].
On receiving a SIP re-INVITE request within the pre-established session targeted by the sent SIP REFER request, the MCData client:
1)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "establish-success":
i)	shall notify MCData user about successful the MCData communication establishement;
2)	if the <mcdata-communication-state> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "establish-fail":
i)	shall notify MCData user about the MCData communication establishement failure; and
3)	shall interact with the media plane as specified in 3GPP TS 24.582 [15].
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Upon receiving a "SIP MESSAGE request for absolute URI discovery request" message, the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4]. Otherwise, continue with the rest of the steps;
2)	if the SIP MESSAGE does not contain	an application/vnd.3gpp.mcdata-info+xml MIME body, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199 expected MIME bodies not in the request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
3)	shall decode the contents of the application/vnd.3gpp.mcdata-info+xml MIME body contained in the SIP MESSAGE;
4)	if the <mcdata-calling-group-id> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is present:
a)	shall retrieve the group document associated with the group identity in the SIP MESSAGE request by following the procedures in subclause 6.3.3, and shall continue with the remaining steps if the procedures in subclause 6.3.3 were successful;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
b1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP INVITE request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure;
c)	if the <list> element of the <list-service> element in the group document does not contain an <entry> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a<mcdata-allow-file-distribution> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "213 file distribution not allowed for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd", shall send a SIP 488 (Not Acceptable) response with the warning text set to "214 FD services not supported for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
f)	if the MCData server group FD procedures in subclause 11.1 indicate that the user identified by the MCData ID:
i)	is not allowed to send group MCData communications on this group identity as determined by step 1) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
ii)	the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP MESSAGE request, as specified in subclause 6.x.x, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
5)	shall generate a SIP 200 (OK) response in response to the "SIP MESSAGE request for absolute URI discovery request for controlling MCData function"; 
6)	shall send the SIP 200 (OK) response towards the originating participating MCData function according to 3GPP TS 24.229 [5]; and
7)	shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6]. In the generation of the SIP MESSAGE request, the controlling MCData function:
a)	shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" along with parameters "require" and "explicit" according to IETF RFC 3841 [8] in the outgoing SIP MESSAGE request;
b)	shall identify the absolute URI of the media storage function associated with the controlling function:
c)	shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd";
d)	shall include an application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request, following the rules specified in subclause 6.4 for the handling of MIME bodies in a SIP message, with:
i)	a <request-type> element containing the value "msf-disc-res"; and
ii)	an <mcdata-controller-psi> element set to the absolute URI of the media storage function if in step b) above;
e)	shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the participating MCData function associated to the MCData ID of the originating user mentioned in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP MESSAGE request; and
f)	shall copy the public user identity of the calling MCData user from the P-Asserted-Identity header field of the incoming SIP MESSAGE request into the P-Asserted-Identity header field of the outgoing SIP MESSAGE request; and 
8)	shall send the SIP MESSAGE request towards the participating MCData function as specified in 3GPP TS 24.229 [5].
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If the file upload is intended for group file distribution, the media storage client shall determine whether the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element. If a <preconfigured-group-use-only> element exists and is set to the value "true", then the media storage client:
1)	should indicate to the MCData user that group file distribution is not allowed on the indicated group; and
2)	shall skip the remainder of this procedure.
The media storage client shall determine the value of the absolute URI associated with the media storage function of the MCData content server from the <MCDataContentServerURI> element of the MCPTT user profile document (see the MCPTT user profile document in 3GPP TS 24.484 [50]).
The media storage client shall send HTTP requests over a TLS connection as specified for the HTTP client in the UE in annex A of 3GPP TS 24.482 [24].
NOTE 1:	The HTTP client encodes the MCData ID in the bearer access token of the Authorization header field of an HTTP request as specified in 3GPP TS 24.482 [24].
NOTE 2:	The HTTP client always sends the HTTP requests to an HTTP proxy. Annex A of 3GPP TS 24.482 [24] indicates how the HTTP proxy forwards the HTTP request to the HTTP server.
To upload a file to media storage function on the MCData content server, the media storage client:
1)	shall generate an HTTP POST request as specified in IETF RFC 7230 [22] and IETF RFC 7231 [23];
2)	shall set the Request-URI to the absolute URI identifying the resource on a media storage function;
3)	shall set the Host header field to a hostname identifying the media storage function;
4)	shall set the Content-Type header field to multipart/mixed and with a boundary delimiter parameter set to any chosen value;
5)	if the file upload is for one-to-one file distribution, shall insert an application/vnd.3gpp.mcdata-info+xml MIME body with:
a)	the <request-type> element set to a value of "one-to-one-fd"; and
b)	the <mcdata-calling-user-id> element set to the originating MCData ID;
6)	if the file upload is for group file distribution, shall insert an application/vnd.3gpp.mcdata-info+xml MIME body with:
a)	the <request-type> element set to a value of "group-fd";
b)	the <mcdata-request-uri> element set to the MCData group identity; and
c)	the <mcdata-calling-user-id> element set to the originating MCData ID;
7)	if end-to-end security is required for a one-to-one communication, the MCData client protects the binary data representing the file and prefixes the protected binary data with security parameters as described in 3GPP TS 33.180 [26];
8)	if 
i)	end-to-end security is not required for a one-to-one communication, or
ii)	the file upload is for group file distribution;
	shall include the binary data representing the file with Content-Type field set to application/octet-stream and Content-Length field set to the file size; and
9)	shall send the HTTP POST request towards the media storage function.
On receipt of a HTTP 201 Created containing a Location header field with a URL identifying the location of the resource where the file has been stored on the media storage function, then the media storage client shall store this information.
= = = = = NEXT CHANGE = = = = = 
[bookmark: _Toc20215657][bookmark: _Toc27496150][bookmark: _Toc36107891][bookmark: _Toc44598644][bookmark: _Toc44602499][bookmark: _Toc45197676][bookmark: _Toc45695709][bookmark: _Toc51851165][bookmark: _Toc59197772]10.2.4.2.1	MCData client originating procedures
If a group standalone FD message is to be sent, the MCData client shall determine whether the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element. If a <preconfigured-group-use-only> element exists and is set to the value "true", then the MCData client:
1)	should indicate to the MCData user that group standalone FD is not allowed on the indicated group; and
2)	shall skip the remainder of this procedure.
The MCData client shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6] with the clarifications given below.
The MCData client:
1)	shall build the SIP MESSAGE request as specified in subclause 6.2.4.1;
2)	if a one-to-one standalone FD message is to be sent shall insert in the SIP MESSAGE request:
a)	an application/resource-lists+xml MIME body with the MCData ID of the target MCData user, according to rules and procedures of IETF RFC 4826 [9]; and
b)	an application/vnd.3gpp.mcdata-info+xml MIME body with:
i)	a <request-type> element set to a value of "one-to-one-fd"; and
ii)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP MESSAGE request, the <functional-alias-URI> element set to the URI of the used functional alias;
3)	if a group standalone FD message is to be sent:
a)	if the "/<x>/<x>/Common/MCData/AllowedFD" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [42] is set to "false", shall reject the request for FD and not continue with the rest of the steps in this subclause; and
b)	shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with:
i)	the <request-type> element set to a value of "group-fd";
ii)	the <mcdata-request-uri> element set to the MCData group identity;
iii)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
iv)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP MESSAGE request, the <functional-alias-URI> element set to the URI of the used functional alias;
4)	shall generate a standalone FD message as specified in subclause 6.2.2.2; and
5)	shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [5].
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The procedures in this subclause are executed upon:
-	receipt of a "SIP MESSAGE request for FD using HTTP for controlling MCData function", the controlling MCData function; or
-	a decision to now process a previously received "SIP MESSAGE request for FD using HTTP for controlling MCData function" that had been queued for later transmission;
NOTE 1:	The controlling MCData function may postpone the continuation of an FD using HTTP procedure by queuing the received "SIP MESSAGE request for FD using HTTP for controlling MCData function". The management of the queue is specified in Annex B of 3GPP TS 23.282 [2].
the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP MESSAGE request with a SIP 500 (Server Internal Error) response or queue the received SIP MESSAGE. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4];
2)	if the received SIP MESSAGE request has been queued for later transmission, shall include warning text set to "215 request to transmit is queued by the server" in a Warning header field as specified in subclause 4.9;, in the SIP 202 (Accepted) response and not continue with the remaining steps in this subclause. Otherwise, continue with the rest of the steps;
3)	if the SIP MESSAGE does not contain:
a)	an application/vnd.3gpp.mcdata-info+xml MIME body; and
b)	an application/vnd.3gpp.mcdata-signalling MIME body;
shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199 expected MIME bodies not in the request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
4)	shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body contained in the SIP MESSAGE;
5)	if the application/vnd.3gpp.mcdata-signalling MIME body does not contain only one FD SIGNALLING PAYLOAD message or FD HTTP TERMINATION message, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "209 one FD SIGNALLING PAYLOAD message or FD HTTP TERMINATION message only must be present in FD request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
6)	if the FD SIGNALLING PAYLOAD message or FD HTTP TERMINATION messagedoes not contain only one Payload IE, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "210 Only one File URL must be present in the FD request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
7)	if the Payload IE has Payload contents:
a)	with a Payload content type set to a value other than "FILEURL" shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "211 payload for an FD request is not FILEURL" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
b)	with Payload data containing a file URL identifying a file that does not exist on the media storage function, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "212 file referenced by file URL does not exist" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
8)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD SIGNALLING PAYLOAD message with a FD disposition request type IE, shall store the value of the Conversation ID IE and the value of the Message ID IE in the FD SIGNALLING PAYLOAD message;
NOTE 2:	The controlling MCData function uses the Conversation ID and Message ID for correlation with disposition notifications.
9)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD SIGNALLING PAYLOAD message:
a)	with a Metadata IE, shall derive a timer value for the file availability timer as the minimum of the file availability information in the metadata and the value contained in the <max-file-availability> element in the MCData service configuration document as specified in 3GPP TS 24.484 [12]; and
b)	without a Metadata IE, shall derive a timer value for the file availability timer as the value contained in the <default-file-availability> element in the MCData service configuration document as specified in 3GPP TS 24.484 [12];
10)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is set to a value of "one-to-one-fd" and the SIP MESSAGE request:
a)	does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text set to "205 unable to determine targeted user for one-to-one FD" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and 
b)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD SIGNALLING PAYLOAD message contains an application/resource-lists MIME body with exactly one <entry> element, shall send a SIP MESSAGE request to the MCData user identified in the <entry> element of the MIME body, as specified in subclause 10.2.4.4.1;
11)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD HTTP TERMINATION message:
a)	if the FD HTTP TERMINATION message doesn’t contain Conversation Id or Message Id, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "223 No Conversation ID or Message ID present" and shall not continue with rest of the steps;and
b) if not identified any transmission with given Conversation ID, Message ID shall send 404 with reason with waring text set to "224 No transmission available" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps;
12)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD SIGNALLING PAYLOAD message and if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE request is set to a value of "group-fd":
a)	shall retrieve the group document associated with the group identity in the SIP MESSAGE request by following the procedures in subclause 6.3.3, and shall continue with the remaining steps if the procedures in subclause 6.3.3 were successful;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
b1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure;
c)	if the <entry> element of the <list> element of the <list-service> element in the group document does not contain an <mcdata-mcdata-id> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a <mcdata-allow-file-distribution> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "213 file distribution not allowed for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd", shall send a SIP 488 (Not Acceptable) response with the warning text set to "214 FD services not supported for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
f)	if the MCData server group FD procedures in subclause 11.1 indicate that the user identified by the MCData ID:
i)	is not allowed to initiate group MCData communications on this group identity as determined by step 2) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
ii)	is not allowed to initiate group MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request as determined by step 8) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "208 user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
iii)	is not allowed to initiate group MCData communications on this group identity due to exceeding the maximum allowed file size as determined by step 6) of subclause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "208 user not authorised for MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
g)	if the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP MESSAGE request, as specified in subclause 6.3.5, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
hj)	shall determine targeted group members for MCData communications by following the procedures in subclause 6.3.4; 
ik)	if the procedures in subclause 6.3.4 result in no affiliated members found in the selected MCData group, shall return a SIP 403 (Forbidden) response with the warning text set to "198 no users are affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and
jl)	shall send SIP MESSAGE requests to the targeted group members identified in step j) above by following the procedure in subclause 10.2.4.4.1;
13)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD SIGNALLING PAYLOAD message, shall start TDC2 (file availability timer) with the value derived in step 9 of this subclause;
14)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD SIGNALLING PAYLOAD message, shall associate the running timer TDC2 (file availability timer) to the Conversation ID, Message ID, Application ID (if included), and Extended application ID (if included) contained in the FD SIGNALLING PAYLOAD message;
NOTE 3:	Multiple file availability timers can be running for a file. Each file availability timer is uniquely associated to a Conversation ID and Message ID.
15)	shall generate a SIP 202 (Accepted) response in response to the "SIP MESSAGE request for FD using HTTP for controlling MCData function"; and
16)	shall send the SIP 202 (Accepted) response towards the originating participating MCData function according to 3GPP TS 24.229 [5].
17)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD HTTP TERMINATION message and Termination information type IE set to "TERMINATION REQUEST" then:
a)	shall identify the FILE transmission with Conversation ID and Message ID and "FILE URL". If any ongoing transmission exist then execute procedure described in subclause 12.4.2.1 withfollowing clarifications:
i)	shall set FD notification type IE as "FILE DELETED UNAVAILABLE TO DOWNLOAD" as specified in subclause 15.2.18;
b)	shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6]. In the generation of the SIP MESSAGE request, the controlling MCData function:
i)	shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" along with parameters "require" and "explicit" according to IETF RFC 3841 [8] in the outgoing SIP MESSAGE request;
ii)	shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd";
iii)	shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the participating MCData function associated to the MCData ID of the originating user mentioned in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP MESSAGE request;
iv)	shall copy the public user identity of the calling MCData user from the P-Asserted-Identity header field of the incoming SIP MESSAGE request into the P-Asserted-Identity header field of the outgoing SIP MESSAGE request;
v)	shall include an application/vnd.3gpp.mcdata-info+xml MIME body in the SIP MESSAGE request, following the rules specified in subclause 6.4 for the handling of MIME bodies in a SIP message:
A)	fill <mcdata-request-uri> element from <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml in received SIP MESSAGE;
vi)	shall generate FD HTTP TERMINATION message as described in subclause 6.3.6.1;
vii)	shall set the Termination information type IE set to "TERMINATION RESPONSE" as specified in subclause 15.2.22.
viii)	if clause is successful shall set Release response type IE of FD HTTP TERMINATION MESSAGE to "RELEASE SUCCESS" else set to "RELEASE FAILED" as described in subclause 15.2.23; and
ix)	shall include in the SIP request, the FD HTTP TERMINATION message in an application/vnd.3gpp.mcdata-signalling MIME body as specified in subclause E.1;
c)	shall send the SIP MESSAGE request towards the originating participating MCData function as specified in 3GPP TS 24.229 [5]; and
18)	if the application/vnd.3gpp.mcdata-signalling MIME body contains an FD HTTP TERMINATION message and Termination information type IE set to other than "TERMINATION REQUEST" then follow procedures described on subclause 13.2.5 and subclause 13.2.6.
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The MCData client shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [5] with the clarifications given below.
The MCData client:
1)	shall include the g.3gpp.mcdata.fd media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [16];
2)	shall include an Accept-Contact header field containing the g.3gpp.mcdata.fd media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
3)	shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
4)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP INVITE request;
5)	should include the "timer" option tag in the Supported header field;
6)	should include the Session-Expires header field according to IETF RFC 4028 [38]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";
7)	shall generate and contain an application/vnd.3gpp.mcdata-signalling MIME body with the FD SIGNALLING PAYLOAD as described in subclause 6.2.2.3;
8)	if a one-to-one file distribution is requested:
a)	shall insert in the SIP INVITE request a MIME resource-lists body with the MCData ID of the invited MCData user, according to rules and procedures of IETF RFC 5366 [18]; and
b)	shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:
i)	the <request-type> element set to a value of "one-to-one-fd"; and
ii)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP INVITE request, the <functional-alias-URI> element set to the URI of the used functional alias;
c)	if an end-to-end security context needs to be established and the security context does not exist or if the existing security context has expired, then:
i)	if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.180 [26];
ii)	shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [26];
iii)	shall use the PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that the purpose of the PCK is to protect one-to-one communications and with the remaining twenty eight bits being randomly generated as described in 3GPP TS 33.180 [26];
iv)	shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user and a time related parameter as described in 3GPP TS 33.180 [26];
v)	shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated PCK and PCK-ID as specified in 3GPP TS 33.180 [26]; and
vi)	shall add the MCData ID of the originating MCData to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [26]; and
vii)	shall sign the MIKEY-SAKKE I_MESSAGE using the originating MCData user's signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.180 [26];
9)	if a group file distribution is requested: 
a)	if the "/<x>/<x>/Common/MCData/AllowedFD" leaf node present in the group document of the requested MCData group, configured on the group management client as specified in 3GPP TS 24.483 [42] is set to "false", shall reject the request for FD and not continue with the rest of the steps in this subclause; and
a1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element. If a <preconfigured-group-use-only> element exists and is set to the value "true", then the MCData client:
i)	should indicate to the MCData user that group file distribution is not allowed on the indicated group; and
ii)	shall skip the remainder of this procedure; and
b)	shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element with:
i)	the <request-type> element set to a value of "group-fd";
ii)	the <mcdata-request-uri> element set to the MCData group identity;
iii)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
NOTE 1:	The MCData client does not include the MCData ID of the originating MCData user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCData function.
iv)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP INVITE request, the <functional-alias-URI> element set to the URI of the used functional alias;
10)	shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCData function serving the MCData user;
NOTE 2:	The MCData client is configured with public service identity identifying the participating MCData function serving the MCData user.
11)	may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [5];
12)	shall include an SDP offer according to 3GPP TS 24.229 [5] with the clarifications given in subclause 10.2.5.2.1; and
13)	shall send the SIP INVITE request towards the MCData server according to 3GPP TS 24.229 [5].
On receipt of a SIP 2xx response to the SIP INVITE request, the MCData client:
1)	shall send a SIP ACK request as specified in 3GPP TS 24.229 [5]; 
2)	shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38]; and
3)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 10.2.5.1.1..
On receipt of a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:
1)	shall indicate to the MCData user that the file could not be sent; and
2)	shall send a SIP ACK request as specified in 3GPP TS 24.229 [5].
On receipt of an indication from the media plane indicating that the file was not sent successfully, the MCData client shall:
1)	shall generate a SIP BYE request according to 3GPP TS 24.229 [5] with:
a)	Reason code set to "SIP";
b)	cause set to "480"; and
c)	text set to "transmission failed";
2)	shall set the Request-URI to the MCData session identity to release; and
3)	shall send a SIP BYE request towards MCData server according to 3GPP TS 24.229 [5].
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In the procedures in this subclause:
1)	MCData ID in an incoming SIP INVITE request refers to the MCData ID of the originating user from the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP INVITE request;
2)	group identity in an incoming SIP INVITE request refers to the group identity from the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SIP INVITE request; and
3)	MCData ID in an outgoing SIP INVITE request refers to the MCData ID of the called user in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP INVITE request;
The procedures in this subclause are executed upon:
-	receipt of a "SIP INVITE request for controlling MCData function for file distribution"; or
-	a decision to now process a previously received "SIP INVITE request for controlling MCData function for file distribution" that had been queued for later transmission;
NOTE 1:	The controlling MCData function may postpone the continuation of an FD using media plane procedure by queuing the received "SIP INVITE request for controlling MCData function for file distribution". The management of the queue is specified in Annex B of 3GPP TS 23.282 [2].
the controlling MCData function:
1)	if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response or queue the received SIP INVITE. The controlling MCData function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4];
2)	if the received SIP INVITE request has been queued for later transmission, shall include warning text set to "215 request to transmit is queued by the server" in a Warning header field as specified in subclause 4.9, in the SIP 100 (Trying) response, and shall send the SIP 100 (TRYING) response towards the originating participating MCData function according to 3GPP TS 24.229 [5] and not continue with the remaining steps in this subclause. Otherwise, continue with the rest of the steps;
3)	shall determine if the media parameters are acceptable and the MSRP URI is offered in the SDP offer and if not reject the request with a SIP 488 (Not Acceptable Here) response and skip the rest of the steps;
4)	if the incoming SIP INVITE request does not contain an application/vnd.3gpp.mcdata-signalling MIME body with the FD SIGNALLING PAYLOAD as described in subclause 6.2.2.3, shall reject the SIP INVITE request with appropriate reject code;
5)	shall reject the SIP request with a SIP 403 (Forbidden) response and not process the remaining steps if:
a)	an Accept-Contact header field does not include the g.3gpp.mcdata.fd media feature tag; or
b)	an Accept-Contact header field does not include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd";
6)	shall cache SIP feature tags, if received in the Contact header field and if the specific feature tags are supported;
7)	shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [38];
8)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "one-to-one-fd" and:
a)	the conditions in subclause 11.1 indicate that the MCData user is not allowed to initiate FD communications due to file size exceeding allowed limits as determined by step 4) of subclause 11.1, shall reject the SIP  INVITE request with a SIP 403 (Forbidden) response to the SIP INVITE request, with warning text set to "220 user not authorised for FD communications due to file size" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
NOTE 2:	The size of the file intended for transfer over the media plane is obtained from the 'size' selector of the file-selector attribute in the received SDP offer.
b)	the SIP INVITE request:
i)	does not contain an application/resource-lists MIME body or contains an application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text set to "205 unable to determine targeted user for one-to-one FD " in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
ii)	contains an application/resource-lists MIME body with exactly one <entry> element, shall invite the MCData user identified by the <entry> element of the MIME body, as specified in subclause 10.2.5.4.3; and
shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 7.3;
9)	if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP INVITE request is set to a value of "group-fd":
a)	shall retrieve the necessary group document(s) from the group management server for the group identity contained in the SIP INVITE request and carry out initial processing as specified in subclause 6.3.3, and shall continue with the remaining steps if the procedures in subclause 6.3.3 were successful;
b)	if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden) response with the warning text set to "115 group is disabled" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
b1)	if the group document contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", shall reject the SIP INVITE request with a SIP 403 (Forbidden) response with the warning text set to "167 call is not allowed on the preconfigured group" as specified in subclause 4.9 "Warning header field" and shall skip the rest of this procedure;
c)	if the <entry> element of the <list> element of the <list-service> element in the group document does not contain an <mcdata-mcdata-id> element with a "uri" attribute matching the MCData ID of the originating user contained in the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body in the SIP INVITE request, shall send a SIP 403 (Forbidden) response with the warning text set to "116 user is not part of the MCData group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
d)	if the <list-service> element contains a <mcdata-allow-file-distribution> element in the group document set to a value of "false", shall send a SIP 403 (Forbidden) response with the warning text set to "213 file distribution not allowed for this group" in a Warning header field as specified in subclause 4.x and shall not continue with the rest of the steps;
e)	if the <supported-services> element is not present in the group document or is present and contains a <service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd", shall send a SIP 488 (Not Acceptable) response with the warning text set to "214 FD services not supported for this group" in a Warning header field as specified in subclause 4.9 and shall not continue with the rest of the steps;
f)	if the user identified by the MCData ID:
i)	is not allowed to initiate group MCData communications on this group identity as determined by step 2) of subclause 11.1, shall reject the SIP INVITE request with a SIP 403 (Forbidden) response, with warning text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause;
ii)	is not allowed to initiate group MCData communications on this group identity due to exceeding the maximum amount of data that can be sent in a single request as determined by step 8) of subclause 11.1, shall reject the SIP INVITE request with a SIP 403 (Forbidden) response to the SIP INVITE request, with warning text set to "208 user not authorised for MCData communications on this group identity due exceeding the maximum amount of data that can be sent in a single request" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause; and
iii)	is not allowed to initiate FD communications on this group identity due to file size exceeding the allowed limits as determined by step 6) of subclause 11.1, shall reject the SIP INVITE request with a SIP 403 (Forbidden) response to the SIP INVITE request, with warning text set to "219 user not authorised for FD communications on this group identity due to file size" in a Warning header field as specified in subclause 4.9, and shall not continue with the rest of the steps in this subclause.
NOTE 3:	The size of the file intended for transfer over the media plane is obtained from the 'size' selector of the file-selector attribute in the received SDP offer.
g)	if the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP INVITE request, as specified in subclause 6.3.5, shall return a SIP 403 (Forbidden) response with the warning text set to "120 user is not affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below;
h)	shall determine targeted group members for MCData communications by following the procedures in subclause 6.3.4;
ij)	if the procedures in subclause 6.3.4 result in no affiliated members found in the selected MCData group, shall return a SIP 403 (Forbidden) response with the warning text set to "198 no users are affiliated to this group" in a Warning header field as specified in subclause 4.9, and skip the rest of the steps below; and
jk)	shall invite each group member determined in step h) above, to the group session, as specified in subclause 10.2.5.4.3; and
kl)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 7.3.
Upon receiving a SIP 200 (OK) response for a SIP INVITE request as specified in subclause 10.2.5.4.3 and if the MCData ID in the SIP 200 (OK) response matches to the MCData ID in the corresponding SIP INVITE request the controlling MCData function:
1)	shall generate SIP 200 (OK) response to the SIP INVITE request according to 3GPP TS 24.229 [5];
2)	shall include the option tag "timer" in a Require header field;
3)	shall include the Session-Expires header field and start supervising the SIP session according to rules and procedures of IETF RFC 4028 [38], "UAS Behavior". The "refresher" parameter in the Session-Expires header field shall be set to "uac";
4)	shall include a P-Asserted-Identity header field with the public service identity of the controlling MCData function;
5)	shall include a SIP URI for the MCData session identity in the Contact header field identifying the MCData session at the controlling MCData function;
6) shall include the following in the Contact header field:
a)	the g.3gpp.mcdata.fd media feature tag;
b)	the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.fd"; and
c)	the isfocus media feature tag;
7)	shall include Warning header field(s) received in incoming responses to the SIP INVITE request; 
8)	shall include in the SIP 200 (OK) response an SDP answer to the SDP offer in the incoming SIP INVITE request as specified in the subclause 10.2.5.4.2;
9)	shall interact with the media plane as specified in 3GPP TS 24.582 [15] subclause 7.3; and 
10)	shall send a SIP 200 (OK) response to the inviting MCData client according to 3GPP TS 24.229 [5].
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Upon receiving a request from the MCData user to send an MCData emergency alert, the MCData client shall determine whether or not it is authorised to originate an emergency alert, as follows: 
1)	if the <allow-activate-emergency-alert> element of the <actions> element of a <rule> element of the <ruleset> element of the MCData user profile document identified by the MCData ID and profile index associated with MCData user (see 3GPP TS 24.484 [12]) is present and is set to a value of "true", then the MCData emergency alert request shall be considered to be an authorised request for an MCData emergency alert.; and 
2)	if the group document of the MCdata group indicated by the MCData user contains a <list-service> element that contains a <preconfigured-group-use-only> element that is set to the value "true", then the MCData emergency alert request shall be considered to be an unauthorised request for an MCData emergency alert.
In all other cases, the MCData client shall indicate to the MCData user that the request for sending an MCData emergency alert is unauthorised and shall terminate this procedure.
If the request was authorised, but the MCData user has not indicated the identity of the MCData group to receive the emergency alert, the MCData client shall use, in descending order of preference, one of the following: the value of the <entry> element of the <GroupEmergencyAlert> element of the <Common> element in the MCData user profile, if present; if not, the identity of the MCData group to which the most recent communication or affiliation request was made by the MCData client since last acquiring the MCData service. If an MCData group identity cannot be determined, the MCData client shall indicate the fact to the MCData user and shall terminate this procedure.
The MCData client shall generate a SIP MESSAGE as an out-of-dialog request, in accordance with 3GPP TS 24.229 [5] and IETF RFC 3428 [6], and:
1)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata" (coded as specified in 3GPP TS 24.229 [5]), in a P-Preferred-Service header field according to IETF RFC 6050 [7] in the SIP MESSAGE request;
2)	shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [8];
3)	may include a P-Preferred-Identity header field in the SIP MESSAGE request containing a public user identity as specified in 3GPP TS 24.229 [5];
4)	shall include an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing the <mcdata-Params> element (see clause D.1) with:
a)	the <mcdata-request-uri> element set to the MCData group identity;
b)	the <alert-ind> element set to a value of "true";
c)	the <mcdata-client-id> element set to the MCData client ID of the originating MCData client; and
d)	if the MCData client is aware of active functional aliases and if an active functional alias is to be included in the SIP MESSAGE request, the <functional-alias-URI> element set to the URI of the used functional alias;
5)	shall include an application/vnd.3gpp.mcdata-location-info+xml MIME body with a <Report> element included in the <location-info> root element (see clause D.4);
6)	shall include in the <Report> element the specific location information configured for the MCData emergency alert location trigger; 
7)	shall set the MCData emergency state if not already set; 
8)	shall set the MCData emergency alert state to "MDEA 2: emergency-alert-confirm-pending";
9)	shall set the Request-URI to the public service identity identifying the participating MCData function serving the group identity; and
10)	shall send the SIP MESSAGE request according to rules and procedures of 3GPP 24.229 [5];
On receiving a SIP 2xx response to the SIP MESSAGE request, the MCData client shall set the MCData emergency alert state to "MDEA 3: emergency-alert-initiated" and shall give the MCData user an indication of success.
On receiving a SIP 4xx response a SIP 5xx response or a SIP 6xx response to the SIP MESSAGE request, the MCData client shall set the MCData emergency alert state to "MDEA 1: no-alert" and shall indicate the failure to the MCData user.
NOTE:	If no response is received after an implementation dependent amount of time or if there is an indication of communication failure, the MCData client can inform the user, and can clear the MCData emergency alert state or can retry sending the emergency alert to the MCData participating server. The MCData emergency state is left unchanged, as the MCData user presumably is in the best position to determine whether or not there still is an emergency situation and can use manual clearing, as necessary.
= = = = = END CHANGES = = = = = 


