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1. Introduction
SA3-LI's TS 33.126, requires that the target or other users of a PLMN should not be aware or have knowledge of LI being performed, before, during or after LI has been performed on the target or other users. CT1 cannot deviation from those SA3-LI requirements.
2. Reason for Change
In TS 33.126, SA3-LI has indicated clearly  that the capability and the act of lawful interception by the PLMN must not be made known to the target UE that can be subject to such lawful interception - see extracted text provided as follows:-
[extract from TS 33.126]

6.6
Security

R6.6 - 10
Undetectability by the Target - The CSP shall perform interception in such a manner that the target is unable to detect interception is taking place, before, during, and after the interception.
R6.6 - 20
Undetectability by Other Users - The CSP shall perform interception in such a manner that no other users of CSP's services can detect that interception is taking place, before, during, and after the interception.

R6.6 - 30
Undetectability by Non-Authorized Parties - The CSP shall ensure that non unauthorized personnel or processes (including automated or Artificial Intelligence based systems) that are part of the service cannot detect that interception is taking place, before, during, and after interception.
R6.6 - 40
Undetectability across LEAs - The CSP shall perform interception in such a manner that no other LEA can detect that interception is taking place, before, during, and after interception.

R6.6 - 50
Undetectability across CSPs - The CSP shall be able to perform interception such that no CSP not obligated by the warrant can detect that interception is taking place.

Note:
In TS 33.126, "CSP" is the abbreviation for "Communications Service Provider". Thus CSP is the Operator; the MNO, the PLMN.
Given that a UE should not know about a PLMN's lawful interception requirements, it is wrong then that CT1 should be studying how in UE's PLMN selection procedure, an input to such selection is a PLMN's support of LI requirements. In fact, LI requirements should not play any part in UE's PLMN selection.
3. Conclusions

LI requirements should not play any part in UE's PLMN selection.
4. Proposal

It is proposed to agree the following changes to 3GPP TR24.821 v0.2.0
* * * First Change * * * *
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* * * Next Change * * * *

5.2
Key issue #2: LI requirements 

In [8], SA3-LI has established the requirement to "enforce the use of a Core Network of PLMN in the country where the UE is physically located". 

However, given that 3GPP TS 33.126 [yy] clearly mandates that a PLMN's capability and allowance to perform LI on a UE cannot be made known to any non-authorised user or UE, this requirement - that the "Core Network of PLMN in the country where the UE is physically located" must be the one to serve the UE - cannot translate to allowing the UE to have knowledge or awareness of a PLMN's LI capability and requirements as an input to PLMN selection.
But if a UE were to make repeated selection attempts onto PLMN to be repeatedly rejected because the UE has not selected a PLMN whose CN and the UE are in same physical country, then there will be a lot of wasted UE and network signalling and also a hit on power consumption in the UE. Thus from the protocol efficiency and resource utilization efficiency point of view, CT1 can study if there are ways to minimizes the possibility of registration rejection due to selection onto PLMNs whose CNs are not in same physical country as the UE. 

The following questions are expected to be studied within this key issue:

-
how the UE determines which PLMN(s) can be selected in determined country of its physical location (if it is determined that the UE is not in an international area);

-
what information could be available to the UE to help in selecting, in a given country, a PLMN whose CN is physically located in the same country as the UE:




The LI requirement mentioned in [8] cannot apply to PLMN selection in international areas (e.g. international waters and airspace) as international areas are not under the jurisdiction of any country, see definition in subclause 3.1. Hence this key issue is not relevant for international areas.

This key issue is related to Key issue #1.

* * * End of Change * * * *

