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1. Background (Conventional Solutions)

The NSSAA procedure is described in 3GPP TS 23.502 in subclause 4.2.9.2 entitled "Network Slice-Specific Authentication and Authorization". The description in that subclause is illustrated in the figure below.

[image: image1.emf]19a. UE configuration update procedure

AAA-S AAA-P NSSAAF AMF UE

1. trigger to perform Slice-Specific 

Authentication And Authorisation

2. NAS MM Transport (EAP ID Request, S-NSSAI)

3.  NAS MM Transport (EAP ID response, S-NSSAI)

4. Nnssaaf_NSSAA_Authenticate Req (EAP ID Response, GPSI, S-NSSAI)

 5. AAA Protocol message (EAP ID Response, GPSI, S-NSSAI)

6. AAA Protocol message (EAP ID Response, GPSI, S-

NSSAI)

7.AAA Protocol message (EAP msg, GPSI, S-NSSAI)

 9. Nnssaaf_NSSAA_Authenticate Resp (EAP msg, GPSI, S-NSSAI)

 8. AAA Protocol message (EAP msg, GPSI, S-NSSAI)

10. NAS MM Transport (EAP msg, S-NSSAI)

11. NAS MM Transport (EAP msg, S-NSSAI)

12. Nnssaaf_NSSAA_Authenticate Request (EAP msg, GPSI, S-NSSAI)

 13. AAA Protocol message (EAP msg,  AAA-S Addr., GPSI, S-NSSAI)

14.AAA Protocol message (EAP msg, GPSI, S-NSSAI)

15.AAA Protocol message (EAP success/failure, GPSI, S-

NSSAI)

 17. Nnssaaf_NSSAA_Authenticate Resp (EAP Success/failuremsg, GPSI, S-NSSAI)

 16. AAA Protocol messager (EAP Success/failure, GPSI, S-NSSAI)

18. NAS MM Transport (EAP success/failure)

19b.Network-initiated Deregistration


Figure 4.2.9.2-1: Network Slice-Specific Authentication and Authorization procedure
As illustrated in Figure 4.2.9.2-1, the NSSAA procedure includes authentication and authorisation of the UE performed from the AAA-S. The authentication and authorisation is based on the extensible authentication protocol (EAP) and the authentication mechanism may is determined by the AAA-S. The EAP signalling exchange between the UE and the AAA-S goes via the AMF, which acts as authenticator according to the EAP mechanism in IETF RFC 3748. Between the UE and the AMF the EAP messages are encapsulated and carried in NAS MM protocol messages which is illustrated in the following figure from subclause 4.2.9.2 in 3GPP TS 24.501.
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Figure 5.4.7.1.1: Network slice-specific authentication and authorization procedure

Considering the procedure in Figure 4.2.9.2-1, the communication failure in the access stratum (AS) layer can happen at any of the steps between 2 and 19 . The AMF has configured the UE with a pending NSSAI before step 2. This means that already in step 2 the UE and the AMF store the pending NSSAI in the NAS layer MM context. There are at least 3 different scenarios when the communication failure in the AS layer (e.g. radio link failure (RLF) or UE moves to forbidden area) can happen:

a)
The failure happens between after step 2 and before step 11. In this case the NSSAA signalling exchange has started, but the EAP procedure couldn't be completed. With other words, the EAP procedure is timed out and the AAA-S and the AMF may determine this situation and will know that the EAP procedure (i.e. probably all ongoing EAP procedures for each of the S-NSSAIs from the pending NSSAI) is terminated.

b)
The failure happens between after step 11 and before step 18. In this case the EAP procedure has been completed on the network side, i.e. between AMF and AAA-S, but the UE is not updated yet with the EAP result. The AMF and AAA-S will be aware and store the EAP procedure result, e.g. success or failure, although the UE does not know the EAP result. 

c)
The failure happens between after step 18 and before step 19. In this case all EAP entities, i.e. UE, AMF and AAA-S are aware and store the EAP result, but the UE is not updated yet with the new allowed NSSAI or rejected NSSAI or pending NSAAI, as step 19 couldn’t be executed.  In this document the general term "NSSAI configuration" may be used to express any of the combinations of the allowed NSSAI, rejected NSSAI or pending NSAAI.

In any of the above cases a), b) or c), the UE and AMF store the pending NSSAI and it is not clear what is the UE and AMF behaviour when the AS layer regain back the connectivity.

2. Propose solution
The proposed solution is to divide the AMF procedure in three different categories:
a)
if the NSSAA procedure has not been completed;

b)
if the NSSAA procedure has been completed however due to the communication failure in the AS-layer the AMF has not transmitted the outcome of the NSSAA procedure towards the UE; and
c)
if the NSSAA procedure has been completed and the AMF has transmitted the outcome of the NSSAA procedure towards the UE before the communication failure in the AS-layer.

In the all cases above a), b) and c) the AMF shall disable the pending NSSAI and if the communication failure is considered to be permanent, the allowed NSSAI and the rejected NSSAI shall not be updated.
In case b) or c) the EAP results associated with the corresponding S-NSSAIs may be stored from the outcome of the NSSAA procedure in case of possibility of regaining back the AS-layer connection for future transmission or retransmission.
The proposal on the UE side, if the AS-layer connectivity is lost due to communication failure:

a)
the UE shall start a timer and upon expiration of the timer, if the AS-layer connectivity is not regained, the UE shall delete the pending NSSAI; or

b)
the UE shall delete the pending NSSAI if the AS-layer is considered to be permanent.

The proposal is formulated as CRs C1-20XXXX and C1-20YYYY for rel-16 and rel-17 against 3GPP TS 24.501.
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