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Introduction:

For Rel-17 enhanced CP-SOR in connected mode, the SOR connected mode control information (SOR-CMCI) is provided by the HPLMN UDM to the UE to inform the UE about the timing the UE shall release selected ongoing PDU sessions, to enter idle mode and initiates higher priority PLMN selection. Based on the operator policy, the SOR-CMCI can also be configured in the UE.
The stage-1 requirements indicates that while supporting enhancement of steering of roaming in connected mode, minimum impact on 5G system is expected:

The following set of requirements complement the requirements listed in 3GPP TS 22.011 [3], clause 3.2.2.8.

The 5G system shall support a mechanism for the HPLMN to control the timing when a UE registered on a VPLMN, in automatic mode (see clause 3.1 of TS 23.122 [25]) and currently in CONNECTED mode, enters IDLE mode and initiates higher priority PLMN selection based on the type of ongoing communication.
NOTE:
Changes needed to support the above requirement are expected to have minimum impact on the 5G system. UE is expected to initiate the above-mentioned PLMN selection e.g. by locally releasing the established N1 NAS signalling connection.

Steering of roaming control information provided by the HPLMN to the UE shall not force the UE to release ongoing services when the UE are engaged in high priority service (e.g. emergency call, MPS session or other sessions defined by the user to be of high priority).
The mechanism mentioned above in this clause shall be available to the HPLMN even if the VPLMN the UE is registered on is compliant to an earlier release of the 5G system.

This discussion paper examines the various options and the related timing when the UE can use the SOR-CMCI while performing SOR. Also it analyses if these options are applicable to pre-rel-17 VPLMN (AMF) as well as the impact on pre-rel-17 UEs. 
The discussion paper concludes the requirements for applying SOR-CMCI in 5GS.
Discussion:

Steering of Roaming (SOR) is a service related to the operator's business aspects, allowing the operator to control their UEs to roam in a different visited operator's network than the one they are registering on. This is based on the whole sale agreements among operators regarding the use of the VPLMN resources. The limitation, and thus triggering SOR, is when the HPLMN aims to prevent the targeted UE from using resources of the VPLMN, i.e. user plane data packets to be sent over the VPLMN. This is due to the tariff agreement between the HPLMN and the VPLMN. The tariff beyond the agreed threshold of data use among the 2 operators can be quite expensive. 

Based on the above, SOR needs to be performed as soon as possible with no delay. This is why we need the enhancement of CP-SOR to achieve this, i.e. perform SOR and reduce the amount of data packets over the VPLMN to the minimum possible (zero is the optimal value), hence introducing the SOR-CMCI. For optimal solution, the SOR-info and the SOR-CMCI should be processed at the UE at the same time with no delay.
Observation-1: SOR-CMCI should be available at the UE together with the SOR-Info, i.e. with no time delay. 
In the following we will discuss various options to provide the UE with SOR-CMCI: 

Please note:

- The call-flows/procedure messages names may not be aligned to the latest standards procedures, and the call-flows are used here only for illustration purposes.
- Selective and not all possible scenarios are discussed in this paper. However the scenarios are selected to help determining some conclusions.
- In the flows, it is assumed that Rel-17 UE is supporting SOR-CMCI. A Rel-17 UE belonging to a HPLMN not supporting enhanced SOR in CM shall ignore the SOR-CMCI information, if received, and only perform SOR (without the enhancement brought by eCPSOR_CON).
Option 1: Registration procedure with a secured packet provided to the UE in the Registration Accept message, including SOR info + SOR-CMCI 
In this option:

- The SOR-AF provides a secured packet (including list of preferred PLMN/access technology combinations and the SOR-CMCI).

- The AMF uses the SOR container to convey the SOR-info (including the secured packet) to the UE.

- The UE receives both the SOR-info and the SOR-CMCI at the same time. A pre-rel-17 UE drops the information (SOR-CMCI) that it does not understand and only use the list of preferred PLMN/access technology combinations and the ACK indication.

- The Rel-17 UE supporting SOR-CMCI responds to the HPLMN with the SOR-CMCI indication, sent with the ACK, to inform the HPLMN that it has received the SOR-CMCI and used it. 
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Evaluation:
+ Including the SOR-CMCI in the SOR secured packet fulfils the requirement to enable the UE to perform SOR immediately, and based on the provided criteria in the SOR-CMCI with no delay.

+ The VPLMN AMF can be of pre-rel-17.

- A VPLMN AMF of pre-rel-17 cannot provide the "SOR-CMCI is used" indication to the HPLMN.

- The HPLMN may not know the supported UE's release version and thus its support to SOR-CMCI, as the user may insert the USIM in a pre-re-17 ME. 
Observation-2: Including the SOR-CMCI in the secured packet is a good way forward that has no impact on the AMF, and on the condition that a UE not supporting SOR-CMCI can drop the information it does not understand (SOR-CMCI).
Option 2: Registration procedure with SOR-info + SOR-CMCI containers provided to the UE in the Registration Accept message 
In this option:

- The UE provides its capability of supporting SOR-CMCI in the Registration procedure. This information is passed from the AMF to the UDM.
- The UDR provides the UDM with the list of preferred PLMN/access technology combinations, the need for ACK and the SOR-CMCI (if supported by the UE).

- The UDM secures via AUSF all provided parameters. A new procedure is required for the SOR-CMCI.

- The AMF includes 2 containers in the Registration Accept message (SOR container and a new SOR-CMCI container).

- The UE receives both containers at the same time and can process both SOR-info and SOR-CMCI at the same time.

- The Rel-17 UE supporting SOR-CMCI responds to the HPLMN with the SOR-CMCI indication, with the ACK, to inform the HPLMN that it has received the SOR-CMCI and used it. 
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Evaluation:

+ Including the SOR-CMCI in the Registration Accept message, together with the SOR-info, fulfils the requirement to enable the UE to perform SOR immediately, and based on the provided criteria in SOR-CMCI with no delay.

- A HPLMN that has not decided to enhance SOR (implement eCPSOR_CON feature) will still receive the UE support of the SOR-CMCI. (Note this can be overcome as the AMF knows the release version of the UDM).
- A new procedure at the HPLMN to provide integrity protection for the SOR-CMCI (UDM-AUSF).

- The VPLMN AMF needs to be of Rel-17.  A pre-rel-17 AMF does not understand the new UE capability or the SOR-CMCI container. The AMF may drop the new UE capability if acting maliciously, and the HPLMN will not understand why it is dropped (if the AMF is of pre-rel-17 or malicious AMF).
Observation-3: Including the SOR-CMCI in a new NAS container and provide it to the UE in the Registration Accept message is not preferable as it has several impacts on the system and requires a Rel-17 AMF. Also if the UE provides its capability of supporting SOR-CMCI in the Registration Accept message, then a malicious VPLMN may drop this information and the HPLMN will not know the reason (if malicious or pre-rel-17 AMF). 
Option 3: Registration procedure with SOR-container and SOR-CMCI container sent in the Registration Accept message and SOR-CMCI is configured in the UE
In this option:

- The UE is configured with SOR for initial registration and also SOR-CMCI is configured in the UE.

- The UDM/UDR may verify the UE configuration for SOR-CMCI. The HPLMN may decide sending the SOR-CMCI to the UE if the configured SOR-CMCI is not applicable for the VPLMN the UE is registering on.
- The UDM secure via AUSF all provided parameters. A new procedure is required for the SOR-CMCI.

- The AMF includes 2 containers in the Registration Accept message (SOR container and a new SOR-CMCI container). 
- The UE receives both containers in the same NAS message and can process both SOR-info and SOR-CMCI at the same time. If the UE does not receive SOR-CMCI from the UDM and the SOR-info indicates the use of the SOR-CMCI configured in the UE, then the UE shall use the configured one.
- The Rel-17 UE responds to the HPLMN with the SOR-CMCI indication, with the ACK, to inform the HPLMN that it has received the SOR-CMCI and used it, used the configured one, or did not use any. 
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Evaluation:

+ Optionally configuring the UE with the SOR-CMCI fulfils the requirement to enable the UE to perform SOR immediately, and based on the provided criteria in SOR-CMCI with no delay, if the HPLMN wishes to use the configured SOR-CMCI. 

+ Including the SOR-CMCI in the Registration Accept message fulfils the requirement to enable the UE to perform SOR immediately, and based on the provided criteria in SOR-CMCI with no delay.

- if the HPLMN aims to instruct the UE to use the configured SOR-CMCI, ex. by indicating this in the SOR-info header, then this requires a Rel-17 AMF.

- A new procedure at the HPLMN to provide integrity protection for the SOR-CMCI (UDM-AUSF).

- The VPLMN AMF needs to be of Rel-17, as it does not understand the new SOR-CMCI container. If the AMF drops the SOR-CMCI due to no support then the HPLMN will not understand why it is dropped (if the AMF is of pre-rel-17 or malicious AMF).

- The HPLMN may not know the supported UE release version, as the user may insert the USIM in a pre-rel-17 ME. This can lead to the UE receiving SOR-CMCI that it does not understand. However the UE may drop the received SOR-CMCI.

Observation-4: Providing an option to configure the UE with the SOR-CMCI, allows the UE to use the configured SOR-CMCI for SOR in case no new SOR-CMCI is received in the Registration Accept message. However unless a Rel-17 AMF is serving the UE, the HPLMN will not be able to instruct the UE whether to use the configured SOR-CMCI or not per each SOR transaction.
Option 4: Registration procedure to carry SOR-info and UPU procedure to carry SOR-CMCI after registration 
In this option:

- The UDM does not know the release of the AMF.

- SOR-AF may provide a secured packet (including list of preferred PLMN/access technology combinations list with an indication that SOR-CMCI is also provided) and another secure packet with SOR-CMCI.

- The UDM sends the SOR-info (Secured packet and the ACK) to the AMF that transparently forwards the SOR-info in the SOR container to the UE.
-The Rel-17 UE processes the SOR-info as described in the specification today in Rel-16 specification. If the UE has established PDU session(s) or already requested a PDU session establishment, then based on the indication in the SOR-info, start a timer (T) and wait for the SOR-CMCI. During timer T, the UE may also request to establish new PDU sessions or release established PDU sessions.
- The UE sends back the ACK to the HPLMN, and a Rel-17 UE also indicate to the HPLMN that it supports SOR-CMCI and it is waiting for the information.

- The UDM initiates UPU procedure and sends the SOR-CMCI to the UE over the VPLMN AMF, (here it is assumed that the issue of extending the type of container is solved),
- The UE receives the NAS DL Transport message with the SOR-CMCI container. It stops the timer T and processes the information received in the SOR-CMCI, sends back a NAS UL Transport with an ACK (if requested by the UDM) informing the UDM that SOR-CMCI is received and used. Based on SOR-CMCI, the UE enters idle mode and selects a higher priority PLMN/AT.
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Evaluation:
+ The UE receives an indication from the HPLMN that SOR-CMCI will follow. If the UE understands this information and it needs SOR-CMCI to be provided, it can inform the HPLMN UDM.

+ The UDM understands that the UE supports the SOR-CMCI before deciding to send it.

+ No impact on UDM-AUSF operation for securing the SOR-CMCI (using UPU procedure).

- The VPLMN AMF needs to be of Rel-17, as it does not understand the new SOR-CMCI container. 
- If the AMF drops the UE indication to support SOR-CMCI, then the HPLMN will not understand why it is dropped (if the AMF is of pre-rel-17 or malicious AMF).
- Waiting for the timer (T) for the UE to receive SOR-CMCI is not optimal from operation perspective and the intention of introducing this new feature. During timer T, the UE continues to use resources of the VPLMN and may even request for establishing new PDU sessions.

Observation-5: During the registration procedure, using UPU procedure to convey the SOR-CMCI from the HPLMN to the UE requires that the HPLMN knows the release of the VPLMN AMF the UE is connected to. Providing the UE with SOR-info and then after a time (T) provide SOR-CMCI does not fulfil the operator requirement of having both SOR-info and SOR-CMCI to be processed at the same time to prevent any further user-plane data packets to be sent over the VPLMN or preventing the UE from even requesting and establishing new PDU sessions.
Option 5: After Registration procedure with SOR-info container and SOR-CMCI container (using UPU procedure) in NAS DL Transport message 
In this option:

- The VPLMN AMF provides its supported release to the UDM during the registration procedure, using Nudm_UECM_Registration message. The UDM stores this information in the UDR. (AMF version can be used for other features and not only for the sake of SOR). .

- SOR-AF may provide a secured packet with (including list of preferred PLMN/access technology combinations list with an indication that SOR-CMCI is also provided if applicable) and another secure packet with SOR-CMCI if the AMF is of Rel-17 onwards. 
- After securing both SOR-info (Secured packet and the ACK) and SOR-CMCI secured packet with AUSF, the UDM sends both the SOR-info and the secured SOR-CMCI to the AMF. 

- The AMF provides the UE with both the SOR-info and the SOR-CMCI at the same time using the NAS DL transport message.

- The Rel-17 UE processes both SOR-info and SOR-CMCI. A pre-rel-17 UE may fail if received the new SOR-CMCI using UPU (due to the "reserved" value of the container type).

- The UE sends back an ACK (if requested by the HPLMN UDM) and also a Rel-17 UE indicates that it has received the SOR-CMCI and used it.
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Evaluation:
+ The UDM/UDR and the SOR-AF know the release of the VPLMN AMF and its support for the new UPU container type (SOR-CMCI). Based on this, the HPLMN provides the SOR-CMCI to the UE.
+ The UE can process both SOR-info and SOR-CMCI at the same time.

+ No impact on UDM-AUSF operation for securing the SOR-CMCI, where using UPU procedure.

- /+ Extra indication to be provided by the AMF to the UDM (however with an existing operation/procedure).

- The UE may be of pre-rel-17 and may fail if it does not understand the UPU new container type (SOR-CMCI).
Observation-6: A Rel-17 AMF informing the HPLMN UDM about its release can facilitate the use of UPU procedure for SOR-CMCI, and also allowing both SOR-info and SOR-CMCI to be provided at the same time due to the AMF support of such operation. To succeed, the HPLMN needs to know the UE support for SOR-CMCI as well.
Conclusion:

It is proposed to agree the conclusions below, to be considered while designing the stage-2 for enhanced CP-SOR in connected mode:

1. The target for achieving enhanced CP-SOR in connected mode is to ensure that the UE processes both SOR-info and SOR-CMCI at the same time, i.e. they are both available at the UE with no time delay.

2. Based on the operator policy, the UE may be configured with SOR-CMCI that can be used in cases where no SOR-CMCI can be provided to the UE over NAS. If the UE is configured with SOR-CMCI, then the configured parameters are also known to the HPLMN and stored in the UDM/UDR. 
It is FFS on how the HPLMN indicates to the UE to not use the stored SOR-CMCI for the VPLMN it is performing SOR on.

3. If the UE is configured for SOR-CMCI receives SOR-CMCI from the HPLMN then the received SOR-CMCI over NAS has precedence.
4. The UE needs to provide its capability in supporting SOR-CMCI to the HPLMN.

5. In addition to the ACK, if requested by the HPLMN, the UE may indicate that it has received the SOR-CMCI over NAS and used it, used the configured SOR-CMCI, or none.
6. The assumption is that, a pre-Rel-17 UE or a Rel-17 UE not supporting SOR-CMCI can drop the SOR-CMCI if it does not understand it. (This needs to be confirmed by UE vendors).
(Exception for the pre-rel-17 UE receiving SOR-CMCI container over UPU, where the UE will fail).
To support pre-rel-17 VPLMN AMF, possible solutions are:

1. Provide the UE with SOR secured packet including the list of preferred PLMN/access technology combinations and the SOR-CMCI. This does not require new security procedure (UDM-AUSF).

2. Providing the optional configuration of SOR-CMCI in the UE and allow the HPLMN operator to instruct the UE to use the stored information (or not use the stored SOR-CMCI information) if no SOR-CMCI is received over NAS. This can be considered for SOR procedures "during registration" or "after registration". Also priority should be set to the receive SOR-CMCI information in NAS over the configured one in the UE.

Solution is limited to Rel-17 VPLMN AMF:

1. Requires the AMF to inform the UE's HPLMN UDM about the supported release of the AMF.

2. For the UE to provide its capability in supporting SOR-CMCI to the HPLMN requires that the AMF can pass this information to the UDM.
3. Sending both SOR container (with SOR-info) and a new SOR-CMCI container in the same message, as Registration Accept message and NAS DL Transport message, is to be introduced.

4. Facilitate the use of UPU procedure (to perform SOR after registration), and thus no new security procedure (UDM-AUSF). (we are assuming that the issue with UPU procedure while extending container type is resolved).
See CR in C1-205952/TS23.122 reflecting few of the requirements.
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Initiated only in case SOR was requesting ACK

If the AMF is of Rel-17, SOR-AF provides  a secured packet with PLMN/AT list + an indication if SOR-CMCI will follow . Provide another secure packet with SOR-CMCI .



The AMF provides the UE with SOR container including the  SOR info and UPU container with SOR-CMCI



Nausf_UPU Protect-req

2Nausf_UPU protecti-resp



UE checks SOR info

and SOR-CMCI to decide on SOR



PreRel-17 UE not understanding UPU new container will fail

Update request

NAS DL Transport message

 SOR container and SOR-CMCI container



Nudr_SDM_info -resp



Registration procedure

Nudm_UECM_Registration

AMF provides its supported Release to the UDM

(Rel-17)

Store this info in  the UDR














UE

AMF

AUSF

SEPP

UDM

UDR

UE

AMF

AUSF

SEPP

UDM

UDR

SOR-AF

SP-AF

NAS  Register

Nudm_SDM_Get- request

Nudr_SDM_obtain-req

Nausf_SORProtect-req

2Nudr_SDM_Obtain-resp)

Nausf_SORProtect-resp

Nudm_SDM_Get-Response

NAS Reg Accept

Registration complete

(ACK) 
Also indicate that 

SOR-CMCI is used

Nudm_SDM_Inforeq (SORAck +SOR_CMCIAck

Nudr_SDM_info-req

Nudr_SDM_info-resp





UE checks both SOR info + SOR-CMCI

Check If no SOR-CMCI is received and the SOR info indicates use of configured SOR-CMCI

The AMF provides the UE with 2  containers SOR container + new SOR-CMCI  container.

Provide a list of PLMN/AT + indications to use SOR-CMCI if needed



Nausf_SOR-CMCI Protect-req

Nausf_SOR-CMCI Protec-respt

UE is configured with SOR for initial reg + SOR-CMCI












UE

AMF

AUSF

SEPP

UDM

UDR

SOR-AF

SP-AF

UE

AMF

AUSF

SEPP

UDM

UDR

SOR-AF

SP-AF

NAS  Register

Nudm_SDM_Get request

Nudr_SDM_Get req



Nsoraf_SOR_Obtain reqt

Nausf_SORProtect

Nudr_SDM_Get- res

Nsoraf_SOR_Obtain-res

Nausf_SORProtect

Nudm_SDM_Get-resp

NAS Reg Accept



Registration complete

(SOR ACK) 
Also indicate if SOR-CMCI is used

Nudm_SDM_Inforeq (SORAck +SOR_CMCIAck)

Nudr_SDM_info-requ

Nsoraf_SOR_Inforeq

Nudr_SDM_info-resp 

Nspaf_SecuredPacket -req

Nspaf_SecuredPacket-resp



Interact when SOR-AF is used. Further can access SP-AF for generating secure packet

Provide  a secured packet (PLMN /AT list + SOR-CMCI)



UE checks both SOR info + SOR-CMCI

Pre-rel-17 UE will drop the SOR-CMCI

The AMF provides the UE with SOR container including the secured packet (SOR info + SOR-CMCI)














