3GPP TSG CT WG1 Meeting #126-e





C1-205940
Electronic meeting, 15-23 October 2020
Source:
Qualcomm Incorporated
Title:
Discussion on the use of secondary authentication/authorization vs the use of PAP/CHAP in 5GS
Agenda item:
15.3
Document for:
Decision
1.  Introduction

At CT3#111-e, CT3 sent LS C3-204434 asking CT1 the following questions:

Question 1: If a 5G UE were to include PAP/CHAP in ePCO, whether the UE also supports EAP based authentication mechanism?

Question 2: If the answer to Question 1 is Yes, can 5G UE include the required authentication information in both PAP/CHAP in ePCO and DN Request Container information?

Question 3: If the answer to Question 2 is Yes, and if 5G UE includes PAP/CHAP in ePCO, whether and how the SMF or combined PGW-C+SMF could determine to use EPS or 5GS authentication mechanism with DN AAA? Can UE indicate its preference?

The purpose of this document is to analyze the relevant stage 2 and stage 2 requirements in order to provide answers to these questions.
2.  Discussion
2.1  Stage 2 and stage 3 requirements on secondary authentication/authorization in 5GS
The stage 2 requirements for secondary authentication/authorization by a DN-AAA server during the PDU session establishment are documented in TS 23.501 subclause 5.6.6:

At PDU Session Establishment to a DN:

· (…)
· If the UE provides authentication/authorization information corresponding to a DN-specific identity during the Establishment of the PDU Session, and the SMF determines that Secondary authentication/authorization of the PDU Session Establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN-AAA server via the UPF if the DN-AAA server is located in the DN. If the SMF determines that Secondary authentication/authorization of the PDU Session Establishment is required but the UE has not provided a DN-specific identity as part of the PDU Session Establishment request, the SMF requests the UE to indicate a DN-specific identity using EAP procedures as described in TS 33.501 [29]

And the call flow for this procedure is documented in TS 23.502 subclause 4.3.2.3, which contains the following steps:
0.
The SMF determines that it needs to contact the DN-AAA server. The SMF identifies the DN-AAA server based on local configuration or using the DN-specific identity (TS 33.501 [15]) provided by the UE inside the SM PDU DN Request Container provided by the UE in the PDU Session Establishment request or inside the EAP message in the PDU Session Authentication Complete message (TS 24.501 [25]).

This is consistent with the call flow in TS 33.501 subclause 11.1.2, which contains the following steps:
4. The UE initiates establishment of a new PDU Session by sending a NAS message containing a PDU Session Establishment Request within the N1 SM container, slice information (identified by S-NSSAI) , PDU session ID and the PDN it would like to connect to (identified by DNN).


The PDU Session Establishment Request may contain SM PDU DN Request Container IE containing information for the PDU session authorization by the external DN. 

(…)
7. The H-SMF obtains subscription data from the UDM for the given SUPI obtained from the AMF in step 5. The SMF checks the subscription data whether the secondary authentication is required and whether the UE request is allowed according to the user subscription and local policies.

(…)

9. The H-SMF shall send an EAP Request/Identity message to the UE.

10. The UE shall send an EAP Response/Identity message contained within the SM PDU DN Request Container of a NAS message. The SM PDU DN Request Container includes its DN-specific identity complying with Network Access Identifier (NAI) format and PDU session ID.

To avoid the additional round-trip in steps 9 and 10, the secondary authentication identity may be sent by the UE in step 4.
It is also consistent with the stage 3 in TS 24.501 subclause 6.4.1.2, which states:

If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the SM PDU DN request container IE is included in the PDU SESSION ESTABLISHMENT REQUEST message, the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, and:

a)
the information for the PDU session authentication and authorization by the external DN in the SM PDU DN request container IE is compliant with the local policy and user's subscription data, the SMF shall proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [24] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes; or

b)
the information for the PDU session authentication and authorization by the external DN in the SM PDU DN request container IE is not compliant with the local policy and user's subscription data, the SMF shall consider it as an abnormal case and proceed as specified in subclause 6.4.1.7.

If the PDU session being established is a non-emergency PDU session, the request type is not set to "existing PDU session", the SM PDU DN request container IE is not included in the PDU SESSION ESTABLISHMENT REQUEST message and the PDU session authentication and authorization by the external DN is required due to local policy and user's subscription data, the SMF shall proceed with the EAP Authentication procedure specified in 3GPP TS 33.501 [24] and refrain from accepting or rejecting the PDU SESSION ESTABLISHMENT REQUEST message until the EAP Authentication procedure finalizes.

From the above requirements, it follows that:
· Conclusion #1: It is the SMF which determines whether to initiate secondary authentication/authorization of the PDU session based on SMF policy associated with the DN and the user’s subscription data. Whether to initiate secondary authentication/authorization is NOT based on what the UE might have sent in the ePCO or in the SM PDU DN Request Container of the PDU Session Establishment Request message.
· Conclusion #2: If the SMF determines that secondary authentication/authorization is required and the UE has included an SM PDU DN Request Container in the PDU Session Establishment Request message, the SMF identifies the DN-AAA server based on the DN-specific identity provided by the UE in the container.
· Conclusion #3: If the SMF determines that secondary authentication/authorization is required and the UE has not included an SM PDU DN Request Container in the PDU Session Establishment Request message, the SMF sends a PDU Session Authentication Command message containing an EAP Request/Identity message to the UE, which triggers the UE to send the DN-specific identity in an EAP Response/Identity message included in a PDU Session Authentication Complete message.
· Conclusion #4: None of the requirements related to secondary authentication/authorization have any dependency on ePCO contents.
2.2  Stage 3 requirement on PAP/CHAP in 5GS
At CT1#125-e, CT1 agreed Rel-15 CR 3228 to TS 24.008 (C1-205328) which specifies that the 5G UE can include PAP/CHAP in ePCO in 5GS. Although this is not (yet) reflected in TS 24.501, the inclusion of PAP/CHAP in ePCO by the UE in 5GS is expected to work in the same manner as in EPS, that is, the use of PAP/CHAP for a given DNN is based on UE local configuration for that DNN:
[TS 24.301 subclause 6.5.1.2]

In order to request connectivity to a PDN using the default APN, the UE includes the access point name IE in the PDN CONNECTIVITY REQUEST message or, when applicable, in the ESM INFORMATION RESPONSE message, according to the following conditions:

-
if use of a PDN using the default APN requires PAP/CHAP, then the UE should include the Access point name IE; and

-
in all other conditions, the UE need not include the Access point name IE.

So if the Rel-15 UE is provisioned to use PAP/CHAP for a given DNN, when requesting to establish a PDU session to that DNN, the UE will include PAP/CHAP in the ePCO IE of the PDU Session Establishment Request message, and should include the DNN in the DNN IE of the UL NAS Transport message carrying the PDU Session Establishment Request message. The combined PGW-C + SMF will use the DNN as APN to determine if PAP/CHAP is to be used based on local policy associated with the DN and the user’s subscription data.
It is to note that both PAP/CHAP in ePCO and EAP based secondary authentication/authorization serve the same purpose i.e. authentication/authorization of the UE by an external DN. Consequently, it is unlikely that they would both be used simultaneously for the same DNN, although this is not precluded by the specifications.
3.  Conclusion
Based on the conclusions derived in the previous section, it is proposed to provide the following answers to CT3’s questions:
Question 1: If a 5G UE were to include PAP/CHAP in ePCO, whether the UE also supports EAP based authentication mechanism?


CT1’s answer to Question 1:

At CT1#125-e, CT1 agreed Rel-15 CR 3228 to TS 24.008 (C1-205328) which specifies that the 5G UE can include PAP/CHAP in ePCO in 5GS. Inclusion of PAP/CHAP in ePCO by the UE when requesting a PDU session establishment to a DNN is based on configuration at the UE for that DNN and is independent from support for EAP based secondary authentication/authorization by the UE. 
Question 2: If the answer to Question 1 is Yes, can 5G UE include the required authentication information in both PAP/CHAP in ePCO and DN Request Container information?


CT1’s answer to Question 2:

Both PAP/CHAP in ePCO and EAP based secondary authentication/authorization serve the same purpose, i.e. authentication/authorization of the UE by an external DN. Consequently it is unlikely that both methods would be used for the same DNN. However there is nothing in the specifications precluding the 5G UE from including both an ePCO IE containing PAP/CHAP, and an SM PDU DN Request Container IE, in the PDU Session Establishment Request message.
Question 3: If the answer to Question 2 is Yes, and if 5G UE includes PAP/CHAP in ePCO, whether and how the SMF or combined PGW-C+SMF could determine to use EPS or 5GS authentication mechanism with DN AAA? Can UE indicate its preference?


CT1’s answer to Question 3:

According to stage 2 requirements in TS 23.501 (subclause 5.6.6), TS 23.502 (subclause 4.3.2.3) and TS 33.501 (subclause 11.1.2), the SMF determines whether to initiate EAP based secondary authentication/ authorization based on the SMF policy associated with the DN and on the UE’s subscription data. There is no way for the UE to indicate a preference for PAP/CHAP in ePCO vs EAP based secondary authentication/ authorization.
A corresponding draft reply LS is provided in C1-205941.

