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	Reason for change:
	1) Due to the difference between the integrity protection of NAS messages and the integrity protection of NAS IEs, it is proposed to add a new subclause to spcifiy the integrity protection of NAS IEs.

2)The integrity protection of the payload container IE when the Payload container type IE is set to "SOR transparent container" or "UE parameters update transparent container" is not captured in subclause 4.4.

Quote:
[bookmark: _Toc20232663][bookmark: _Toc27746756][bookmark: _Toc36212938][bookmark: _Toc36657115][bookmark: _Toc45286779]"5.4.5.3.3	Network-initiated NAS transport of messages
Upon reception of a DL NAS TRANSPORT message, the UE shall stop the timer T3346 if running.
Upon reception of a DL NAS TRANSPORT message, if the Payload container type IE is set to:
……
d)	"SOR transparent container" and if the Payload container IE:
1)	successfully passes the integrity check (see 3GPP TS 33.501 [24]), indicates a list of preferred PLMN/access technology combinations is provided and the list type indicates:
……
2)	does not successfully pass the integrity check (see 3GPP TS 33.501 [24]) then the UE shall proceed with the behaviour as specified in 3GPP TS 23.122 [5] annex C.
……
i)	"UE parameters update transparent container" and if the Payload container IE
1)	successfully passes the integrity check (see 3GPP TS 33.501 [24]):
…..
2)	does not successfully pass the integrity check (see 3GPP TS 33.501 [24]) then the UE shall discard the content of the payload container IE;
……"


3) The generating of SoR-MAC-IUE (i.e. a part of the security mechanism for Steering of roaming ) and UPU-MAC-IUE  (i.e. a part of the security mechanism for UE parameters update via UDM control plane procedure) in NAS IEs is not specified in subclause 4.4 NAS security.


	
	

	Summary of change:
	1) Propose to have a new subclause 4.4.x to specify the integrity protection of NAS IEs.
2) Propose to capture the specification of the integrity protection of the payload container IE in subclause 4.4.x.
3) Propose to capture the generating of SoR-MAC-IUE or UPU-MAC-IUE in subclause 4.4.x.

	
	

	Consequences if not approved:
	1)The general specification of integrity protection of NAS IEs is not complete.
2)Including the integrity checking of the NAS IEs in the subclause 4.4.4 (i.e. Integrity protection of NAS signaling messages) can lead to confusion on the integrity protection of NAS messages and the integrity protection of NAS IEs.
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***** start of change *****
[bookmark: _Toc51947789][bookmark: _Toc51948881]4.4.4.2	Integrity checking of NAS signalling messages in the UE
Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the UE or forwarded to the 5GSM entity, unless the network has established secure exchange of 5GS NAS messages for the NAS signalling connection:
a)	IDENTITY REQUEST (if requested identification parameter is SUCI);
b)	AUTHENTICATION REQUEST; 
c)	AUTHENTICATION RESULT;
d)	AUTHENTICATION REJECT;
e)	REGISTRATION REJECT (if the 5GMM cause is not #76);
f)	DEREGISTRATION ACCEPT (for non switch off); and
g)	SERVICE REJECT (if the 5GMM cause is not #76).
NOTE:	These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.
Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is included.
The network can provide the SOR transparent container IE during the registration procedure to the UE in the REGISTRATION ACCEPT message. The SOR transparent container IE is integrity protected by the HPLMN as specified in 3GPP TS 33.501 [24].
Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed the integrity check is specified in subclause 5.4.2.5. If any NAS signalling message is received as not integrity protected even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this message.
***** next change *****
[bookmark: _Toc20232416][bookmark: _Toc27746502][bookmark: _Toc36212682][bookmark: _Toc36656859][bookmark: _Toc45286520]4.4.X	Integrity protection of NAS IEs
The network can provide the SOR transparent container IE during the registration procedure to the UE in the REGISTRATION ACCEPT message. The SOR transparent container IE is integrity protected by the HPLMN as specified in 3GPP TS 33.501 [24].
The UE can provide the SOR transparent container IE during the registration procedure to the network in the REGISTRATION COMPLETE message. The SoR-MAC-IUE in the SOR transparent container IE is generated by the UE as specified in 3GPP TS 33.501 [24].
The network can provide the Payload container IE during the Network-initiated NAS transport procedure to the UE in DL NAS TRANSPORT message. If the Payload container type IE is set to "SOR transparent container" or "UE parameters update transparent container", the Payload container IE is integrity protected by the HPLMN as specified in 3GPP TS 33.501 [24]. If the Payload container type IE is set to "Multiple payloads" and the payload container type field of the payload container entry is set to "SOR transparent container" or "UE parameters update transparent container", the payload container entry contents field of the payload container entry is integrity protected correspondingly.
The UE can provide the Payload container IE during the UE-initiated NAS transport procedure to the network in UL NAS TRANSPORT message. If the Payload container type IE is set to "SOR transparent container" or "UE parameters update transparent container", the SoR-MAC-IUE or UPU-MAC-IUE in the Payload container IE is generated by the UE as specified in 3GPP TS 33.501 [24]. If the Payload container type IE is set to "Multiple payloads" and the payload container type field of the payload container entry is set to "SOR transparent container" or "UE parameters update transparent container", the SoR-MAC-IUE or UPU-MAC-IUE in the payload container entry contents field of the payload container entry is generated by the UE correspondingly.
***** End of changes *****
