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* * * First Change * * * *
[bookmark: _Toc45282354][bookmark: _Toc525231349][bookmark: _Toc25070712][bookmark: _Toc34388689][bookmark: _Toc34404460][bookmark: _Toc45282305][bookmark: _Toc45882691]7.3.1.1	Message definition
This message is sent by a UE to another peer UE to establish a direct link. See table 7.3.1.1.1.
Message type:	DIRECT LINK ESTABLISHMENT REQUEST
Significance:	dual
Direction:		UE to peer UE
Table 7.3.1.1.1: DIRECT LINK ESTABLISHMENT REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK ESTABLISHMENT REQUEST message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	V2X service identifiers
	V2X service identifier
8.4.3
	M
	LV
	5-253

	
	Source user info
	Application layer ID
8.4.4
	M
	LV
	3-253

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
8.4.15
	M
	V
	2

	74AA
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	53BB
	Nonce_1
	Nonce
8.4.13
	O
	TV
	17

	54CC
	MSBs of KNRP-sess ID
	MSBs of KNRP-sess ID
8.4.16
	O
	TV
	2

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	3-253

	52XX
	KNRP ID
	KNRP ID
8.4.17
	O
	TV
	5



* * * Next Change * * * *
[bookmark: _Toc26193713][bookmark: _Toc45282333][bookmark: _Toc45882719]7.3.13.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link security mode control procedure is initiated. See table 7.3.13.1.1.
Message type:	DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:		UE to peer UE
Table 7.3.13.1.1: DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMMAND message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
8.4.18
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	
	PC5 unicast signalling security policy
	UE PC5 nicast signalling security policy
8.4.15
	M
	V
	1

	55AA
	Nonce_2
	Nonce
8.4.13
	O
	TV
	17

	52BB
	LSBs of KNRP-sess ID
	LSBs of KNRP-sess ID
8.4.19
	O
	TV
	2

	74XX
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	62YY
	MSBs of KNRP ID
	MSBs of KNRP ID
8.4.20
	O
	TV
	3



* * * Next Change * * * *
[bookmark: _Toc45282339][bookmark: _Toc45882725]7.3.14.1	Message definition
This message is sent by a UE to another peer UE to respond to a DIRECT LINK SECURITY MODE COMMAND message. See table 7.3.14.1.1.
Message type:	DIRECT LINK SECURITY MODE COMPLETE
Significance:	dual
Direction:		UE to peer UE
Table 7.3.14.1.1: DIRECT LINK SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMPLETE message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	QoS flow descriptions
	PC5 QoS flow descriptions
8.4.5
	M
	LV-E
	6-n

	
	UE PC5 unicast user plane security policy
	UE PC5 unicast user plane security policy
8.4.22
	M
	V
	1

	57
	IP address configuration
	IP address configuration
8.4.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17

	52AA
	LSBs of KNRP ID
	LSBs of KNRP ID
8.4.21
	O
	TV
	3



* * * Next Change * * * *
[bookmark: _Toc45282346][bookmark: _Toc45882732]7.3.16.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link re-keying procedure is initiated. See table 7.3.16.1.1.
Message type:	DIRECT LINK REKEYING REQUEST
Significance:	dual
Direction:		UE to peer UE
Table 7.3.16.1.1: DIRECT LINK REKEYING REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK REKEYING REQUEST message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.c
	M
	LV
	3-9

	74
	Key establishment information container
	Key establishment information container
8.4.a
	O
	TLV-E
	4-n

	53aa
	Nonce_1
	Nonce
8.4.b
	O
	TV
	17

	54bb
	MSBs of KNRP-sess ID
	MSBs of KNRP-sess ID
8.4.e
	O
	TV
	2

	56xx
	Re-authentication indication
	Re-authentication indication
8.4.24
	O
	TV
	2



* * * Next Change * * * *
[bookmark: _Toc45282365][bookmark: _Toc45282358][bookmark: _Toc45882744]7.3.19.1	Message definition
This message is sent by the UE to another peer UE to indicate that the link identifier update request is accepted. See table 7.3.19.1.1.
Message type:	DIRECT LINK IDENTIFIER UPDATE ACCEPT
Significance:	dual
Direction:		UE to peer UE
Table 7.3.19.1.1: DIRECT LINK IDENTIFIER UPDATE ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK IDENTIFIER UPDATE ACCEPT message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
8.4.z
	M
	V
	1

	
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
8.4.y
	M
	V
	1

	
	Source layer-2 ID
	Layer-2 ID
8.4.25
	M
	V
	3

	TBD 
	Target layer-2 ID
	Layer-2 ID
8.4.25
	O
	TV
	4

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	59TBD
	Target link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17

	57
	Source user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	58
	Source link local IPv6 address
	Link local IPv6 address
8.4.7
	O
	TV
	17


* * * Next Change * * * *
[bookmark: _Toc45882751]7.3.20.1	Message definition
This message is sent by the initiating UE to target UE to indicate that the initiating UE has received target UE’s accept message. See table 7.3.20.1.1.
Message type:	DIRECT LINK IDENTIFIER UPDATE ACK
Significance:	dual
Direction:		UE to peer UE
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Table 7.3.20.1.1: DIRECT LINK IDENTIFIER UPDATE ACK message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK IDENTIFIER UPDATE ACK message identity
	PC5 signalling message type
8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	LSB of KNRP-sess ID
	LSB of KNRP-sess ID
8.4.z
	M
	V
	1

	TBD
	Target layer-2 ID
	Layer-2 ID
8.4.25
	O
	TV
	4

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	4-254

	59TBD
	Target link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17


* * * End of Change * * * *

