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[bookmark: _Toc20212007][bookmark: _Toc27744889][bookmark: _Toc36114689][bookmark: _Toc45271283]1	Scope
The present document specifies non-3GPP access network discovery and selection procedures, the access authorization procedure used for accessing non-3GPP access networks. These non-3GPP access networks can be trusted non-3GPP access networks, untrusted non-3GPP access networks or wireline access networks.
The present document also specifies the security association management procedures used for establishing IKEv2 and IPsec security associations:
-	between the UE and the N3IWF and the procedures for transporting messages between the UE and the N3IWF over the non-3GPP access networks; and
-	between the UE and the TNGF and the procedures for transporting messages between the UE and the TNGF over the non-3GPP access networks. 
The present document also specifies the EAP-5G procedures used for exchange of NAS messages via trusted non-3GPP access and wireline access network before the UE or the 5G-RG is authenticated and authorized to use the trusted non-3GPP access or the wireline access network.
The present document is applicable to the UE, the 5G-RG, the W-AGF acting on behalf of the FN-RG or the W-AGF acting on behalf of the N5GC device and the network. In this technical specification the network refers to the 3GPP 5GCN and the trusted non-3GPP access, untrusted non-3GPP access, or wireline access network.
NOTE:	The present document is not applicable to the FN-RG.
***** Next change *****
[bookmark: _Toc27744904][bookmark: _Toc36114704][bookmark: _Toc45271298]4.4.2.2	QoS signalling
A QoS flow is controlled by the SMF and can be preconfigured, or established via the UE requested PDU Session establishment via non-3GPP access procedure, the UE or network requested PDU session modification via non-3GPP access procedure. (see 3GPP TS 23.502 [3]).,
During PDU session establishment, based on local policies, pre-configuration and the QoS profiles received:
a)	the N3IWF or the TNGF (depending on whether the UE is connected to untrusted non-3GPP access or trusted non-3GPP access, respectively):
1)	shall determine the number of IPsec child SAs to establish and the QoS profiles associated with each IPsec child SA; and
2)	shall then initiate IPsec SA creation procedure to establish child SAs associating to the QoS flows of the PDU session; or
b)	the W-AGF serving the 5G-RG:
1)	shall determine the number of W-UP resources to establish and the QoS profiles associated with each W-UP resource; and
2)	shall initiate creation of one or more W-UP resources using means out of scope of the present document. The W-AGF serving the 5G-RG shall associate each W-UP resource with a PDU session, zero or more QFIs, and optionally an indication of whether the W-UP resource is the default W-UP resource. For each W-UP resource, the 5G-RG becomes aware using means out of scope of the present document about association of the W-UP resource and the PDU session, the zero or more QFIs, and optionally the indication of whether the W-UP resource is the default W-UP resource.
In order to support QoS differentiation in case of access to PLMN services via an SNPN and access to SNPN services via a PLMN, the N3IWF is preconfigured with one or more QoS profiles requiring a dedicated IPsec child SA which can be associated with a DSCP value.

***** Next change *****
[bookmark: _Toc20212023][bookmark: _Toc27744905][bookmark: _Toc36114705][bookmark: _Toc45271299]4.4.2.3	QoS differentiation in user plane
For uplink of trusted and untrusted non-3GPP accesses, the UE associates an uplink user data packet with a QFI as specified in 3GPP TS 24.501 [4]. In both cases of untrusted non-3GPP access and trusted non-3GPP access, the UE shall then encapsulate the uplink user data packet and the QFI associated with the uplink user data packet in the GRE header and select IPsec child SA based on PDU session and QFI associated with the uplink user data packet as specified in subclause 8.3. In case of trusted non-3GPP access, the UE shall reserve non-3GPP access network QoS resources for the IPsec child SA according to the received Additional QoS Information when the selected IPsec child SA is established. In case of untrusted non-3GPP access, the UE may receive an Additional QoS Information from the N3IWF during IPsec child SA establishment. If the UE receives the Additional QoS Information from the N3IWF, the UE may reserve non-3GPP access network QoS resources for the IPsec child SA according to the received Additional QoS Information when the selected IPsec child SA is established.
For uplink of wireline access, the 5G-RG associates an uplink user data packet with a QFI as specified in 3GPP TS 24.501 [4], shall select a W-UP resource based on the PDU session and the QFI associated with the uplink user data as specified in subclause 8.3 and shall transport the uplink user data packet via the selected a W-UP resource using means out of scope of the present specification.
For downlink of trusted and untrusted non-3GPP accesses, the UPF maps the user data packet to a QoS flow. In case of untrusted non-3GPP access, the N3IWF shall determine the IPsec child SA to use for sending of the downlink user data packet over NWu based on mapping of the QoS flow to the IPsec child SA based on QFI of the QoS flow of the user data packet and the identity of the PDU session of the user data packet. In case of trusted non-3GPP access, the TNGF shall determine the IPsec child SA to use for sending of the downlink user data packet over NWt based on mapping of the QoS flow to the IPsec child SA based on QFI of the QoS flow of the user data packet and the identity of the PDU session of the user data packet. Futhermore, TNGF may reserve non-3GPP access network QoS resources for the IPsec child SA.
For downlink of wireline access, the UPF maps the user data packet to a QoS flow. In case of wireline access, the W-AGF serving the 5G-RG shall select a W-UP resource for a downlink user data packet based on mapping of the QoS flow to the W-UP resources, based on QFI of the QoS flow of the user data packet and the identity of the PDU session of the user data packet, and shall transport the downlink user data packet and the QFI associated with the downlink user data packet via the selected W-UP resource using means out of scope of the present specification.

***** Next change *****
[bookmark: _Toc20212027][bookmark: _Toc27744909][bookmark: _Toc36114709][bookmark: _Toc45271303]4.6	Forbidden PLMNs for non-3GPP access to 5GCN
A list of "forbidden PLMNs for non-3GPP access to 5GCN" contains a list of VPLMNs, 5GCN of which the UE is forbidden to access via non-3GPP access.
The HPLMN (if the equivalent HPLMN list is not present or is empty) or an equivalent HPLMN (if equivalent HPLMN list is present) shall not be stored on the list of "forbidden PLMNs for non-3GPP access".
3GPP TS 24.501 [4] specifies when a VPLMN is added to the list of "forbidden PLMNs for non-3GPP access to 5GCN".
When the UE is configured to use timer T3245 (see 3GPP TS 24.368 [38] or 3GPP TS 31.102 [35]), the UE adds a PLMN identity to the list of "forbidden PLMNs for non-3GPP access to 5GCN" and timer T3245 (see 3GPP TS 24.008 [28]) is not running, then the UE shall start timer T3245 as specified in 3GPP TS 24.008 [28], subclause 4.1.1.6.
The list of "forbidden PLMNs for non-3GPP access to 5GCN" is deleted when the MS is switched off or the UICC containing the USIM is removed.
A VPLMN is removed from the list of "forbidden PLMNs for non-3GPP access to 5GCN" if:
-	there is a successful registration as specified in 3GPP TS 24.501 [4] over a non-3GPP access after a manual selection of the VPLMN for non-3GPP access connected to 5GCN; or
-	the value of the PLMN-specific attempt counters for non-3GPP access for the PLMN has a value greater than zero and less than the UE implementation-specific maximum value as defined in subclause 5.3.20 in 3GPP TS 24.501 [4] and T3247 expires; or
-	upon expiry of the timer T3245 if the UE is configured to use timer T3245.

***** Next change *****
[bookmark: _Toc20212051][bookmark: _Toc27744934][bookmark: _Toc36114734][bookmark: _Toc45271328]6.1	General
This subclause specifies the related procedures performed between the UE and untrusted or trusted non-3GPP access network or wireline access network.
***** Next change *****
[bookmark: _Toc36114738][bookmark: _Toc45271332]6.3.2	Authentication of N5GC device behind a CRG over wireline access
[bookmark: _Hlk33554232]In order to register to 5GCN via wireline access, the N5GC device first establishes a layer-2 connection to W-AGF via the CRG as specified in CableLabs WR-TR-5WWC-ARCH- V02-200430 [36]. Once the layer-2 connection is established, authentication and authorization for access to 5GCN is performed.
The W-AGF initiates an exchange of EAP-Request/Identity message and EAP-Response/Identity message as specified in IETF RFC 3748 [9] for obtaining the identity of the N5GC device. In wireline access, the W-AGF and the N5GC device exchange EAP-Request/Identity message and EAP-Response/Identity message via the CRG, encapsulated in the link layer protocol packets.
Upon reception of EAP-Request/Identity message, the N5GC device shall:
a)	construct an EAP-Response/Identity message as described in IETF RFC 3748 [9] containing an NAI username@realm as specified in IETF RFC 7542 [37]; and
NOTE:	If subscription identifier privacy protection is to be used, the "username" part is either omitted or set to "anonymous".
b)	transmit the EAP-Response of identity type encapsulated in the link layer protocol packets towards the W-AGF.
The CRG conveys the information provided by the N5GC device to the W-AGF which initiates the registration on behalf of the N5GC device as described in 3GPP TS 24.501 [4]. The SUPI of the N5GC device contains a network specific identifier. For the registration, the W-AGF uses the NULL scheme as specified in 3GPP  TS  33.501  [5], to construct a SUCI from the SUPI which was received as the NAI from the N5GC device in the EAP-Response/Identity message.
An exchange of the EAP request and EAP response as described in IETF RFC 3748 [9] occurs until the N5GC device is authenticated by the 5GCN with the EAP authentication described in 3GPP TS 33.501 [5].
Upon completion of successful authentication and on reception of the authentication result from the AMF, the W-AGF serving the N5GC device shall complete the procedure by sending an EAP-Success message encapsulated in the link layer protocol packets.

***** Next change *****
[bookmark: _Toc20212058][bookmark: _Toc27744941][bookmark: _Toc36114742][bookmark: _Toc45271336]6.4.2.1	General
When ANDSP is modified based on information received from network as specified in 3GPP TS 24.501 [4] Annex D, the UE shall re-evalauate the ANDSP.
The received ANDSP information shall not impact the PLMN selection and reselection procedures specified in 3GPP TS 23.122 [13].
The UE shall periodically re-evaluate ANDSP. The value of the periodic re-evaluation timer is implementation dependeant. The additional trigger for (re‑)evaluating ANDSP is when the active WLANSP rule becomes invalid (conditions no longer fulfilled), or other manufacturer specific trigger. 

***** Next change *****
[bookmark: _Toc36114853][bookmark: _Toc45271447]7A.2	EAP-5G session initiation
The 5G-RG and the W-AGF serving the 5G-RG shall exchange EAP-5G messages via W-CP connection. The W-AGF on reception of an W-CP connection establishment shall start an EAP-5G session by sending an EAP-Request/5G-Start message.
The 5G-RG acknowledges start of the EAP-5G session by sending an EAP-Response/5G-NAS message which shall include:
a)	a NAS-PDU field containing a NAS message, for example, a REGISTRATION REQUEST message; and
b)	an AN-parameters field containing access network parameters, such as GUAMI, selected PLMN ID,  requested NSSAI and establishment cause, (see 3GPP TS 23.502 [3]).
NOTE 1:	If and how the UE includes the requested NSSAI as a part of the access type depends on the NSSAI inclusion mode IE as especified in 3GPP TS 24.501 [4].
The W-AGF, on reception of NAS messages from the 5G-RG within an EAP-Response/5G-NAS message, shall forward the NAS message to the AMF.
The W-AGF, on reception of NAS messages from the AMF, shall include the NAS message within an EAP-Request/5G-NAS message. The W-AGF shall transmit the EAP-Request/5G-NAS message to the 5G-RG.
NOTE 2:	The W-AGF is transparent to the NAS messages and as an intermediate network entity only conveys transparently the NAS messages between the 5G-RG and the AMF.
The EAP-Request/5G-NAS message shall include a NAS-PDU field that contains a NAS message.
Further NAS messages between the 5G-RG and the AMF, via the W-AGF, shall be inserted in NAS-PDU field of an EAP-Response/5G-NAS (5G-RG to W-AGF direction) and EAP-Request/5G-NAS (W-AGF to 5G-RG direction) message.

***** Next change *****
[bookmark: _Toc20212081][bookmark: _Toc27744964][bookmark: _Toc36114765][bookmark: _Toc45271359]7.3.2.3	IKE SA and signalling IPsec SA establishment not accepted by the network
If IKE SA and signalling IPsec SA establishment is not accepted by the network, the UE receives from the N3IWF an IKE_AUTH response message including a Notify payload with an error type.
Upon receiving the IKE_AUTH response message with a Notify payload with an error type other than a CONGESTION Notify payload, the UE shall pass the error indication to the upper layer along with the encapsulated NAS messages, if any, within EAP/5G-NAS packet.
After the N3IWF receives from the UE an IKE_AUTH request message, if the N3IWF does not accept the IKE SA and signalling IPsec SA establishment due to:
a)	the AMF congestion as indicated in the OVERLOAD START message; or
b)	the requested NSSAI included in the IKE_AUTH request message, only including one or more S-NSSAIs indicated in the OVERLOAD START message;
where the OVERLOAD START message is specified in 3GPP TS 29.413 [39], the N3IWF shall construct an IKE_AUTH response message including a CONGESTION Notify payload as defined in subclause 9.2.4.2 and a N3GPP_BACKOFF_TIMER Notify payload as defined in subclause 9.3.1.7. The N3IWF shall send the IKE_AUTH response message to the UE.
NOTE:	The N3IWF can also due to internal congestion construct an IKE_AUTH response message including a CONGESTION Notify payload as defined in subclause 9.2.4.2 and a N3GPP_BACKOFF_TIMER Notify payload as defined in subclause 9.3.1.7 and send it to the UE.
Upon reception of the IKE_AUTH response message including:
a)	a CONGESTION Notify payload as defined in subclause 9.2.4.2; and
b)	a N3GPP_BACKOFF_TIMER Notify payload as defined in subclause 9.3.1.7; and
after the UE authenticates the network or the N3IWF as specified in 3GPP TS 33.501 [5], the UE shall discard all states associated with the IKE SA and any child SAs that were negotiated using that IKE SA as specified in IETF RFC 7296 [6]. In addition, the UE shall inform the upper layers that the access stratum connection has been released, and:
a)	if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates neither zero nor deactivated, the UE shall start the Tw3 timer with the value provided and the UE shall not retry the IKE SA and signalling IPsec SA establishment procedure to the same N3IWF until:
-	timer Tw3 expires;
-	the UE is switched off; or
-	the UICC containing the USIM is removed;
b)	if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates that this timer is deactivated, the UE shall not retry the IKE SA and signalling IPsec SA establishment procedure to the same N3IWF until:
-	the UE is switched off; or
-	the UICC containing the USIM is removed; and
c)	if the back-off timer value in N3GPP_BACKOFF_TIMER Notify payload indicates zero, the UE may retry the IKE SA and signalling IPsec SA establishment procedure to an N3IWF from the same PLMN.
Upon receiving the IKE_AUTH response message with a Notify payload with an error type, if the EAP-5G session establishment has already been started, the UE shall perform a local termination of the EAP-5G session.

***** Next change *****
[bookmark: _Toc20212145][bookmark: _Toc27745031][bookmark: _Toc36114832][bookmark: _Toc45271426]7.10.1	General
The N3IWF for untrusted non-3GPP access, the TNGF for trusted non-3GPP access and the UE may support the IKE SA rekeying procedure as specified in IETF RFC 7296 [6]. If the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access and the UE support the IKE SA rekeying procedure, the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall proactively rekey the IKE SA. Upon rekeying of an IKE SA, the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access shall maintain the old SA for the incoming data while establishing the new one. The old SA shall be deleted upon the completion of the establishement of the new one by both the UE, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access. The UE, the N3IWF for untrusted non-3GPP access and the TNGF for trsusted non-3GPP access are separately responsible for enforcing their time expiration policies to rekey the SA when needed. IETF RFC 7296 [6] describes how to avoid the simultaneous IPsec SA and IKE SA rekeying.

***** Next change *****
[bookmark: _Toc36114860][bookmark: _Toc45271454]8.2.2	TCP packet encapsulation
NOTE 1: 	This subclause is used for encapsulating of TCP packets when establishing TCP connection as described in subclause 8.2.3, when re-establishing TCP connection as described in subclause 8.2.3A, when transporting NAS messages over TCP connection as described in subclause 8.2.4, and when releasing TCP connection as described in subclause 8.2.5.
If a TCP packet is transported between the UE and the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access, and:
a)	if the IKE_AUTH response message contained the INTERNAL_IP4_ADDRESS attribute and the NAS_IP4_ADDRESS notify payload, an inner IPv4 datagram shall be constructed where:
1)	the TCP packet shall be encapsulated in the inner IPv4 datagram with IPv4 header where:
A)	if the UE constructs the inner IPv4 datagram:
-	the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute;
-	the destination address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload; and
-	the destination port number shall be set to the NAS_TCP_PORT notify payload;
B)	if the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access constructs the inner IPv4 datagram:
-	the source address field shall be set to the IPv4 address in the NAS_IP4_ADDRESS notify payload;
-	the source port number shall be set to the NAS_TCP_PORT notify payload;
-	the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
-	the destination port number shall be set to the UE's TCP port number; and
NOTE 2:	Since the UE always initiates the NAS message exchange with the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access receive the UE's TCP port number in the TCP SYN packet exchange and use it when sending NAS messages towards the UE or when re-establishing the TCP connection upon failure.
C)	the protocol field shall be set to 06H;
2)	the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:
A)	the SPI field in the ESP packet shall be set to the SPI of the signalling IPsec SA; and
B)	the next header field in the ESP packet shall be set to 04H; and
3)	the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the signalling IPsec SA; or
b)	if the IKE_AUTH response message contained the INTERNAL_IP6_ADDRESS attribute and the NAS_IP6_ADDRESS notify payload, an inner IPv6 datagram shall be constructed where:
1)	the TCP packet shall be encapsulated in the inner IPv6 datagram with IPv6 header where:
A)	if the UE constructs the inner IPv6 datagram:
-	the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute;
-	the source port number shall be set to the UE's TCP port number;
-	the destination address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload; and
-	the destination port number shall be set to the NAS_TCP_PORT notify payload;
B)	if the N3IWF for untrusted non-3GPP access or the TNGF for trusted non-3GPP access constructs the inner IPv6 datagram:
-	the source address field shall be set to the IPv6 address in the NAS_IP6_ADDRESS notify payload;
-	the source port number shall be set to the NAS_TCP_PORT notify payload;
-	the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and
-	the destination port number shall be set to the UE's TCP port number; and
NOTE 3:	Since the UE always initiates the NAS message exchange with the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access receive the UE's TCP port number in the TCP SYN packet exchange and use it when sending NAS messages towards the UE or when re-establishing the TCP connection upon failure.
C)	the next header field shall be set to 06H;
2)	the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:
A)	the SPI field in the ESP packet shall be set to the SPI of the signalling IPsec SA; and
B)	the next header field in the ESP packet shall be set to 29H, and
3)	the IP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the signalling IPsec SA.
If the UE receives an IKE_AUTH response message containing both NAS_IP4_ADDRESS and NAS_IP6_ADDRESS notify payload, the UE:
a)	shall select and use either NAS_IP4_ADDRESS or NAS_IP6_ADDRESS;
b)	shall not switch between NAS_IP4_ADDRESS and NAS_IP6_ADDRESS for TCP packet transport during the lifetime of the IKE SA; and
c)	shall not switch between NAS_IP4_ADDRESS and NAS_IP6_ADDRESS when rekeying any child SA or IKE SA.
The ESP packet format is shown in figure 8.2.2-1 and figure 8.2.2-2:
	Bits
	

	8
	7
	6
	5
	4
	3
	2
	1
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (inner IP packet containing TCP packet)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+23) - x


Figure 8.2.2-1: ESP packet format for TCP packet (re-)establishing or releasing TCP connection
	Bits
	

	8
	7
	6
	5
	4
	3
	2
	1
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (inner IP packet containing TCP packet encapsulating NAS message or partial NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+23) - x


Figure 8.2.2-2: ESP packet format for TCP packet encapsulating NAS message or partial NAS message

***** Next change *****
[bookmark: _Toc20212173][bookmark: _Toc27745059][bookmark: _Toc36114865][bookmark: _Toc45271460]8.3.1	General
In trusted and untrusted non-3GPP access, after the completion of PDU session establishment via non-3GPP access, user plane IPsec SAs are established as specified in subclause 7.5. The UE is able to send and receive GRE encapsulated user data packets over non-3GPP access network via N3IWF in untrusted non-3GPP access and TNGF in trusted non-3GPP access. GRE encapsulation of user plane data packets is described in subclause 8.3.2.
In wireline access, after the completion of PDU session establishment via wireline access, one or more W-UP resources are established as specified in subclause 4.4.2.2. The 5G-RG is able to send and receive the user data packet, the QFI associated with the downlink user data packet, and RQI (in downlink direction only) via the selected W-UP resource and the W-AGF serving the 5G-RG as specified in subclause 4.4.2.2.
For an uplink user data packet associated with a PDU session ID and a QFI:
a)	if there is a user plane IPsec SA or a W-UP resource:
1)	associated with a PDU session ID matching the PDU session ID associated with the uplink user data packet; and
2)	associated with a QFI matching the QFI associated with the uplink user data packet;
	the UE or the 5G-RG shall select that user plane IPsec SA or that W-UP resource, respectively;
b)	otherwise, the UE or the 5G-RG shall select the user plane IPsec SA or the W-UP resource, respectively:
1)	associated with a PDU session ID matching the PDU session ID associated with the uplink user data packet; and
2)	associated with the indication that the child SA is the default child SA.

***** Next change *****
[bookmark: _Toc20212174][bookmark: _Toc27745060][bookmark: _Toc36114866][bookmark: _Toc45271461]8.3.2	Generic routing encapsulation (GRE)
If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-3GPP access and the TNGF for the trusted non-3GPP access, the user data packet message shall be encapsulated as an GRE user data packet with a GRE header as specified in subclause 9.3.3. In the GRE encapsulated user data packet:
a0)	the protocol type field is set to zero;
a)	the payload packet field is set to the user data packet;
b)	the QFI field of the key field of the GRE header field is set to the QFI associated with the user data packet;
c)	if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access:
1)	needs to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is indicated" as defined in table 9.3.3-3; or
2)	does not need to send RQI for a downlink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated" as defined in table 9.3.3-3; and
d)	if the UE sends an uplink user data packet, the RQI field of the key field of the GRE header is set to "RQI is not indicated" as defined in table 9.3.3-3.
If the IKE_AUTH response message contains:
a)	the INTERNAL_IP4_ADDRESS attribute and the CREATE_CHILD_SA request message creating the user plane IPsec SA contains the UP_IP4_ADDRESS notify payload in subclause 7.5.4, an inner IPv4 datagram shall be constructed where:
1)	the GRE user data packet shall be encapsulated as the payload of the inner IPv4 datagram with IPv4 header where:
A)	if the UE constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute and the destination address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload;
B)	if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the inner IPv4 datagram, the source address field shall be set to the IPv4 address in the UP_IP4_ADDRESS notify payload and the destination address field shall be set to the IPv4 address in the INTERNAL_IP4_ADDRESS attribute; and
C)	the protocol field shall be set to 2FH;
2)	the inner IPv4 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:
A)	the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and
B)	the next header field in the ESP packet shall be set to 04H,
	and the inner IPv4 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 791 [24] before being protected by ESP protocol;
3)	if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in IETF RFC 2474 [26] of the IP packet encapsulating, the ESP protected inner IPv4 datagram shall be set to the value of the DSCP field included in the 5G_QOS_INFO Notify payload; and
4)	the IP packet encapsulating the ESP protected inner IPv4 datagram shall be sent to the peer for the SPI of the user plane IPsec SA; or
b)	the INTERNAL_IP6_ADDRESS attribute and the CREATE_CHILD_SA request message creating the user plane IPsec SA contains the UP_IP6_ADDRESS notify payload in subclause 7.5.4, an inner IPv6 datagram shall be constructed where:
1)	the GRE user data packet shall be encapsulated as the payload of the inner IPv6 datagram with IPv6 header where:
A)	if the UE constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute and the destination address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload;
B)	if the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access constructs the inner IPv6 datagram, the source address field shall be set to the IPv6 address in the UP_IP6_ADDRESS notify payload and the destination address field shall be set to the IPv6 address in the INTERNAL_IP6_ADDRESS attribute; and
C)	the next header field shall be set to 2FH;
2)	the inner IPv6 datagram shall be protected employing the ESP protocol in tunnel mode as specified in IETF RFC 4303 [11] where:
A)	the SPI field in the ESP packet shall be set to the SPI of the user plane IPsec SA; and
B)	the next header field in the ESP packet shall be set to 29H;
	and the inner IPv6 datagram encapsulating the GRE encapsulated user data can be fragmented as described in IETF RFC 8200 [25] before being protected by ESP protocol; and
3)	if the DSCP field is associated with the user plane IPsec SA, the DSCP field as specified in IETF RFC 2474 [26] of the IP packet encapsulating, the ESP protected inner IPv6 datagram shall be set to the value of the DSCP field included in the 5G_QOS_INFO Notify payload; and
4)	theIP packet encapsulating the ESP protected inner IPv6 datagram shall be sent to the peer for the SPI of the user plane IPsec SA.
If a user data packet message is transmitted over non-3GPP access between the UE and the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access, the user data packet message shall be encapsulated in the payload of an inner IP datagram which is further encapsulated by ESP protocol in tunnel mode as specified in IETF RFC 4303 [11]. In order to avoid any IP fragmentation by the sending entity over the non-3GPP access network, the maximum inner IP datagram length shall be set by the sending entity such that the length of the resulting outer IP datagram does not exceed the MTU of the non-3GPP access network. If the length of the user data packet message exceeds the payload size corresponding to the maximum inner IP datagram length and IP fragmentation is needed:
a)	the inner IP IPv4 datagram or inner IP IPv6 datagram shall be fragmented; and
b)	the IP packet encapsulating the ESP protected inner IPv4 datagram and the IP packet encapsulating the ESP protected inner IPv6 datagram shall not be fragmented.

***** Next change *****
[bookmark: _Toc20212179][bookmark: _Toc27745065][bookmark: _Toc36114871][bookmark: _Toc45271466]9.2.2	Establishment cause for non-3GPP access
The purpose of the Establishment cause for non-3GPP access information element is to provide the establishment cause for non-3GPP access.
The Establishment cause for non-3GPP access information element is coded as shown in figures 9.2.2-1 and table 9.2.2-1.
The Establishment cause for non-3GPP access is a type 3 information element with length of 2 octets.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Establishment cause for non-3GPP access IEI
	octet 1

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	N3AEC
	octet 2


Figure 9.2.2-1: Establishment cause for non-3GPP access information element
Table 9.2.2-1: Establishment cause for non-3GPP access information element
	Establishment cause for non-3GPP access (N3AEC) (octet 2 bits 1 to 4)
Bits
4 3 2 1
0 0 0 0		emergency
0 0 0 1		highPriorityAccess
0 0 1 1		mo-Signalling
0 1 0 0		mo-Data
1 0 0 0		mps-PriorityAccess
1 0 0 1		mcs-PriorityAccess
All other values are spare values. The receiving entity shall treat a spare value as 0100, "mo-DataMO data".




***** Next change *****
[bookmark: _Toc20212182][bookmark: _Toc27745068][bookmark: _Toc36114874][bookmark: _Toc45271469]9.2.4.1	General
The IKEv2 Notify Message Type is specified in IETF RFC 7296 [6].
The Notify Message Type with a value (in decimal) in the range 0 - 16383 are is intended for reporting errors, where:
-	value range between 0 and 8191 is defined in IETF RFC 7296 [6]; and
-	value range between 8192 and 16383 is reserved for private error usage.
The Notify Message Type with a value (in decimal) in the range 16384 - 65535 are is intended for reporting status, where:
-	value range between 16384  and 40959 is defined in IETF RFC 7296 [6]; and
-	value range between 40960 and 65535 is reserved for private status usage.
***** Next change *****


[bookmark: _Toc20212183][bookmark: _Toc27745069][bookmark: _Toc36114875][bookmark: _Toc45271470]9.2.4.2	Private Notify Message - Error Types
The Private Notify Message Error Types defined in table 9.2.4.2-1 are error notifications which indicates an error while negotiating an IKEv2 SA or IPsec SA. Refer to table 9.2.4.2-1 for more details on what each error type means.
Table 9.2.4.2-1: Private Error Types
	Notify Message
	Value
(in decimal)
	Descriptions

	CONGESTION
	15500
	This error type is used to indicate that the requested service was rejected because of congestion in the network.

	NO_RESOURCES_OVER_N3GPP
	xxxxx15501
	This error type is used by the UE to indicate the failure of reserving the QoS resources over non-3GPP access for the QoS flows associated with the child SA.

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


	
In the present specification, only the private notify message error type values between 15500 and 15599 shall be allocated to a Notify payload.
The private notify message error type values:
-	between 9950 and 9999;
-	between 10950 and 10999;
-	between 11950 and 11999;
-	between 12950 and 12999;
-	between 13950 and 13999; and
-	between 14950 and 14999;
shall not be allocated to a Notify payload defined in the present specification.
***** Next change *****
[bookmark: _Toc20212185][bookmark: _Toc27745071][bookmark: _Toc36114877][bookmark: _Toc45271472]9.2.5	TNGF IPv4 contact info
The purpose of the TNGF IPv4 contact info information element is to indicate the IPv4 address of the TNGF to be used for IKE SA establishment over trusted non-3GPP access network.
The TNGF IPv4 contact info is a type 4 information element with a length of 6 octets.
The TNGF IPv4 contact info information element is coded as shown in figure 9.2.5-1 and table 9.2.5-1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	
TNGF IPv4 contact info IEI
	
octet 1

	
Length of TNGF IPv4 contact info contents
	
octet 2

	
TNGF IPv4 address
	
octet 3 - 6



Figure 9.2.5-1: TNGF IPv4 contact info information element
Table 9.2.5-1: TNGF IPv4 contact info information element
	
TNGF IPv4 address contains IPv4 address of the TNGF for IKE SA establishment over trusted non-3GPP access network.




[bookmark: _Toc20212186][bookmark: _Toc27745072][bookmark: _Toc36114878][bookmark: _Toc45271473]***** Next change *****
9.2.6	TNGF IPv6 contact info
The purpose of the TNGF IPv6 contact info information element is to indicate the IPv6 address of the TNGF to be used for IKE SA establishent.
The TNGF IPv6 contact info is a type 4 information element with a length of 18 octets.
The TNGF IPv6 contact info information element is coded as shown in figure 9.2.6-1 and table 9.2.6-1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	
TNGF IPv6 contact info IEI
	
octet 1

	
Length of TNGF IPv6 contact info contents
	
octet 2

	
TNGF IPv6 address
	
octet 3 - 18



Figure 9.2.6-1: TNGF IPv6 contact info information element
Table 9.2.6-1: TNGF IPv6 contact info information element
	
TNGF IPv6 address contains IPv6 address of the TNGF for IKE SA establishment over trusted non-3GPP access network.




***** Next change *****

[bookmark: _Toc20212190][bookmark: _Toc27745077][bookmark: _Toc36114883][bookmark: _Toc45271478][bookmark: _Hlk519674817]9.3.1.2	NAS_IP4_ADDRESS Notify payload
The NAS_IP4_ADDRESS payload is used to indicate the inner IPv4 address of the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access for NAS message transport.
The NAS_IP4_ADDRESS payload is coded according to figure 9.3.1.2-1 and table 9.3.1.2-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	IPv4 address
	5 - 8



Figure 9.3.1.2-1: NAS_IP4_ADDRESS Notify payload format
Table 9.3.1.2-1: NAS_IP4_ADDRESS Notify payload value
	Octet 1 is defined in IETF RFC 7296 [6]


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55502 to indicate the NAS_IP4_ADDRESS.


	Octet 5 to octet 8 is the IPv4 address field. The IPv4 address field contains the inner IPv4 address of the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access for NAS message transport.

	



***** Next change *****
[bookmark: _Toc20212191][bookmark: _Toc27745078][bookmark: _Toc36114884][bookmark: _Toc45271479]9.3.1.3	NAS_IP6_ADDRESS Notify payload
The NAS_IP6_ADDRESS payload is used to indicate the inner IPv6 address of the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access for NAS message transport.
The NAS_IP6_ADDRESS payload is coded according to figure 9.3.1.3-1 and table 9.3.1.3-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	IPv6 address
	5 - 20



Figure 9.3.1.3-1: NAS_IP6_ADDRESS Notify payload format
Table 9.3.1.3-1: NAS_IP6_ADDRESS Notify payload value
	Octet 1 is defined in IETF RFC 7296 [6]


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55503 to indicate the NAS_IP6_ADDRESS.


	Octet 5 to octet 20 is the IPv6 address field. The IPv6 address field contains the inner IPv6 address of the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access for NAS message transport.

	




***** Next change *****
[bookmark: _Toc20212193][bookmark: _Toc27745080][bookmark: _Toc36114886][bookmark: _Toc45271481]9.3.1.5	UP_IP6_ADDRESS Notify payload
The UP_IP6_ADDRESS payload is used to indicate the inner IPv6 address of the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access for GRE user data packet transport.
The UP_IP6_ADDRESS payload is coded according to figure 9.3.1.5-1 and table 9.3.1.5-1.

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Protocol ID
	1

	SPI Size
	2

	Notify Message Type
	3 - 4

	IPv4 IPv6 address
	5 - 20



Figure 9.3.1.5-1: UP_IP6_ADDRESS Notify payload format
Table 9.3.1.5-1: UP_IP6_ADDRESS Notify payload value
	Octet 1 is defined in IETF RFC 7296 [6]


	Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.


	Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55505 to indicate the UP_IP6_ADDRESS.


	Octet 5 to octet 20 is the IPv6 address field. The IPv4 address field contains the inner IPv6 address of the N3IWF for untrusted non-3GPP access and the TNGF for trusted non-3GPP access for GRE user data packet transport.

	




***** Next change *****
[bookmark: _Toc20212200][bookmark: _Toc27745087][bookmark: _Toc36114893][bookmark: _Toc45271488]9.3.2.2.2	EAP-Response/5G-NAS message
EAP-Response/5G-NAS message is coded as specified in figure 9.3.2.2.2-1 and table 9.3.2.2.2-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	AN-parameters length
	15-16

	AN-parameters
	17 - 17+x

	NAS-PDU length
	18+x - 19+x

	NAS-PDU 
	20+x - n+x

	Extensions
	n+x+1 - z+x


Figure 9.3.2.2.2-1: EAP-Response/5G-NAS message
Table 9.3.2.2.2-1: EAP-Response/5G-NAS message
	Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates response.


	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Response/5G-NAS message in octets.


	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.


	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.


	Message-Id field is set to 5G-NAS-Id of 2 (decimal).


	Spare field consists of spare bits.


	AN-parameters length indicates the length of the AN-parameters field in octets


	AN-parameters field is coded according to figure 9.3.2.2.2-2 and table 9.3.2.2.2-2.


	NAS-PDU length field indicates the length of NAS-PDU field in octets.


	NAS-PDU field contains a NAS message from the UE as specified in 3GPP TS 24.501 [4].


	Extensions field is an optional field and consists of spare bits.



	7
	6
	5
	4
	3
	2
	1
	0
	

	
AN-parameter 1
	octet 17

octet a

	
AN-parameter 2
	octet a+1

octet b

	...
	octet b+1

octet k

	
AN-parameter n
	octet k+1

octet 17+x


Figure 9.3.2.2.2-2: AN-parameters field
Table 9.3.2.2.2-2: AN-parameters field
	Each AN-parameter field is coded according to figure 9.3.2.2.2.1-3 and table 9.3.2.2.2-3.

	



	7
	6
	5
	4
	3
	2
	1
	0
	

	AN-parameter type
	octet a+1

	AN-parameter length
	octet a+2

	
AN-parameter value
	octet a+3

octet b


Figure 9.3.2.2.2-3: AN-parameter field
Table 9.3.2.2.2-3: AN-parameter field
	The AN-parameter length field indicates the length of the AN-parameter value field.

	

	The AN-parameter type field indicates the type of the AN-parameter value field. Sending entity shall not set the AN-parameter type field to a spare value. Receiving entity shall ignore any AN-parameter field with the AN-parameter type field set to a spare value.


	The following AN-parameter type field values are specified:
-	01H (GUAMI);
-	02H (selected PLMN ID);
-	03H (requested NSSAI);
-	04H (establishment cause for non-3GPP access);
-	05H (selected NID); and
-	06H (UE identity).
All other values of the AN-parameter type field are spare. Receiving entity shall ignore an AN-parameter field with the AN-parameter type field set to a spare value.


	When the AN-parameter type field indicates the GUAMI, the AN-parameter value field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of GUAMI information element as specified in subclause 9.2.1.


	When the AN-parameter type field indicates the selected PLMN ID, the AN-parameter value field is coded according to value part of PLMN ID information element as specified in subclause 9.2.3.


	When the AN-parameter type field indicates the requested NSSAI, the AN-parameter value field is coded according to value part of NSSAI information element as specified in subclause 9.11.3.370.3.34 of 3GPP TS 24.501 [4].


	When the AN-parameter type field indicates the establishment cause for non-3GPP access, the AN-parameter field is coded as value part (as specified in 3GPP TS 24.007 [22] for type 3 information element) of the Establishment cause for non-3GPP access information element as specified in subclause 9.2.2.


	When the AN-parameter type field indicates the selected NID, the AN-parameter value field is coded according to the value part of the NID information element as specified in subclause 9.2.7.


	When the AN-parameter type field indicates the UE identity, the AN-parameter value field is coded according to 5GS mobile identity information element for type of identity 5G-GUTI or for type of identity SUCI as specified in subclause 9.11.3.4 of 3GPP TS 24.501 [4].




***** Next change *****
[bookmark: _Toc45271492]9.3.2.2.6	EAP-Response/5G-Notification message
EAP-Response/5G-Notification message is coded as specified in figure 9.3.2.2.6-1 and table 9.3.2.2.6-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Code
	1

	Identifier
	2

	Length
	3 - 4

	Type
	5

	Vendor-Id
	6 - 8

	Vendor-Type
	9 - 12

	Message-Id
	13

	Spare
	14

	Extensions
	n+x+115 - z+x


Figure 9.3.2.2.6-1: EAP-Response/5G-Notification message
Table 9.3.2.2.6-1: EAP-Response/5G-Notification message
	Code field is set to 2 (decimal) as specified in IETF RFC 3748 [9] subclause 4.1 and indicates response.


	Identifier field is set as specified in IETF RFC 3748 [9] subclause 4.1.


	Length field is set as specified in IETF RFC 3748 [9] subclause 4.1 and indicates the length of the EAP-Response/5G-Notification message in octets.


	Type field is set to 254 (decimal) as specified in IETF RFC 3748 [9] subclause 5.7 and indicates the expanded type.


	Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI Private Enterprise Code registry.


	Vendor-Type field is set to EAP-5G method identifier of 3 (decimal) as specified in 3GPP TS 33.402 [10] annex C.


	Message-Id field is set to 5G-Notification-Id of 3 (decimal).


	Spare field consists of spare bits.


	Extensions field is an optional field and consists of spare bits.



[bookmark: _Toc45271493]***** Next change *****
9.3.3	GRE encapsulated user data packet
GRE encapsulated user data packet is coded according to figure 9.3.3-1 and table 9.3.3-1.
	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	GRE header
	1 - 8

	Payload packet
	9 - x


Figure 9.3.3-1: GRE encapsulated user data packet 
Table 9.3.3-1: GRE encapsulated user data packet 
	Octet 1 to octet 8 are the GRE header field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15]. The GRE header field is coded according to figure 9.3.3-2 and table 9.3.3-2.


	Octet 8 9 to octet x are the Payload packet field. The Payload packet field contains one user data packet.



	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	C
	Reserved0
	K
	S
	Reserved0
	1

	Reserved0
	Ver
	2

	Protocol type
	3 - 4

	Key
	5 - 8


Figure 9.3.3-2: GRE header field
Table 9.3.3-2: GRE header field
	Bit 7 of octet 1 is the C bit defined in IETF RFC 2784 [14]. The C bit is set to zero.


	Bits 6, 3, 2, 1 and 0 of octet 1 and bits 7, 6, 5, 4, and 3 of octet 2 are the Reserved0 field defined in IETF RFC 2784 [14] and IETF RFC 2890 [15].


	Bit 5 of octet 1 is the K bit defined in IETF RFC 2890 [15]. The K bit is set to one.


	Bit 4 of octet 1 is the S bit defined in IETF RFC 2890 [15]. The S bit is set to zero.


	Bits 2, 1 and 0 of octet 2 is the Ver field defined in IETF RFC 2784 [14].


	Octet 3 and octet 4 are the Protocol Type field defined in IETF RFC 2784 [14]. The Protocol Type field is set to zero. (see NOTE)


	Octet 5 to octet 8 are the Key field defined in IETF RFC 2890 [15]. The Key field is coded according to figure 9.3.3-3 and table 9.3.3-3.


	NOTE:	The receiving entity shall ignore value of the Protocol Type field.




	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	0
Spare
	0
Spare
	QFI

	5

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	6

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	7

	RQI

	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	0
Spare
	8


Figure 9.3.3-3: Key field of GRE header
Table 9.3.3-3: Key field of GRE header
	RQI (octet 8, bit 7)

	Bit

	7

	0
	
	RQI is not indicated

	1
	
	RQI is indicated

	

	QFI (octet 5, bits 5 to 0)

	Bits

	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	
	QFI 0

			to

	1
	1
	1
	1
	1
	1
	
	QFI 63

	



