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1
Problem
CT1 received feedbacks from SA2 and CT3 about their LS in C1-202933. According to them, CT1 need to study if their specifications should be updated.
1.1
Feedback from SA2

SA2 answer: Due to migration from EPC to 5GC and requirements related with legacy deployments for access to corporate networks, e.g. support of PAP/CHAP in AAA or LNS owned by 3rd parties, SA2 recommends to support (e)PCO parameters related with PAP or CHAP mentioned above also over 5GS.  SA2 has not specified procedures for using any of the above p2p protocols in 5GS and SA2 does not foresee any significant impacts in specifications under SA2 control. SA2 suggest that CT WGs take the lead on this work. 

SA2 however notes that for EPS, TS 23.401 contains a warning about usage of PAP:

“NOTE 7:
External network operators wanting to use PAP for authentication are warned that PAP is an obsolete protocol from a security point of view. CHAP provides stronger security than PAP.”

SA2 would like to highlight that the 5G specifications under SA2 control do not contain any description of (e)PCO-based PAP/CHAP, and therefore also no warning about PAP. 

(…)

To CT1 and CT3

ACTION: 
SA2 asks CT1 and CT3 to take above answer into account and consider the necessary enhancement so that usage by R15 UEs is permitted.

1.2
Feedback from CT3

CT3’s Answer: CT3 has reviewed its current specifications related to the question above and the summary of the current status is in the following:

TS 23.401 cl.4.4.3.3 describes PPP support for P-GW:

“The network does not support PPP bearer type in this version of the specification. Pre-Release 8 PPP functionality of a GGSN may be implemented in the PDN GW.”

Since PPP bearer type was deprecated in Rel-8, there is no support in TS 29.061 and 29.561 describing the interworking with external DN using PPP in 5G.

For the authentication, if PCO includes PAP/CHAP, SMF doesn’t currently support using RADIUS/Diameter protocol including the corresponding PAP/CHAP information elements directly for interaction with external DN-AAA server, in the current release 15 and 16, but a combo-SMF+PGW node can support Radius/Diameter interface through its PGW component.

2
Solution
Based on the following analysis, we do not see any need for CT1 specification update.

a) CT1 specifications allow Rel-15/16 UEs in N1 mode to send (e)PCO parameters related to PAP/CHAP.

b) There should be a specific DNN for access to corporate network.
c) For that specific DNN, an AMF can select a combo SMF+PGW node or Rel-17 SMF (if SMF is enhanced to support RADIUS/DIAMETER protocols to interact with external DN-AAA server in Rel-17).

