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6.1.2.2.3	PC5 unicast link establishment procedure accepted by the target UE
Upon receipt of a DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a PC5 unicast link context and assign a layer-2 ID for this PC5 unicast link. Then the target UE shall store this assigned layer-2 ID and the source layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context. 
If:
a)	the target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or
b)	the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the V2X service(s) identified by the V2X service identifier IE in the DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall either:
a)	identify an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message; or 
b)	if KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in subclause 6.1.2.6.
NOTE:	How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a PC5 unicast link security mode control procedure as specified in subclause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, in order to determine whether the DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
If the target UE accepts the PC5 unicast link establishment procedure, the target UE shall create a DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE’s application layer ID received from upper layers; 
b)	shall include a PQFI and the corresponding PC5 QoS parameters;
c)	shall include an IP address configuration IE set to one of the following values if IP communication is used:
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
d)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "IPv6 address allocation not supported" and the received DIRECT LINK ESTABLISHMENT REQUEST message included a link local IPv6 address IE; and
e)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.536 [20].; and
f)	shall include a selected user plane security algorithm IE set to the selected non-null ciphering algorithm, if the selected security algorithms IE in the DIRECT LINK SECURITY MODE COMMAND message indicate non-null integrity algorithm and null ciphering algorithm, and the target UE determines to activate the user plane ciphering protection based on the user plane security policies from both UEs.
After the DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
After sending the DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link; and
b)	PQFI(s) and its corresponding PC5 QoS parameters.
If the target UE accepts the PC5 unicast link establishment request, then the target UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
* * * Next Change * * * *
6.1.2.7.2	PC5 unicast link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the PC5 unicast link security mode control procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE has either identified an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 16 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE PC5 unicast signalling security policy and the target UE’s PC5 unicast signalling security policy. If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm. If the initiating UE determines to select an integrity protection algorithm other than the "null integrity protection algorithm" to activate signalling integrity protection, and determines to select the "null ciphering algorithm" to deactivate signalling ciphering protection, the initiating UE may store the target UE’s security capabilities included in the UE security capabilities IE of the DIRECT LINK ESTABLISHMENT REQUEST message, for selecting a ciphering algorithm other than the "null ciphering algorithm" to activate ciphering protection for user plane if needed.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [20];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20], and
d)	create a DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the Key establishment information container if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The Key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE PC5 unicast signalling security policy received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
7)	shall include the 8 LSBs of KNPR-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the selected integrity protection algorithms is not the null integrity protection algorithm.
The initiating UE shall form the KNPR-sess ID from the 8 MSBs of KNPR-sess ID received in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPR-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message.
The initiating UE shall not cipher the DIRECT LINK SECURITY MODE COMMAND message but shall integrity protect it with the new security context.
After the DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5007. The UE shall not send a new DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5007 is running.


Figure 6.1.2.7.2: PC5 unicast link security mode control procedure
[bookmark: _Toc25070714][bookmark: _Toc34388692][bookmark: _Toc34404463][bookmark: _Toc45282312]* * * Next Change * * * *
7.3.2.1	Message definition
This message is sent by a UE to another peer UE to accept the received DIRECT LINK ESTABLISHMENT REQUEST message. See table 7.3.2.1.1.
Message type:	DIRECT LINK ESTABLISHMENT ACCEPT
Significance:	dual
Direction:		UE to peer UE
Table 7.3.2.1.1: DIRECT LINK ESTABLISHMENT ACCEPT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK ESTABLISHMENT ACCEPT message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	2

	
	Source user info
	Application layer ID
8.4.4
	M
	LV
	3-253

	
	QoS flow descriptions
	PC5 QoS flow descriptions
8.4.5
	M
	LV-E
	6-65538

	
	Configuration of UE PC5 unicast user plane security protection

	Configuration of UE PC5 unicast user plane security protection
8.4.23
	M
	V
	1

	57
	IP address configuration
	IP address configuration
8.4.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17

	
	Selected user plane security algorithm
	Selected user plane security algorithm
8.4.x
	O
	V
	2



* * * Next Change * * * *
[bookmark: _Toc45282397]8.4.x	Selected user plane security algorithm
The purpose of the selected user plane security algorithm information element is to indicate the algorithm to be used for user plane ciphering protection.
The Selected user plane security algorithm is a type 3 information element with a length of 2 octets.
The Selected user plane security algorithm information element is coded as shown in figure 8.4.x.1.1 and table 8.4.x.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Selected security algorithms IEI
	octet 1

	0
spare
	Type of ciphering algorithm
	0
	0
	0
	0
	octet 2

	
	
	Spare
	



Figure 8.4.x.1: Selected user plane security algorithm information element
Table 8.4.x.1: Selected user plane security algorithm information element
	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	Spare

	0
	0
	1
	
	5GS encryption algorithm 128-5G-EA1

	0
	1
	0
	
	5GS encryption algorithm 128-5G-EA2

	0
	1
	1
	
	5GS encryption algorithm 128-5G-EA3

	1
	0
	0
	
	5GS encryption algorithm 5G-EA4

	1
	0
	1
	
	5GS encryption algorithm 5G-EA5

	1
	1
	0
	
	5GS encryption algorithm 5G-EA6

	1
	1
	1
	
	5GS encryption algorithm 5G-EA7

	

	Bit 1 to 4, and 8 of octet 2 are spare and shall be coded as zero.

	



* * * Next Change * * * *
[bookmark: _Toc45282402]8.4.23	Configuration of UE PC5 unicast user plane security protection
The purpose of the configuration of UE PC5 unicast user plane security protection information element is to indicate the agreed configuration for security protection of PC5 user plane data between UEs over the PC5 unicast link.
The configuration of UE PC5 unicast user plane security protection is a type 3 information element with a length of 2 octets.
[bookmark: _Hlk40991836]The configuration of UE PC5 unicast user plane security protection information element is coded as shown in figure 8.4.23.1.1 and table 8.4.23.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	configuration of UE PC5 unicast user plane security protection IEI
	octet 1

	0
spare
	User plane ciphering configuration
	0
spare
	User plane integrity protection configuration
	octet 2



Figure 8.4.23.1: Configuration of UE PC5 unicast user plane security protection information element
Table 8.4.23.1: Configuration of UE PC5 unicast user plane security protection information element
	User plane integrity protection configuration (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	Off

	0
	0
	1
	
	Off or On

	0
	1
	0
	
	On

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	User plane ciphering configuration (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	Off

	0
	0
	1
	
	Off or On

	0
	1
	0
	
	On

	0
	1
	1
	
	

		to		Spare

	1
	1
	0
	
	

	1
	1
	1
	
	Reserved

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.
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