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* * * First Change * * * *
[bookmark: _Toc45282195][bookmark: _Toc22039973][bookmark: _Toc25070683][bookmark: _Toc34388598][bookmark: _Toc34404369][bookmark: _Toc45282197]6.1.2.2	PC5 unicast link establishment procedure
[bookmark: _Toc22039972][bookmark: _Toc25070682][bookmark: _Toc34388597][bookmark: _Toc34404368][bookmark: _Toc45282196]6.1.2.2.1	General
Depending on the type of the PC5 unicast link establishment procedure (i.e. UE oriented Layer-2 link establishment or V2X Service oriented Layer-2 link establishment in 3GPP TS 23.287[3]), Tthe PC5 unicast link establishment procedure is used to establish a PC5 unicast link between two UEs or to establish multiple PC5 unicast links. The UE sending the request message is called the "initiating UE" and the other UE(s) is called the "target UE". If the request message does not indicate the specific target UE (i.e. target user info is not included in the request message), and multiple target UEs are interested in the V2X service(s) indicated in the request message, then the initiating UE shall handle corresponding response messages received from those target UEs. The maximum number of NR PC5 unicast links established in a UE at a time shall not exceed an implementation-specific maximum number of established NR PC5 unicast links.
NOTE:	The recommended maximum number of established NR PC5 unicasts link is 8.
Editor’s note:	The details about security procedure defined by SA3 are FFS.
Editor’s note:	The details of the IEs of the following messages are FFS.
* * * Next Change * * * *
6.1.2.2.2	PC5 unicast link establishment procedure initiation by initiating UE
Editor’s note:	This section needs to be revisited after SA3 have determined the full set of security requirements for unicast link establishment.
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to transmit the packet for V2X service over PC5;
b)	the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.3 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing PC5 unicast links within the initiating UE;
d)	the link layer identifier for the unicast initial signaling (i.e. destination layer-2 ID used for unicast initial signaling) is available to the initiating UE (e.g. pre-configured,  obtained as specified in clause 5.2.3 or known via prior V2X communication);
NOTE:	In the case where different V2X services are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one V2X service types, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for V2X communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for V2X communication over PC5 in NR-PC5 when not served by E-UTRA and not served by NR; and
f)	there is no existing PC5 unicast link for the pair of peer application layer IDs, or there is an existing PC5 unicast link for the pair of peer application layer IDs and the network layer protocol of the existing PC5 unicast link is not identical to the network layer protocol required by the upper layer in the initiating UE for this V2X service.
g)	the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE’s application layer ID received from upper layers; 
b)	shall include the V2X service identifier(s) received from upper layer;
c)	shall include the target user info set to the target UE’s application layer ID if received from upper layers;
d)	shall include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";
NOTE 1:	The Key establishment information container is provided by upper layers.
e)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;
g)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE; and
i)	shall include its UE PC5 unicast signalling security policy.
After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signaling, and start timer T5000. The UE shall not send a new DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5000 is running. If the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message (i.e. V2X service oriented PC5 unicast link establishment procedure), the initiating UE shall handle multiple response messages (i.e. DIRECT LINK ESTABLISHMENT ACCEPT and DIRECT LINK ESTABLISHMENT REJECT), if any, received from different target UEs before the expiry of timer T5000.
NOTE 2:	In order to ensure successful PC5 unicast link establishment, T5000 should be set to a value larger than the sum of T5006 and T5007.


Figure 6.1.2.2.2: UE oriented PC5 unicast link establishment procedure 
Initiating UE
Target UEs
Start T5000
DIRECT LINK ESTABLISHMENT REQUEST
DIRECT LINK ESTABLISHMENT ACCEPT
T5000 expires
DIRECT LINK ESTABLISHMENT ACCEPT
DIRECT LINK ESTABLISHMENT REJECT

Figure 6.1.2.2.3: V2X service oriented PC5 unicast link establishment procedure
* * * Next Change * * * *
[bookmark: _Toc45282199]6.1.2.2.4	PC5 unicast link establishment procedure completion by the initiating UE
6.1.2.2.4.1	General
Upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the intiaiting UE shall take one of the following actions:
a)	if the Target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message, the initiating UE shall proceed as subclause 6.1.2.2.4.2 to complete the establishment of the PC5 unicast link with the target UE, then this UE oriented PC5 unicast link establishment procedure is completed; or
b)	if the Target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message, the initiating UE shall proceed as subclause 6.1.2.2.4.2 to complete the establishment of the PC5 unicast link with the target UE with the exception that the timer T5000 shall not be stopped.
NOTE:	A V2X service oriented PC5 unicast link establishment procedure is completed when timer T5000 expires.
If timer T5000 is not stopped, then the initiating UE shall continue to handle multiple response messages (i.e. the DIRECT LINK ESTABLISHMENT ACCEPT message and the DIRECT LINK ESTABLISHMENT REJECT message), if any, received from other target UEs before the expiry of timer T5000.
6.1.2.2.4.2	PC5 unicast link establishment procedure completion for one PC5 unicast link by the initiating UE 
Upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5000, uniquely assign a PC5 link identifier and create a PC5 unicast link context for this PC5 unicast link. Then the target UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context for the target UE identified by the application layer ID. From this time onward the initiating UE shall use the established link for V2X communication over PC5 and additional PC5 signalling messages to the target UE identified by the application layer ID.
After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link; and
b)	PQFI(s) and its corresponding PC5 QoS parameters.
In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
* * * Next Change * * * *
[bookmark: _Toc45282200]6.1.2.2.5	PC5 unicast link establishment procedure not accepted by the target UE
If the DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message. The DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for PC5 unicast link; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept this request .e.g. based on operator policy or configuration parameters for V2X communication over PC5 as specified in clause 5.2.3, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this layer-2 ID or is currently processing a DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
If the PC5 unicast link establishment fails due to the congestion problems, the implementation-specific maximum number of established NR PC5 unicast links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
For other reasons that causing the failure of link establishment, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
If the Target user info IE was included in the DIRECT LINK ESTABLISHMENT REQUEST message, then uUpon receipt of the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5000 and abort the PC5 unicast link establishment procedure. If the Target user info IE was not included in the DIRECT LINK ESTABLISHMENT REQUEST message, then upon receipt of a DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall not stop timer T5000. If the PC5 signalling protocol cause value in the DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for PC5 unicast link", then the UE shall not attempt to start PC5 unicast link establishment with the same target UE at least for a time period T.
NOTE:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
* * * Next Change * * * *
[bookmark: _Toc25070688][bookmark: _Toc34388603][bookmark: _Toc34404374][bookmark: _Toc45282202]6.1.2.2.6.1	Abnormal cases at the initiating UE
If timer T5000 expires and the Target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message, the initiating UE shall retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5000. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that the target UE is unreachable.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
If the need to establish a link no longer exists before the procedure is completed, the initiating UE shall abort the procedure.
* * * Next Change * * * *
[bookmark: _Toc34388631][bookmark: _Toc34404402][bookmark: _Toc45282230]6.1.2.6.2	PC5 unicast link authentication procedure initiation by the initiating UE
The initiating UE shall meet one of the following pre-conditions if signalling intergrity protection is activated based on the decision of the initiating UE, before initiating the PC5 unicast link authentication procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
1)	includes a target user info IE which includes the application layer ID of the initiating UE; or
2)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message or the initiating UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the initiating UE derives a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and the DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication.
In order to initiate the PC5 unicast link authentication procedure, the initiating UE shall create a DIRECT LINK AUTHENTICATION REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container.; and
b)	shall include the Source user info set to the initiating UE’s application layer ID received from upper layers, if the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the PC5 unicast link authentication procedure has not been performed with the target UE.
NOTE:	The Key establishment information container is provided by upper layers.
After the DIRECT LINK AUTHENTICATION REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The initiating UE shall start timer T5006. The UE shall not send a new DIRECT LINK AUTHENTICATION REQUEST message to the same target UE while timer T5006 is running.


Figure 6.1.2.6.2: PC5 unicast link authentication procedure
* * * Next Change * * * *
[bookmark: _Toc45282231]6.1.2.6.3	PC5 unicast link authentication procedure accepted by the target UE
Upon receipt of a DIRECT LINK AUTHENTICATION REQUEST message, if the target UE determines that the DIRECT LINK AUTHENTICATION REQUEST message can be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION RESPONSE message. If the Source user info IE (i.e. initiating UE’s application layer ID) is included in the DIRECT LINK AUTHENTICATION REQUEST message, then the target UE shall assign a new unique source layer-2 ID to replace the old source layer-2 ID for unicast communication with this particular initiating UE, and check the the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time. In this message, the target UE:
a)	shall include the Key establishment information container;.
b)	shall include the Target user info (i.e. initiating UE’s application layer ID) if the Source user info IE is included in the DIRECT LINK AUTHENTICATION REQUEST message.
NOTE:	The Key establishment information container is provided by upper layers.
After the DIRECT LINK AUTHENTICATION RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, the initiating UE's layer-2 ID for unicast communication shall be the new unique source layer-2 ID if assigned.
* * * Next Change * * * *
[bookmark: _Toc45282232]6.1.2.6.4	PC5 unicast link authentication procedure completion by the initiating UE
Upon receiving a DIRECT LINK AUTHENTICATION RESPONSE message without Target user info IE included, the initiating UE shall stop timer T5006. Upon receiving a DIRECT LINK AUTHENTICATION RESPONSE message with the Target user info IE included, and this IE includes the application layer ID of the initiating UE, the initiating UE shall stop timer T5006. The initiating UE shall use the new source layer-2 ID of the target UE for unicast communication with the target UE, if used in the transmission of the received DIRECT LINK AUTHENTICATION RESPONSE message.
NOTE:	When the initiating UE derives the new KNRP during the PC5 unicast link authentication procedure depends on the authentication method in use.
* * * Next Change * * * *
[bookmark: _Toc45282233]6.1.2.6.5	PC5 unicast link authentication procedure not accepted by the target UE
If the DIRECT LINK AUTHENTICATION REQUEST message cannot be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION REJECT message. In this message, the target UE shall include a PC5 signaling protocol cause IE indicating one of the following cause values:
#a:	Authentication failure;.
#5:	lack of resources for PC5 unicast link.
If this PC5 unicast link authentication procedure is triggered during the PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR PC5 unicast links has been reached, then the target UE shall send a DIRECT LINK AUTHENTICATION REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
After the DIRECT LINK AUTHENTICATION REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure unless the ongoing procedure is the PC5 unicast link establishment procedure and the Target user info is not included in the DIRECT LINK ESTABLISHMENT REQUEST message.
Upon receipt of the DIRECT LINK AUTHENTICATION REJECT message, the initiating UE shall stop timer T5006 and abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
* * * Next Change * * * *
[bookmark: _Toc34388638][bookmark: _Toc34404409][bookmark: _Toc45282238]6.1.2.7.2	PC5 unicast link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the PC5 unicast link security mode control procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE has either identified an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 16 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE PC5 unicast signalling security policy and the target UE’s PC5 unicast signalling security policy. If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm.Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [20];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20], and
d)	create a DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the Key establishment information container if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The Key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE PC5 unicast signalling security policy received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
7)	shall include the 8 LSBs of KNPR-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the selected integrity protection algorithms is not the null integrity protection algorithm;. and
8)	shall include the Source user info set to the initiating UE’s application layer ID received from upper layers, if the Target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the PC5 unicast link authentication procedure has not been performed with the target UE.
The initiating UE shall form the KNPR-sess ID from the 8 MSBs of KNPR-sess ID received in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPR-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message.
The initiating UE shall not cipher the DIRECT LINK SECURITY MODE COMMAND message but shall integrity protect it with the new security context.
After the DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5007. The UE shall not send a new DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5007 is running.


Figure 6.1.2.7.2: PC5 unicast link security mode control procedure
* * * Next Change * * * *
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239]6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
Upon receipt of a DIRECT LINK SECURITY MODE COMMAND message, if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the target UE shall check that the 8 LSBs of KNPR-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE’s DIRECT LINK ESTABLISHMENT REQUEST message.
Then the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [20]; and
b)	derive NRPEK and NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20].
The target UE shall determine whether or not the DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking the integrity of the DIRECT LINK SECURITY MODE COMMAND message using NRPIK;
b)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
c)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, 
1)	checking that the received UE PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm if the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required"; and
d)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [20]. The target UE shall choose the 16 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSBs of KNRP ID and its chosen LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the Source user info IE (i.e. initiating UE’s application layer ID) is included in the DIRECT LINK SECURITY MODE COMMAND message, then the target UE shall assign a new unique source layer-2 ID to replace the old source layer-2 ID for unicast communication with this particular initiating UE, and check the the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time.
If the target UE accepts the DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used and the IP address configuration IE is set to "IPv6 address allocation not supported", shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [6];
d)	if a new KNRP was derived, shall include the 16 LSBs of KNRP ID; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include its UE PC5 unicast user plane security policy for this PC5 unicast link.; and
f)	shall include the Target user info (i.e. initiating UE’s application layer ID) if the Source user info IE is included in the DIRECT LINK SECURITY MODE COMMAND message.
The target UE shall form the KNPR-sess ID from the 8 MSBs of KNPR-sess ID it had sent in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPR-sess ID received in the DIRECT LINK SECURITY MODE COMMAND message.
The target UE shall cipher and integrity protect the DIRECT LINK SECURITY MODE COMPLETE message with the new security context.
After the DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication, the initiating UE's layer-2 ID for unicast communication shall be the new unique source layer-2 ID if assigned.
* * * Next Change * * * *
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240]6.1.2.7.4	PC5 unicast link security mode control procedure completion by the initiating UE
Upon receiving a DIRECT LINK SECURITY MODE COMPLETE message without the Target user info IE included, the initiating UE shall stop timer T5007 and check the integrity of the DIRECT LINK SECURITY MODE COMPLETE message. Upon receiving a DIRECT LINK SECURITY MODE COMPLETE message with the Target user info IE included, and this IE includes the application layer ID of the initiating UE, the initiating UE shall stop timer T5007 and check the integrity of the DIRECT LINK SECURITY MODE COMPLETE message. If the integrity check passes, the initiating UE shall then continue the procedure which triggered the PC5 unicast link security mode control procedure. The initiating UE shall use the new source layer-2 ID of the target UE for unicast communication with the target UE, if used in the transmission of the received DIRECT LINK SECURITY MODE COMPLETE message.
* * * Next Change * * * *
[bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241]6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message, and the target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure unless the ongoing procedure is a PC5 unicast link establishment procedure and the Target user info is not included in the DIRECT LINK ESTABLISHMENT REQUEST message. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#a:	Authentication failure;
#b:	Integrity failure;
#c:	UE security capabilities mismatch; 
#d:	LSBs of KNPR-sess ID conflict;
#e:	UE PC5 unicast signalling security policy mismatch;
#5	lack of resources for PC5 unicast link; or
#111:	Protocol error, unspecified.
If this PC5 unicast link security mode control procedure is triggered during the PC5 unicast link establishment procedure and the implementation-specific maximum number of established NR PC5 unicast links has been reached, then the target UE shall send a DIRECT LINK AUTHENTICATION REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007 and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #d, retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNPR-sess ID; and
* * * Next Change * * * *
[bookmark: _Toc45282326][bookmark: _Toc45882712][bookmark: _Toc45282327][bookmark: _Toc45882713][bookmark: _Toc45282332][bookmark: _Toc45882718][bookmark: _Toc25070732][bookmark: _Toc34388731][bookmark: _Toc34404502][bookmark: _Toc45282412]7.3.10	Direct link authentication request
7.3.10.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link authentication procedure is initiated. See table 7.3.10.1.1.
Message type:	DIRECT LINK AUTHENTICATION REQUEST
Significance:	dual
Direction:		UE to peer UE
Table 7.3.10.1.1: DIRECT LINK AUTHENTICATION REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK AUTHENTICATION REQUEST message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	Key establishment information container
	Key establishment information container
8.4.12
	M
	LV-E
	3-n

	
	Source user info
	Application layer ID
8.4.4
	O
	LV
	3-253



7.3.10.X	Source user info
The UE shall include this IE if the PC5 unicast link security mode control procedure is triggered by a DIRECT LINK ESTABLISHMENT REQUEST message without the Target user info IE included and the PC5 unicast link authentication procedure has not been performed with the target UE.
* * * Next Change * * * *
[bookmark: _Toc45282328][bookmark: _Toc45882714]7.3.11	Direct link authentication response
[bookmark: _Toc45282329][bookmark: _Toc45882715]7.3.11.1	Message definition
This message is sent by a UE to another peer UE to respond to a DIRECT LINK AUTHENTICATION REQUEST message. See table 7.3.11.1.1.
Message type:	DIRECT LINK AUTHENTICATION RESPONSE
Significance:	dual
Direction:		UE to peer UE
Table 7.3.11.1.1: DIRECT LINK AUTHENTICATION RESPONSE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK AUTHENTICATION RESPONSE message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	Key establishment information container
	Key establishment information container
8.4.12
	M
	LV-E
	3-n

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	3-253



7.3.11.X	Target user info
The UE shall include this IE if the Source user info IE is included in the DIRECT LINK AUTHENTICATION REQUEST message.
* * * Next Change * * * *
7.3.13	Direct link security mode command
[bookmark: _Toc26193713][bookmark: _Toc45282333][bookmark: _Toc45882719]7.3.13.1	Message definition
This message is sent by a UE to another peer UE when a PC5 unicast link security mode control procedure is initiated. See table 7.3.13.1.1.
Message type:	DIRECT LINK SECURITY MODE COMMAND
Significance:	dual
Direction:		UE to peer UE
Table 7.3.13.1.1: DIRECT LINK SECURITY MODE COMMAND message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMMAND message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	Selected security algorithms
	Selected security algorithms
8.4.18
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
8.4.14
	M
	LV
	3-9

	
	PC5 unicast signalling security policy
	UE PC5 nicast signalling security policy
8.4.15
	M
	V
	1

	AA
	Nonce_2
	Nonce
8.4.13
	O
	TV
	17

	BB
	LSBs of KNRP-sess ID
	LSBs of KNRP-sess ID
8.4.19
	O
	TV
	2

	XX
	Key establishment information container
	Key establishment information container
8.4.12
	O
	TLV-E
	4-n

	YY
	MSBs of KNRP ID
	MSBs of KNRP ID
8.4.20
	O
	TV
	3

	
	Source user info
	Application layer ID
8.4.4
	O
	LV
	3-253



* * * Next Change * * * *
7.3.13.X	Source user info
The UE shall include this IE if the PC5 unicast link security mode control procedure is triggered by a DIRECT LINK ESTABLISHMENT REQUEST message without the Target user info IE included and the PC5 unicast link authentication procedure has not been performed with the target UE.
* * * Next Change * * * *
[bookmark: _Toc45282338][bookmark: _Toc45882724]7.3.14	Direct link security mode complete
[bookmark: _Toc45282339][bookmark: _Toc45882725]7.3.14.1	Message definition
This message is sent by a UE to another peer UE to respond to a DIRECT LINK SECURITY MODE COMMAND message. See table 7.3.14.1.1.
Message type:	DIRECT LINK SECURITY MODE COMPLETE
Significance:	dual
Direction:		UE to peer UE
Table 7.3.14.1.1: DIRECT LINK SECURITY MODE COMPLETE message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK SECURITY MODE COMPLETE message identity
	PC5 signalling message type
8.4.1.
	M
	V
	1

	
	Sequence number
	Sequence number
8.4.2
	M
	V
	1

	
	QoS flow descriptions
	PC5 QoS flow descriptions
8.4.5
	M
	LV-E
	6-n

	
	UE PC5 unicast user plane security policy
	UE PC5 unicast user plane security policy
8.4.22
	M
	V
	1

	57
	IP address configuration
	IP address configuration
8.4.6
	O
	TV
	2

	58
	Link local IPv6 address 

	Link local IPv6 address
8.4.7
	O
	TV
	17

	AA
	LSBs of KNRP ID
	LSBs of KNRP ID
8.4.21
	O
	TV
	3

	28
	Target user info
	Application layer ID
8.4.4
	O
	TLV
	3-253



7.3.14.X	Target user info
The UE shall include this IE if the Source user info IE is included in the DIRECT LINK AUTHENTICATION REQUEST message.
10.3	Timers of PC5 unicast link management procedures
Table 10.3.1: PC5 unicast link management timers
	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T5000
	8s
NOTE 1
	Upon sending a DIRECT LINK ESTABLISHMENT REQUEST message
	Upon receiving a DIRECT LINK ESTABLISHMENT ACCEPT or DIRECT LINK ESTABLISHMENT REJECT message from the target UE if the Target user info is included in the DIRECT LINK ESTABLISHMENT REQUEST message
	Retransmission of DIRECT LINK ESTABLISHMENT REQUEST message if the Target user info is included in the DIRECT LINK ESTABLISHMENT REQUEST message; or
Discard any response messages corresponding to the DIRECT LINK ESTABLISHMENT REQUEST message if the Target user info is not included in the DIRECT LINK ESTABLISHMENT REQUEST message

	T5001
	5s
	Upon sending a DIRECT LINK MODIFICATION REQUEST message
	Upon receiving a DIRECT LINK MODIFICATION ACCEPT or DIRECT LINK MODIFICATION REJECT or DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of DIRECT LINK MODIFICATION REQUEST message

	T5002
	5s
	Upon sending a DIRECT LINK RELEASE REQUEST message
	Upon receiving a DIRECT LINK RELEASE ACCEPT message from the target UE
	Retransmission of DIRECT LINK RELEASE REQUEST message

	T5003
	5s
	Upon receiving a PC5 signalling message or PC5 user plane data
	Upon PC5 unicast link release or upon initiating the PC5 unicast link keep-alive procedure
	Initiate the PC5 unicast link keep-alive procedure

	T5004
	5s
	Upon sending a DIRECT LINK KEEPALIVE REQUEST message
	Upon receiving a PC5 signalling message or PC5 user plane data
	Retransmission of the DIRECT LINK KEEPALIVE REQUEST message

	T5005
	Default 10m
NOTE 12
	Upon receiving a Maximum inactivity period in a DIRECT LINK KEEPALIVE REQUEST message, receiving a PC5 signalling message or receiving PC5 user plane data
	Upon receiving a PC5 signalling message or PC5 user plane data
	Either initiate the PC5 unicast link keep-alive procedure or the PC5 unicast link release procedure

	T5006
	5s
	Upon sending a DIRECT LINK AUTHENTICATION REQUEST message
	Upon receiving a DIRECT LINK AUTHENTICATION RESPONSE or DIRECT LINK AUTHENTICATION REJECT message from the target UE
	Retransmission of DIRECT LINK AUTHENTICATION REQUEST message

	T5007
	5s
	Upon sending a DIRECT LINK SECURITY MODE COMMAND message
	Upon receiving a DIRECT LINK SECURITY MODE COMPLETE or DIRECT LINK SECURITY MODE REJECT message from the target UE
	Retransmission of DIRECT LINK SECURITY MODE COMMAND message

	T5008
	15s
	Upon sending a DIRECT LINK REKEYING REQUEST message
	Upon receiving a DIRECT LINK REKEYING RESPONSE message from the target UE
	Retransmission of DIRECT LINK REKEYING REQUEST message

	T5009
	
	Upon sending a DIRECT LINK IDENTIFIER UPDATE REQUEST message
	Upon receiving a DIRECT LINK IDENTIFIER UPDATE ACCEPT or DIRECT LINK ESTABLISHMENT REJECT or DIRECT LINK RELEASE REQUEST message from the target UE
	Retransmission of the DIRECT LINK IDENTIFIER UPDATE REQUEST message

	T5010
	
	Upon sending a DIRECT LINK IDENTIFIER UPDATE ACCEPT message
	Upon receiving a DIRECT LINK IDENTIFIER UPDATE ACK message or DIRECT LINK RELEASE REQUEST message from the initiating UE
	Retransmission of the DIRECT LINK IDENTIFIER UPDATE ACCEPT message 

	NOTE 1	If the Target user info is not included in the DIRECT LINK ESTABLISHMENT REQUEST message, then timer T5000 shall not be stopped upon receiving DIRECT LINK ESTABLISHMENT ACCEPT or DIRECT LINK ESTABLISHMENT REPONSE message.
NOTE 12	The default value of this timer is used if the DIRECT LINK KEEPALIVE REQUEST message does not provide a timer value in the Maximum inactivity period IE,
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