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Attachments:	

1	Overall description
CT1 thanks SA2  for their LS on protection of allowed CAG list against the identified MITM Attack.
CT1 analysed the solution proposed by SA2 to avoid the security risk of the MITM attack. The solution proposed by SA2 (which is to mandate the CAG information list in the registration reject message ) will solve the problem of manipulating the CAG information list in the UE. But CT1 identified that the UE will not move away from the fake base station cell and will continue to attempt registration update procedure endlessly leaving the UE in a no service state. So this solution has side effects.
Question:- If the UE identifies a CAG cell as a fake base station cell, can the UE temporarily forbid the CAG-ID(s) broadcasted by the fake CAG cell for a certain period of time ?
2	Actions
To SA2 and SA3 
ACTION: 	CT1 asks SA2 and SA3 to consider the no service situation identified by CT1 into account and kindly answer the question to enable CT1 to solve the issue or provide an alternative solution for the MITM attack.

3	Dates of next TSG CT WG1 meetings
CT1#126 (TBC)	12-16 October, 2020			electronic

