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	Reason for change:
	It was specified the following handling for protection of initial NAS signalling messages in sub 4.4.6:
"If the UE registered in a PLMN:
a)	has 5G-EA0 as a selected 5G NAS security algorithm; and
b)	selects a PLMN other than registered PLMN and EPLMN;
the UE shall discard the 5G NAS security context and send an initial NAS message including cleartext IEs only as described in this subclause for the case when the UE does not have a valid 5G NAS security context."
This is a special case in which 5G-EA0 was the selected 5G NAS security algorithm, which normally can only happen, i.e. during an initial registration procedure for emergency services if no shared 5G NAS security context is available. Hence, when the UE moves to a new PLMN other than registered PLMN and EPLMN, it needs to send the initial NAS message as the UE does not have a valid 5G NAS security context.

However, the UE behaves as does not have a valid 5G NAS security context, does not mean the UE has to delete (current text used “discard” which is confuing) the current stored valid 5G NAS security context in such special case.

Once the UE has deleted the stored valid 5G NAS security context here, then it will cause the following problem in below special situation as well:
(1) In above case, the UE attempts to register to the new PLMN but abnormal cases happened;
(2) Considering here the UE moves to 4G due to abnormal case handling, before any new 5G NAS security context was re-shared in the new PLMN;
(3) The UE initiates TAU procedure in 4G but due to valid 5G NAS security context was deleted, the UE has to send the TAU request message non-integrety protected. Note that in above special case, the UE can still have the valid 5G GUTI which will be mapped to a valid 4G-GUTI included in the TAU request message.
(4) Based on the mapped 4G-GUTI, the MME will forward the TAU request message to the source AMF for integrity check but such check will fail as the received TAU request message was not integrity protected.
(5) Then there is no mapped EPS security context provided by the AMF and hence the MME has to initiate a new AKA to create a new native EPS security context.

Note that above steps (3), (4) and (5) were not specified in the current TS 24.301 and TS 24.501.

	
	

	Summary of change:
	It proposes to not delete the stored valid 5G NAS security context in the case that 5G-EA0 was used and PLMN was changed.

This is FASMO issue as it will cause the 5G to 4G inter-system change failure due to the UE’s behaviour was not specified so far.

	
	

	Consequences if not approved:
	The UE has to send the TAU request message non-integrety protected after the 5G to 4G inter-system change which was not specified so far. Even the UE behaves as above step (3), it will cause the integrity check failure at the source AMF.
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* * * First Change * * * *
[bookmark: _Toc20232421][bookmark: _Toc27746507][bookmark: _Toc36212687][bookmark: _Toc36656864][bookmark: _Toc45286525]4.4.6	Protection of initial NAS signalling messages
The 5GS supports protection of initial NAS messages as specified in 3GPP TS 33.501 [24]. The protection of initial NAS messages applies to the REGISTRATION REQUEST, SERVICE REQUEST and CONTROL PLANE SERVICE REQUEST message, and is achieved as follows:
a)	If the UE does not have a valid 5G NAS security context, the UE sends a REGISTRATION REQUEST message including cleartext IEs only. After activating a 5G NAS security context resulting from a security mode control procedure:
1)	if the UE needs to send non-cleartext IEs, the UE shall include the entire REGISTRATION REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall include the NAS message container IE in the SECURITY MODE COMPLETE message; or
2)	if the UE does not need to send non-cleartext IEs, the UE shall include the entire REGISTRATION REQUEST message (i.e. containing cleartext IEs only) in the NAS message container IE and shall include the NAS message container IE in the SECURITY MODE COMPLETE message.
b)	If the UE has a valid 5G NAS security context and:
1)	the UE needs to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST message, the UE includes the entire REGISTRATION REQUEST or SERVICE REQUEST message (i.e. containing both cleartext IEs and non-cleartext IEs) in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a REGISTRATION REQUEST or SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE;
2)	the UE needs to send non-cleartext IEs in a CONTROL PLANE SERVICE REQUEST message:
i)	if CIoT small data container IE is the only non-cleartext IE to be sent, the UE shall cipher the value part of the CIoT small data container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST message containing the cleartext IEs and the CIoT small data container IE;
ii)	otherwise, the UE includes non-cleartext IEs in the NAS message container IE and shall cipher the value part of the NAS message container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST message containing the cleartext IEs and the NAS message container IE; or
[bookmark: OLE_LINK27]3)	the UE does not need to send non-cleartext IEs in a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message, the UE sends the REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message without including the NAS message container IE.
When the initial NAS message is a REGISTRATION REQUEST message, the cleartext IEs are:
-	Extended protocol discriminator;
-	Security header type;
-	Spare half octet;
-	Registration request message identity;
-	5GS registration type;
-	ngKSI;
-	5GS mobile identity;
-	UE security capability;
-	Additional GUTI;
-	UE status; and
-	EPS NAS message container.
When the initial NAS message is a SERVICE REQUEST message, the cleartext IEs are:
-	Extended protocol discriminator;
-	Security header type;
-	Spare half octet;
-	ngKSI;
-	Service request message identity;
-	Service type; and
-	5G-S-TMSI.
When the initial NAS message is a CONTROL PLANE SERVICE REQUEST message, the cleartext IEs are:
-	Extended protocol discriminator;
-	Security header type;
-	Spare half octet;
-	ngKSI;
-	Control plane service request message identity; and
-	Control plane service type.
When the UE sends a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message that includes a NAS message container IE, the UE shall set the security header type of the initial NAS message to "integrity protected".
If the UE does not need to send non-cleartext IEs in the initial NAS message, the UE shall send the initial NAS message i.e. REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message with cleartext IEs only i.e. without including the NAS message container IE in the initial NAS message.
When the AMF receives an integrity protected initial NAS message which includes a NAS message container IE, the AMF shall decipher the value part of the NAS message container IE. If the received initial NAS message is a REGISTRATION REQUEST message or a SERVICE REQUEST message, the AMF shall consider the NAS message that is obtained from the NAS message container IE as the initial NAS message that triggered the procedure.
When the AMF receives a CONTROL PLANE SERVICE REQUEST message which includes a CIoT small data container IE, the AMF shall decipher the value part of the CIoT small data container IE and handle the message as specified in subclause 5.6.1.4.2.
When the initial NAS message is a DEREGISTRATION REQUEST message, the UE always sends the NAS message unciphered.
If the UE registered in a PLMN:
a)	has 5G-EA0 as a selected 5G NAS security algorithm; and
b)	selects a PLMN other than registered PLMN and EPLMN;
the UE shall discard the 5G NAS security context and send an initial NAS message including cleartext IEs only as described in this subclause for the case when the UE does not have a valid 5G NAS security context.
* * * End of Change * * * *

