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1. Introduction

CT1 has discussed whether SNPN-specific N1 mode attempt counters are needed or not but could not reach the consensus and henced captured as a work task within the exception sheet of Vertical_LAN work [1].

"3.
To determine whether a separate set of counters for each of the list of SNPNs for which the N1 mode capability was disabled, the "permanently forbidden SNPNs" list, and "temporarily forbidden SNPNs" list is needed or not"
Note that this work task just stated that whether a separate set of counters for each list is needed or not and hence it does not imply that separate attempt counters for each list are needed. Hence, if CT1 decides separate attempt counters for each list are not needed, then this work task was completed.
In CT1#124-e meeting, the discussion paper [2] has provided the detailed analysis and evaluation on the attempt counters in SNPN. Several observations were provided based on which it proposed that:

Proposal: In SNPN, to use the exsiting SNPN-specific attempt counter for DoS attack protection is enough and two or more list of SNPN-specific attempt counters are unneccessary even could work.

This paper attempts to provide additional information to justify above proposal.

2. Discussion

2.1 How many RAT and access type are invovled?
For RAT, currently SNPN only support NG-RAN.

For access type, currently SNPN support 3GPP access (which refers to NG-RAN) and non-3GPP access (which refers to accessing SNPN via PLMN).

2.2 How many reject cause are invovled?
Based on the work task in the exception sheet and the past discussion, currently there are four reject causes are involved to SNPN-specific attempt counters for DoS attack:
· #27 (N1 mode not allowed);

· #72 (Non-3GPP access to 5GCN not allowed);
· #74 (Temporarily not authorized for this SNPN);

· #75 (Permanently not authorized for this SNPN).
2.3 How many lists are maintained?
This can be summarized in below table
Table 1. Lists maintained for SNPN

	5GMM cause values
	Maintained list
	Purpose of the list

	#27
(N1 mode not allowed)
	The list of SNPNs for which the N1 mode capability was disabled
	To avoid ping-pong, i.e. in automatic SNPN selection, the MS shall not select an SNPN for which the N1 mode capability was disabled as SNPN selection candidates.

	#72
(Non-3GPP access to 5GCN not allowed)
	No list
	None

	#74
(Temporarily not authorized for this SNPN)
	The “temporarily forbidden SNPNs” list
	To avoid the UE selects the rejcted SNPN temporarily.

	#75

(Permanently not authorized for this SNPN)
	The “permanently forbidden SNPNs” list
	To avoid the UE selects the rejcted SNPN permanently.


Basded on above Table 1, one can see actually the UE needs to maintain different lists per reject cause in the SNPN. Note that as no list for #72 and it is only used for non-3GPP access, hence it to be treated as special.

2.4 How many attempt counters needed in SNPN?
This can be summarized in below table:

Table 2. Alternatives for attempt counters for SNPN

	Alternatives
	Pros.
	Cons.

	Alt#1:

Separate counters per list
	· From attacker perspective, it is more difficult to mount a successful attack using different causes.
	· The UE has to maintain 3 set of counters with 6 total counters: 3 for 3GPP access and 3 for non-3GPP access. Adding the UE’s complexity and wasting the UE internal resources.
· Not future proof way forward: more reject cause may be added in the future and more lists may be added as well, then more and more counters needs to be maintained by the UE. Each new list will add 2 counters.

· Complicated, needs a lot of work to update the R16 specification.

	Alt#2:

Separate counters per RAT
	· Simpler, nothing new needs to be done in the current R16 specification.
· Consistent with PLMN in which the counters is per RAT.

· Future proof, in 5G timeframe (more than 10 years), more likely no any new RAT added for SNPN.
	· From attacker perspective, it is easier to mount a successful attack using different causes. (NOTE)

	Alt#3:

Separate counters per reject cause
	Same as Alt#1 as currently it is one list per cause
	Same as Alt#1 as currently it is one list per cause

	NOTE: The UE can use bigger counter value (e.g. 10) to slow-down the DoS attacks.


Some information needs to be born in mind:

(1) What specified the specific requirements for UE on non-integrity protected reject messages is mainly to protect the UE from such DoS attacks. The UE needs not to care or distinguish which attacker used which cause value to mount such attack.
(2) The granularity for such protection is more reasonable and simpler per RAT due to:

a) For PLMN, it is per RAT. Per RAT granularity also includes all RATs.

b) The UE is accessing the network via only one RAT and hence the attacker can only mount the attack in one RAT at a time;
c) Once one RAT was attacked, the UE cannot obtain the services in the current serving RAT but the UE can try to obtain services in the other RATs if available. Such UE handling is general regardless of how it was attacked;

d) For SNPN, only one RAT (= all RATs) is available and hence, regardless of how the UE was attacked (by which to maintain which list for which cause value), the UE cannot abtain the services in the current serving RAT. Hence, the attack affect is the same.

(3) Needs to evaluate the benefit vs. the cost when selecting the alternatives. If one counter per RAT is enough, why the UE has to maintain a lot of counters per RAT to add the UE’s complexity and waste the UE internal resources, while there is no clear benefit gained.
3. Proposal
Based on the discussion given in section 2, we still believe below proposal given in the discussion paper [2] is reasonable: 

Proposal: In SNPN, to use the exsiting SNPN-specific attempt counter for DoS attack protection is enough and two or more list of SNPN-specific attempt counters are unneccessary even could work.

The above proposal needs no CT1 work and hence no CR is needed, i.e. it was already in the current specification.
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