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1.
Discussion
SA2 agreed CR #2380 TS 23.501 ( S2-2004454) that when the registration attempt is rejected due to CAG related reasons, the NW should send the CAG information list to the UE so that the UE does not take action itself to delete the CAG IDs from the list, instead just replace the existing list with the new list.
This mechanism will work well with genuine networks as the UE will receive the updated CAG information list from the network and UE can take appropriate decision based on the latest CAG information list. 
For the man in the middle attack, the CR also solves the problem of unwantedly deleting the elements from the allowed CAG list as the UE will just replace the old list with the new list that is received in the registration reject message. 
However there is another problem that the UE will go into a loop of registration attempts and never succeed. 

Assume the following case:
a) A UE has an allowed CAG list of CAG 1, CAG 2 and CAG 3.

b) A genuine gNB supports CAG 4.
c) A false base station acts as a man-in-the-middle between the UE and the genuine gNB.

d) The false base station broadcasts that it supports CAG 1 and CAG 2.

e) Then, the UE will try to access the genuine gNB via the false base station.

f) gNodeB will send the CAG ID of the serving CAG cell as CAG 4 to AMF.

g) AMF checks if CAG 4 is in the Allowed CAG list and the registration request will be rejected by AMF by cause #76 and the AMF will send a new CAG information list and most possibly with the same allowed CAG list.
h) UE will have the same allowed CAG list and since the cell reselection conditions have not changed, UE will still remain on the same CAG cells ( from the FBS) and attempt registration again and the same cycle will be repeated.  
As a result, the UE and NW will go into a loop of registration requests and rejects. 

OBSERVATION 1: UE cannot go to another cell (especially CAG cell) as the cell selection criterion hasn’t changed and the same allowed CAG list is received by the UE. So even after the reject, UE will still remain the fake cell as it is broadcasting CAG IDs that are in the allowed CAG list.
OBSERVATION 2: AMF cannot do much here as it receives the broadcasted CAG IDs from the genuine gNodeB and it does not belong to the CAG information list and so all it can do is to reject the registration request and add the CAG information list to the reject message.
OBSERVATION 3: UE will again perform registration procedure. NW will again reject it and this cycle will continue. As the registration reject cause used is #76, there will not be any control on the number of times the registration procedure will be done creating load on the network and denying service to the UE.
The above scenario is very likely to happen in case of fake base station. So it is required to have a protective mechanism to prevent UE and the NW.

ISSUE 1: How the UE can understand that it is on a Fake CAG cell ? 

Solution 1.1 (To solve Issue 1) :  
If the UE is on a CAG cell and it receives the same CAG information list that it has already stored, or if the UE receives a new CAG information list in the registration reject message and it has the same CAG IDs as broadcasted by the current camped CAG cell, then the UE can interpret that it is on a fake base station and it needs to move away from it. 
Pros: No need to for any changes in the NW side. Only UE side is changed.

Cons: Will not work with manual selection. If the User selects a CAG-ID that is not in the allowed CAG list, NW can reject the registration request and send back the same CAG Information list. In that case the UE shall not go away from the current CAG cells or block them.
Solution 1.2 (To Solve Issue 1):

When the AMF receives a registration request from a UE and the broadcasted CAG ID ( received from NG-RAN) is not in the CAG information list stored in the AMF and the AMF wants to reject the registration request, AMF shall include the broadcasted CAG ID(s) (received from NG-RAN) list to the UE. UE can compare the broadcasted CAG ID(s) received from the AMF and the broadcasted CAG ID(s) broadcasted by the current camped CAG cell. If they are different, UE can definitely know that there is a fake base station in between. 

Pros: UE can correctly identify a fake base station cell and move away from it.

Cons: Changes needed in both NW and the UE.

ISSUE 2: What to do after the UE determines a fake CAG cell?

Solution 2.1 (To Solve issue 2) : UE temporarily blocks the broadcasted CAG-IDs by adding them to a temporarily forbidden CAG ID list and remove the broadcasted CAG-ID from the CAG information list as long as an implementation specific timer is running. 
Pros: UE will not go into the fake base station cell for a period of time and will be able to get service.

Cons: UE needs to change the allowed CAG list for a period of time an UE and NW will not be in sync during this time.
Solution 2.2 (To Solve issue 2): UE selects another PLMN to temporarily move away from the fake base station cell. 
Pros: No need to change the allowed CAG list that is sent from the network

Cons 1: There can be other CAG cells in the same PLMN which are genuine and UE will not select those CAG cells

Cons 2: UE can come back to the fake base station cells due to cell reselection.
2
Proposal
It is proposed to agree the following proposal in rel-16 as such a scenario will definitely lead to serious misoperation :
PROPOSAL 1: It is proposed to go with Solution 1.2 (for issue 1) and Solution 2.1 (for issue 2) 
Solution 1.2 is implemented in CR C1-204858
Solution 2.1 is implemented in CR C1-205065
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