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* * * First Change * * * *
[bookmark: _Toc25070676][bookmark: _Toc34388591][bookmark: _Toc34404362][bookmark: _Toc45282190]6	V2X communication
[bookmark: _Toc533170263][bookmark: _Toc22039967][bookmark: _Toc25070677][bookmark: _Toc34388592][bookmark: _Toc34404363][bookmark: _Toc45282191]6.1	V2X communication over PC5
[bookmark: _Toc533170264][bookmark: _Toc22039968][bookmark: _Toc25070678][bookmark: _Toc34388593][bookmark: _Toc34404364][bookmark: _Toc45282192]6.1.1	General
This clause describes the procedures at the UE, and between UEs, for V2X communication over PC5.
The UE shall support requirements for securing V2X communication over PC5.
Editor’s note:	Further details about securing V2X communication over PC5 will be added as soon as SA3 conclude their study in 3GPP TR 33.836 and add necessary requirements in Rel-16.
Both IP based and non-IP based V2X communication over PC5 are supported. For IP based V2X communication, only IPv6 is used. IPv4 is not supported in this release of the present document.
V2X messages carried over PC5 are exchanged using user plane and they can be sent or received over broadcast, unicast or groupcast depending on whether the user equipment (UE) is using the new radio (NR-PC5) or the evolved universal terrestrial radio access (E-UTRA-PC5).
V2X communication over NR-PC5 supports broadcast mode, groupcast mode, and unicast mode. If upper layer of the UE indicates the mode of communication, the UE shall set the mode of communication based on the request of the upper layer. Otherwise, the UE shall set the mode of communication based on the mapping rules between the V2X service identifier and the default mode of communication defined in clause 5.2.3.
NOTE:	Further details about whether broadcast, unicast or groupcast can be used over PC5 are described in 3GPP TS 23.287 [3] clause 5.2.1.
[bookmark: _Toc22039969][bookmark: _Toc25070679][bookmark: _Toc34388594][bookmark: _Toc34404365][bookmark: _Toc45282193]6.1.2	Unicast mode communication over NR based PC5
[bookmark: _Toc22039970][bookmark: _Toc25070680][bookmark: _Toc34388595][bookmark: _Toc34404366][bookmark: _Toc45282194]6.1.2.1	Overview
This clause describes the PC5 signalling protocol procedures between two UEs for unicast mode of V2X communication. The following PC5 signalling protocol procedures are defined:
a)	PC5 unicast link establishment;
b)	PC5 unicast link modification;
c)	PC5 unicast link release;
d)	PC5 unicast link identifier update;
[bookmark: _Toc22039971][bookmark: _Toc25070681][bookmark: _Toc525231185][bookmark: _Toc8836202]e)	PC5 unicast link authentication;
f)	PC5 unicast link security mode control;
g)	PC5 unicast link keep-alive; and
[bookmark: _Toc34388596][bookmark: _Toc34404367]h)	PC5 unicast link re-keying procedure.
[bookmark: _Toc45282195]6.1.2.2	PC5 unicast link establishment procedure
[bookmark: _Toc22039972][bookmark: _Toc25070682][bookmark: _Toc34388597][bookmark: _Toc34404368][bookmark: _Toc45282196]6.1.2.2.1	General
The PC5 unicast link establishment procedure is used to establish a PC5 unicast link between two UEs. The UE sending the request message is called the "initiating UE" and the other UE is called the "target UE". The maximum number of NR PC5 unicast links established in a UE at a time shall not exceed an implementation-specific maximum number of established NR PC5 unicast links.
NOTE:	The recommended maximum number of established NR PC5 unicasts link is 8.
Editor’s note:	The details about security procedure defined by SA3 are FFS.
Editor’s note:	The details of the IEs of the following messages are FFS.
[bookmark: _Toc22039973][bookmark: _Toc25070683][bookmark: _Toc34388598][bookmark: _Toc34404369][bookmark: _Toc45282197]6.1.2.2.2	PC5 unicast link establishment procedure initiation by initiating UE
Editor’s note:	This section needs to be revisited after SA3 have determined the full set of security requirements for unicast link establishment.
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	a request from upper layers to transmit the packet for V2X service over PC5;
b)	the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.3 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned) and is not being used by other existing PC5 unicast links within the initiating UE;
d)	the link layer identifier for the unicast initial signaling (i.e. destination layer-2 ID used for unicast initial signaling) is available to the initiating UE (e.g. pre-configured,  obtained as specified in clause 5.2.3 or known via prior V2X communication);
NOTE:	In the case where different V2X services are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one V2X service types, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for V2X communication over PC5 in NR-PC5 in the serving PLMN, or has a valid authorization for V2X communication over PC5 in NR-PC5 when not served by E-UTRA and not served by NR; and
f)	there is no existing PC5 unicast link for the pair of peer application layer IDs, or there is an existing PC5 unicast link for the pair of peer application layer IDs and the network layer protocol of  the existing PC5 unicast link is not identical to the network layer protocol required by the upper layer in the initiating UE for this V2X service.
g)	the number of established PC5 unicast links is less than the implementation-specific maximum number of established NR PC5 unicast links allowed in the UE at a time.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE’s application layer ID received from upper layers; 
b)	shall include the V2X service identifier(s) received from upper layer;
c)	shall include the target user info set to the target UE’s application layer ID if received from upper layers;
d)	shall include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred", and may include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection not needed";
NOTE 1:	The Key establishment information container is provided by upper layers.
e)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this PC5 unicast link;
g)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required" or "signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE; and
i)	shall include its UE PC5 unicast signalling security policy.
After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the destination layer-2 ID used for unicast initial signaling, and start timer T5000. The UE shall not send a new DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5000 is running.
NOTE 2:	In order to ensure successful PC5 unicast link establishment, T5000 should be set to a value larger than the sum of T5006 and T5007.


Figure 6.1.2.2.2: PC5 unicast link establishment procedure
[bookmark: _Toc22039974][bookmark: _Toc25070684][bookmark: _Toc34388599][bookmark: _Toc34404370][bookmark: _Toc45282198]6.1.2.2.3	PC5 unicast link establishment procedure accepted by the target UE
Upon receipt of a DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a PC5 unicast link context and assign a layer-2 ID for this PC5 unicast link. Then the target UE shall store this assigned layer-2 ID and the source layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context. 
If:
a)	the target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or
b)	the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the V2X service(s) identified by the V2X service identifier IE in the DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall either:
a)	identify an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message; or 
b)	if KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in clause 6.1.2.6.
NOTE:	How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
After an existing KNRP was identified or a new KNRP was derived, the target UE shall initiate a PC5 unicast link security mode control procedure as specified in clause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, in order to determine whether the DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
If the target UE accepts the PC5 unicast link establishment procedure, the target UE shall create a DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE’s application layer ID received from upper layers; 
b)	shall include a PQFI and the corresponding PC5 QoS parameters;
c)	shall include an IP address configuration IE set to one of the following values if IP communication is used:
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
d)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [16] if IP address configuration IE is set to "IPv6 address allocation not supported" and the received DIRECT LINK ESTABLISHMENT REQUEST message included a link local IPv6 address IE; and
[bookmark: _Toc22039975][bookmark: _Toc25070685][bookmark: _Toc34388600][bookmark: _Toc34404371]e)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.536 [20].
After the DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
After sending the DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link; and
b)	PQFI(s) and its corresponding PC5 QoS parameters.
If the target UE accepts the PC5 unicast link establishment request, then the target UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
[bookmark: _Toc45282199]6.1.2.2.4	PC5 unicast link establishment procedure completion by the initiating UE
Upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5000, uniquely assign a PC5 link identifier and create a PC5 unicast link context for this PC5 unicast link. Then the target UE shall store the source layer-2 ID and the destination layer-2 ID used in the transport of this message provided by the lower layers in the PC5 unicast link context. From this time onward the initiating UE shall use the established link for V2X communication over PC5 and additional PC5 signalling messages to the target UE.
[bookmark: _Toc22039976][bookmark: _Toc25070686][bookmark: _Toc34388601][bookmark: _Toc34404372]After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this PC5 unicast link; and
b)	PQFI(s) and its corresponding PC5 QoS parameters.
In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
[bookmark: _Toc45282200]6.1.2.2.5	PC5 unicast link establishment procedure not accepted by the target UE
If the DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message. The DIRECT LINK ESTABLISHMENT REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#1	direct communication to the target UE not allowed;
#3	conflict of layer-2 ID for unicast communication is detected;
#5	lack of resources for PC5 unicast link; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept this request .e.g. based on operator policy or configuration parameters for V2X communication over PC5 as specified in clause 5.2.3, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed".
For a received DIRECT LINK ESTABLISHMENT REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this layer-2 ID or is currently processing a DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
If the PC5 unicast link establishment fails due to the congestion problems, the implementation-specific maximum number of established NR PC5 unicast links has been reached, or other temporary lower layer problems causing resource constraints, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
For other reasons that causing the failure of link establishment, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #111 "protocol error, unspecified".
Upon receipt of the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5000 and abort the PC5 unicast link establishment procedure. If the PC5 signalling protocol cause value in the DIRECT LINK ESTABLISHMENT REJECT message is #1 "direct communication to the target UE not allowed" or #5 "lack of resources for PC5 unicast link", then the UE shall not attempt to start PC5 unicast link establishment with the same target UE at least for a time period T.
NOTE:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
[bookmark: _Toc25070687][bookmark: _Toc34388602][bookmark: _Toc34404373][bookmark: _Toc45282201][bookmark: _Toc22039977]6.1.2.2.6	Abnormal cases
[bookmark: _Toc25070688][bookmark: _Toc34388603][bookmark: _Toc34404374][bookmark: _Toc45282202]6.1.2.2.6.1	Abnormal cases at the initiating UE
If timer T5000 expires, the initiating UE shall retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5000. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that the target UE is unreachable.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
If the need to establish a link no longer exists before the procedure is completed, the initiating UE shall abort the procedure.
[bookmark: _Toc25070689][bookmark: _Toc34388604][bookmark: _Toc34404375][bookmark: _Toc45282203]6.1.2.2.6.2	Abnormal cases at the target UE
For a received DIRECT LINK ESTABLISHMENT REQUEST message from a source layer-2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this source layer-2 ID and the new request contains an identical source user info as the known user, the UE shall process the new request. However, the target UE shall only delete the existing link context after the new link establishment procedure succeeds.
[bookmark: _Toc25070690][bookmark: _Toc34388605][bookmark: _Toc34404376][bookmark: _Toc45282204]6.1.2.3	PC5 unicast link modification procedure
[bookmark: _Toc525231186][bookmark: _Toc22039978][bookmark: _Toc25070691][bookmark: _Toc34388606][bookmark: _Toc34404377][bookmark: _Toc45282205]6.1.2.3.1	General
The purpose of the PC5 unicast link modification procedure is to modify the existing PC5 unicast link to:
a)	add new PC5 QoS flow(s) to the existing PC5 unicast link;
b)	modify existing PC5 QoS flow(s) for updating PC5 QoS parameters of the existing PC5 QoS flow(s);
c)	modify existing PC5 QoS flow(s) for associating new V2X service(s) with the existing PC5 QoS flow(s);
d)	modify existing PC5 QoS flow(s) for removing the associated V2X service(s) from the existing PC5 QoS flow(s); or
e)	remove existing PC5 QoS flow(s) from the existing PC5 unicast link.
[bookmark: OLE_LINK29][bookmark: OLE_LINK30]In this procedure, the UE sending the DIRECT LINK MODIFICATION REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
[bookmark: _Toc525231187][bookmark: _Toc22039979][bookmark: _Toc25070692][bookmark: _Toc34388607][bookmark: _Toc34404378][bookmark: _Toc45282206]6.1.2.3.2	PC5 unicast link modification procedure initiated by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure for adding a new V2X service to the existing PC5 unicast link:
a)	there is a PC5 unicast link between the initiating UE and the target UE; and
b)	the pair of application layer IDs and the network layer protocol of this PC5 unicast link are identical to those required by the application layer in the initiating UE for this V2X service.
c)	the security policy corresponding to the V2X service identifier (e.g. ITS-AID of the new V2X service) is aligned with the security policy of the existing PC5 unicast link.
After receiving the service data or request from the upper layers, the initiating UE shall perform the PC5 QoS flow match as apecified in clause 6.1.2.13. If there is no matched PC5 QoS flow, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.
If the PC5 unicast link modification procedure is to add new PC5 QoS flow(s) to the existing PC5 unicast link, the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the V2X service identifier(s); and
b)	shall include the link modification operation code set to "add new PC5 QoS flow(s) to the existing PC5 unicast link ".
If the PC5 unicast link modification procedure is to modify the PC5 QoS parameters for existing PC5 QoS flow(s) in the existing PC5 unicast link, the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the V2X service identifier(s); and
b)	shall include the link modification operation code set to "modify PC5 QoS parameters of the existing PC5 QoS flow(s)".
If the PC5 unicast link modification procedure is to associate new V2X service(s) with existing PC5 QoS flow(s), the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the V2X service identifier(s); and
b)	shall include the link modification operation code set to "associate new V2X service(s) with existing PC5 QoS flow(s)".
If the PC5 unicast link modification procedure is to remove the associated V2X service(s) from existing PC5 QoS flow(s), the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s) and the corresponding PC5 QoS parameters including the V2X service identifier(s); and
b)	shall include the link modification operation code set to "remove V2X service(s) from existing PC5 QoS flow(s)".
If the PC5 unicast link modification procedure is to remove any PC5 QoS flow(s) from the existing PC5 unicast link, the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:
a)	shall include the PQFI(s); and
b)	shall include the link modification operation code set to "remove existing PC5 QoS flow(s) from the existing PC5 unicast link".
After the DIRECT LINK MODIFICATION REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5001. The UE shall not send a new DIRECT LINK MODIFICATION REQUEST message to the same target UE while timer T5001 is running.


Figure 6.1.2.3.2: PC5 unicast link modification procedure
[bookmark: _Toc22039980][bookmark: _Toc25070693][bookmark: _Toc34388608][bookmark: _Toc34404379][bookmark: _Toc45282207]6.1.2.3.3	PC5 unicast link modification procedure accepted by the target UE
If the DIRECT LINK MODIFICATION REQUEST message is accepted, the target UE shall respond with the DIRECT LINK MODIFICATION ACCEPT message.
If the DIRECT LINK MODIFICATION REQUEST message is to add a new V2X service, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the PC5 unicast link, the target UE shall include in the DIRECT LINK MODIFICATION ACCEPT message:
a)	the PQFI(s) and the corresponding PC5 QoS parameters that the target UE accepts.
If the DIRECT LINK MODIFICATION REQUEST message is to remove an existing V2X service from the PC5 unicast link, the target UE shall delete the V2X service identifier received in the DIRECT LINK MODIFICATION REQUEST message and the corresponding PQFI(s) and PC5 QoS parameters from the profile associated with the PC5 unicast link.
If the DIRECT LINK MODIFICATION REQUEST message is to remove existing PC5 QoS flow(s) from the PC5 unicast link, the target UE shall delete the PQFI(s) and the corresponding PC5 QoS parameters from the profile associated with the PC5 unicast link.
[bookmark: _Toc22039981][bookmark: _Toc25070694][bookmark: _Toc34388609][bookmark: _Toc34404380]If the DIRECT LINK MODIFICATION REQUEST message is to add a new V2X service, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the PC5 unicast link, after sending the DIRECT LINK MODIFICATION ACCEPT message, the target UE shall provide the added or modified PQFI(s) and corresponding PC5 QoS parameters along with PC5 link identifier to the lower layer.
If the DIRECT LINK MODIFICATION REQUEST message is to remove an existing V2X service or to remove the existing PC5 QoS flow(s) from the PC5 unicast link, after sending the DIRECT LINK MODIFICATION ACCEPT message, the target UE shall provide the removed PQFI(s) along with the PC5 link identifier to the lower layer.
If the target UE accepts the PC5 unicast link modification request, then the target UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12 and perform the PC5 QoS flow match over PC5 unicast link as specified in clause 6.1.2.13.
[bookmark: _Toc45282208]6.1.2.3.4	PC5 unicast link modification procedure completion by the initiating UE
Upon receipt of the DIRECT LINK MODIFICATION ACCEPT message, the initiating UE shall stop timer T5001.
[bookmark: _Toc22039982][bookmark: _Toc25070695][bookmark: _Toc34388610][bookmark: _Toc34404381]Upon receipt of the DIRECT LINK MODIFICATION ACCEPT message, if the DIRECT LINK MODIFICATION REQUEST message is to add a new V2X service, add new PC5 QoS flow(s) or modify any existing PC5 QoS flow(s) in the PC5 unicast link, the initiating UE shall provide the added or modified PQFI(s) and corresponding PC5 QoS parameters along with PC5 link identifier to the lower layer.
Upon receipt of the DIRECT LINK MODIFICATION ACCEPT message, if the DIRECT LINK MODIFICATION REQUEST message is to remove an existing V2X service or to remove the existing PC5 QoS flow(s) from the PC5 unicast link, the initiating UE shall provide the removed PQFI(s) along with the PC5 link identifier to the lower layer.
In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in clause 6.1.2.12.
[bookmark: _Toc45282209]6.1.2.3.5	PC5 unicast link modification procedure not accepted by the target UE
If the PC5 unicast link modification request cannot be accepted, the target UE shall send a DIRECT LINK MODIFICATION REJECT message. The DIRECT LINK MODIFICATION REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#5	lack of resources for PC5 unicast link;
#11	required service not allowed; or
#111	protocol error, unspecified.
If the target UE is not allowed to accept this request, .e.g. because the V2X service to be added is not allowed per the operator policy or configuration parameters for V2X communication over PC5 as specified in clause 5.2.3, the target UE shall send a DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #11 "required service not allowed".
If the PC5 unicast link modification fails due to the congestion problems or other temporary lower layer problems causing resource constraints, the target UE shall send a DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".
For other reasons causing the failure of link modification, the target UE shall send a DIRECT LINK MODIFICATION REJECT message with PC5 signalling protocol cause value #111 "protocol error, unspecified".
Upon receipt of the DIRECT LINK MODIFICATION REJECT message, the initiating UE shall stop timer T5001 and abort the PC5 unicast link modification procedure. If the PC5 signalling protocol cause value in the DIRECT LINK MODIFICATION REJECT message is #11 "required service not allowed" or #5 "lack of resources for PC5 unicast link", then the initiating UE shall not attempt to start PC5 unicast link modification with the same target UE to add the same V2X service, or to add or modify the same PC5 QoS flow(s) at least for a time period T.
[bookmark: OLE_LINK24][bookmark: OLE_LINK25][bookmark: OLE_LINK22][bookmark: OLE_LINK23]NOTE:	The length of time period T is UE implementation specific and can be different for the case when the UE receives PC5 signalling protocol cause value #11 "required service not allowed" or when the UE receives PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link". The length of time period T is not less than 30 minutes.
[bookmark: _Toc25070696][bookmark: _Toc34388611][bookmark: _Toc34404382][bookmark: _Toc45282210][bookmark: _Toc22039983]6.1.2.3.6	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	If timer T5001 expires, the initiating UE shall retransmit the DIRECT LINK MODIFICATION REQUEST message and restart timer T5001. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link modification procedure and may notify the upper layer that the target UE is unreachable.
NOTE 1:	The maximum number of allowed retransmissions is UE implementation specific.
NOTE 2:	After reaching the maximum number of allowed retransmissions, whether the initiating UE releases this PC5 unicast link depends on its implementation.
b)	For the same PC5 unicast link, if the initiating UE receives a DIRECT LINK RELEASE message during the initiating UE-requested PC5 unicast link modification procedure, the initiating UE shall abort the PC5 unicast link modification procedure and proceed with the PC5 unicast link release procedure.
c)	For the same PC5 unicast link, if the initiating UE receives a DIRECT LINK MODIFICATION REQUEST message during the PC5 unicast link modification procedure, the initiating UE shall abort the PC5 unicast link modification procedure. Following handling is implementation dependent, e.g., the initiating UE waits for an implementation dependent time for initiating a new PC5 unicast link modification procedure, if still needed.
[bookmark: _Toc34388612][bookmark: _Toc34404383][bookmark: _Toc45282211][bookmark: _Toc25070697]6.1.2.4	PC5 unicast link release procedure
[bookmark: _Toc34388613][bookmark: _Toc34404384][bookmark: _Toc45282212]6.1.2.4.1	General
The PC5 unicast link release procedure is used to release a secure PC5 unicast link between two UEs. The link can be released from either end point. The UE sending the DIRECT LINK RELEASE REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
[bookmark: _Toc34388614][bookmark: _Toc34404385][bookmark: _Toc45282213]6.1.2.4.2	PC5 unicast link release procedure initiation by initiating UE
The initiating UE shall initiate the procedure if:
a)	a request from upper layers to release a PC5 unicast link with the target UE which uses a known layer-2 ID (for unicast communication) is received and there is an existing PC5 unicast link between these two UEs; or
b)	the target UE has been non-responsive, e.g. no response in the PC5 unicast link modification procedure or PC5 unicast link identifier update procedure.
The initiating UE may initiate the procedure to release an established PC5 unicast link if the UE has reached the maximum number of established PC5 unicast links and there is a need to establish a new PC5 unicast link. In this case, which PC5 unicast link is to be released is up to UE implementation.
In order to initiate the PC5 unicast link release procedure, the initiating UE shall create a DIRECT LINK RELEASE REQUEST message with a PC5 signalling protocol cause IE indicating one of the following cause values:
#1	direct communication with the target UE not allowed;
#2	direct communication to the target UE no longer needed;
#4	direct connection is not available anymore;
#5	lack of resources for PC5 unicast link; or
#111	protocol error, unspecified.
The initiating UE shall include the new MSB of KNRP ID in the DIRECT LINK RELEASE REQUEST message.
After the DIRECT LINK RELEASE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID and the target UE's layer-2 ID. The initiating UE shall release the direct link locally if the release reason is #4 "direct connection is not available anymore". Otherwise, the initiating UE shall start timer T5002.

Figure 6.1.2.4.2.1: PC5 unicast link release procedure
[bookmark: _Toc34388615][bookmark: _Toc34404386][bookmark: _Toc45282214]6.1.2.4.3	PC5 unicast link release procedure accepted by the target UE
Upon receiving a DIRECT LINK RELEASE REQUEST message, the target UE shall stop timer T5001, timer T5002, timer T5003, T5004 and T5005 for this PC5 unicast link, if any of those timers is running, and abort any other ongoing PC5 signalling protocol procedures on this link. The target UE shall respond with a DIRECT LINK RELEASE ACCEPT message. The target UE shall include the new LSB of KNRP ID in the DIRECT LINK RELEASE ACCEPT message. After the message is sent, the target UE shall release the PC5 unicast link by performing the following behaviours:
a)	inform the lower layer along with the PC5 link identifier that the PC5 unicast link has been released; and
b)	delete the PC5 unicast link context of the PC5 unicast link after an implementation specific time.
[bookmark: _Toc34388616][bookmark: _Toc34404387]The target UE shall form the new KNPR ID from the new MSB of KNPR ID received in the DIRECT LINK RELEASE REQUEST message and the new LSB of KNPR ID included in the DIRECT LINK RELEASE ACCEPT message. The target UE shall replace the existing KNPR ID with the new KNPR ID. The target UE may include the new KNPR ID in DIRECT LINK ESTABLISHMENT REQUEST message with the initiating UE as specified in clause 6.1.2.2.2.
[bookmark: _Toc45282215]6.1.2.4.4	PC5 unicast link release procedure completion by the initiating UE
Upon receipt of the DIRECT LINK RELEASE ACCEPT message, the initiating UE shall stop timer T5002 and shall release the PC5 unicast link by performing the following behaviours:
a)	inform the lower layer along with the PC5 link identifier that the PC5 unicast link has been released; and
b)	delete the PC5 unicast link context of the PC5 unicast link after an implementation specific time.
[bookmark: _Toc34388617][bookmark: _Toc34404388]The initiating UE shall form the new KNPR ID from the MSB of KNPR ID included in the DIRECT LINK RELEASE REQUEST message and the LSB of KNPR ID received in the DIRECT LINK RELEASE ACCEPT message. The initiating UE shall replace the existing KNPR ID with the new KNPR ID. The initiating UE may include the new KNPR ID in DIRECT LINK ESTABLISHMENT REQUEST message with the target UE as specified in clause 6.1.2.2.2.
[bookmark: _Toc45282216]6.1.2.4.5	Abnormal cases
[bookmark: _Toc34388618][bookmark: _Toc34404389][bookmark: _Toc45282217]6.1.2.4.5.1	Abnormal cases at the initiating UE
If retransmission timer T5002 expires, the initiating UE shall initiate the transmission of the DIRECT LINK RELEASE REQUEST message again and restart timer T5002.
If no response is received from the target UE after reaching the maximum number of allowed retransmissions, the initiating UE shall release the PC5 unicast link locally and delete the KNRP ID associated with this link. From this time onward the initiating UE shall no longer send or receive any messages via this link.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
[bookmark: _Toc34388619][bookmark: _Toc34404390][bookmark: _Toc45282218]6.1.2.5	PC5 unicast link identifier update procedure
[bookmark: _Toc34388620][bookmark: _Toc34404391][bookmark: _Toc45282219]6.1.2.5.1	General
The PC5 unicast link identifier update procedure is used to update and exchange the new identifiers (e.g. application layer ID, layer-2 ID, security information and IP address/prefix) between two UEs for a PC5 unicast link before using the new identifiers. The UE sending the DIRECT LINK IDENTIFIER UPDATE REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
[bookmark: _Toc34388621][bookmark: _Toc34404392][bookmark: _Toc45282220]6.1.2.5.2	PC5 unicast link identifier update procedure initiation by initiating UE
The initiating UE shall initiate the procedure if:
a)	the initiating UE receives a request from upper layers to change the application layer ID and there is an existing PC5 unicast link associated with this application layer ID; or
b)	the privacy timer (see clause 5.2.3) of the initiating UE's layer-2 ID expires for an existing PC5 unicast link.
If the PC5 unicast link identifier update procedure is triggered by a change of the initiating UE’s application layer ID, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE
a)	shall include the initiating UE’s new application layer ID received from upper layer;
b)	shall include the initiating UE’s new layer-2 ID assigned by itself;
c)	shall include the MSB of KNRP-sess ID; and
d)	may include the new IP address/prefix if IP communication is used.
If the PC5 unicast link identifier update procedure is triggered by the expiry of the initiating UE's privacy timer as specified in clause 5.2.3, the initiating UE shall create a DIRECT LINK IDENTIFIER UPDATE REQUEST message. In this message, the initiating UE 
a)	shall include the initiating UE's new layer-2 ID assigned by itself;
b)	shall include the MSB of KNRP-sess ID;
c)	may include the initiating UE’s new application layer ID received from upper layer; and
d)	may include the new IP address/prefix if IP communication is used.
After the DIRECT LINK IDENTIFIER UPDATE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID and the target UE's layer-2 ID, and start timer T5009. The UE shall not send a new DIRECT LINK IDENTIFIER UPDATE REQUEST message to the same target UE while timer T5009 is running.

Figure 6.1.2.5.2.1: PC5 unicast link identifier update procedure
[bookmark: _Toc34388622][bookmark: _Toc34404393][bookmark: _Toc45282221]6.1.2.5.3	PC5 unicast link identifier update procedure accepted by the target UE
Upon receipt of a DIRECT LINK IDENTIFIER UPDATE REQUEST message, if the target UE determines:
a)	the PC5 unicast link associated with this request message is still valid; and
b)	the timer T5010 for the PC5 unicast link identified by this request message is not running,
then the target UE accepts this request and responds with a DIRECT LINK IDENTIFIER UPDATE ACCEPT message. 
If the target UE has the privacy configuration as specified in clause 5.2.3 and decides to change its identifier, the target UE shall create the DIRECT LINK IDENTIFIER UPDATE ACCEPT message. In this message, the target UE:
a)	shall include the target UE's new layer-2 ID assigned by itself;
b)	shall include the LSB of KNRP-sess ID;
c)  shall include the MSB of KNRP-sess ID;
d)  shall include the source UE’s new layer-2 ID;
e)	may include the target UE’s new application layer ID received from upper layer;
f)	may include the source UE's new IP address/prefix if IP communication is used;
g)	may include the source UE’s new application layer ID; and
h)  may include the target UE’s new IP address/prefix if IP communication is used.
Editor’s Note: Whether the target UE can make a decision not to change its identifier is FFS.
After the DIRECT LINK IDENTIFIER UPDATE ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID and the target UE's old layer-2 ID, and start timer T5010. The UE shall not send a new DIRECT LINK IDENTIFIER UPDATE ACCEPT message to the same initiating UE while timer T5010 is running.
Before target UE receives the traffic using the new layer-2 IDs, the target UE shall continue to receive the traffic with the old layer-2 IDs (i.e. initiating UE’s old layer-2 ID and target UE’s old layer-2 ID) from initiating UE.
Before target UE receives the DIRECT LINK IDENTIFIER UPDATE ACK message from initiating UE, the target UE shall keep sending traffic to the initiating UE using the old layer-2 IDs (i.e. initiating UE’s old layer-2 ID and target UE’s old layer-2 ID).
[bookmark: _Toc34388623][bookmark: _Toc34404394][bookmark: _Toc45282222]6.1.2.5.4	PC5 unicast link identifier update procedure acknowledged by the initiating UE
Upon receipt of the DIRECT LINK IDENTIFIER UPDATE ACCEPT message, the initiating UE shall stop timer T5009 and respond with a DIRECT LINK IDENTIFIER UPDATE ACK message. In this message, the initiating UE:
a)	shall include the target UE's new layer-2 ID, if received;
b)	shall include the target UE's  LSB of KNRP-sess ID, if received;
c)	may include the target UE's new application layer ID, if received; and
d)	may include the new IP address/prefix, if received.
After the DIRECT LINK IDENTIFIER UPDATE ACK message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's old layer-2 ID and the target UE's old layer-2 ID.
Upon sending the DIRECT LINK IDENTIFIER UPDATE ACK message, the initiating UE shall update the associated PC5 unicast link context with the new identifiers and pass the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID if changed) along with the PC5 link identifier down to the lower layer. Then the initiating UE shall use the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE’s new layer-2 ID if changed) to transmit the PC5 signalling message and PC5 user plane data.
The initiating UE shall continue to receive traffic with the old layer-2 IDs (i.e. initiating UE's old layer-2 ID and target UE's old layer-2 ID) from the target UE until it receives traffic with the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID if changed) from the target UE.
[bookmark: _Toc34388624][bookmark: _Toc34404395][bookmark: _Toc45282223]6.1.2.5.5	PC5 unicast link identifier update procedure completion by the target UE
Upon receipt of the DIRECT LINK IDENTIFIER UPDATE ACK message, the target UE shall update the associated PC5 unicast link context with the new identifiers, pass the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID if changed) down to the lower layer and stop timer T5010. Then the target UE shall use the new layer-2 IDs (i.e. initiating UE's new layer-2 ID and target UE's new layer-2 ID if changed) to transmit the PC5 signalling message and PC5 user plane data.
[bookmark: _Toc34388625][bookmark: _Toc34404396][bookmark: _Toc45282224]6.1.2.5.6	PC5 unicast link identifier update procedure not accepted by the target UE
If the DIRECT LINK IDENTIFIER UPDATE REQUEST message cannot be accepted, the target UE shall send a DIRECT LINK IDENTIFIER UPDATE REJECT message. The DIRECT LINK IDENTIFIER UPDATE REJECT message contains a PC5 signalling protocol cause IE set to one of the following cause values:
#3	conflict of layer-2 ID for unicast communication is detected; or
#111	protocol error, unspecified.
For a received DIRECT LINK IDENTIFIER UPDATE REQUEST message from a layer-2 ID (for unicast communication), if the target UE already has an existing link using this layer-2 ID or is currently processing a DIRECT LINK IDENTIFIER UPDATE REQUEST message from the same layer-2 ID, but with user info different from the user info IE included in this new incoming message, the target UE shall send a DIRECT LINK IDENTIFIER UPDATE REJECT message with PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected".
NOTE:	After receiving the DIRECT LINK IDENTIFIER UPDATE REJECT message, whether the initiating UE initiates the PC5 unicast link release procedure or initiates another PC5 unicast link identifier update procedure with a new layer-2 ID depends on UE implementation.
For other reasons causing the failure of link identifier update, the target UE shall send a DIRECT LINK IDENTIFIER UPDATE REJECT message with PC5 signalling protocol cause value #111 "protocol error, unspecified".
Upon receipt of the DIRECT LINK IDENTIFIER UPDATE REJECT message, the initiating UE shall stop timer T5009 and abort this PC5 unicast link identifier update procedure.
[bookmark: _Toc34388626][bookmark: _Toc34404397][bookmark: _Toc45282225]6.1.2.5.7	Abnormal cases
[bookmark: _Toc34388627][bookmark: _Toc34404398][bookmark: _Toc45282226]6.1.2.5.7.1	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	If timer T5009 expires, the initiating UE shall retransmit the DIRECT LINK IDENTIFIER UPDATE REQUEST message and restart timer T5009. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link identifier update procedure and may notify the upper layer that the target UE is unreachable.
NOTE 1:	The maximum number of allowed retransmissions is UE implementation specific.
NOTE 2:	After reaching the maximum number of allowed retransmissions, whether the initiating UE releases this PC5 unicast link depends on its implementation.
[bookmark: _Toc34388628][bookmark: _Toc34404399]b)	For the same PC5 unicast link, if the initiating UE receives a DIRECT LINK IDENTIFIER UPDATE REQUEST message during the PC5 unicast link identifier update procedure, the initiating UE shall abort the PC5 unicast link identifier update procedure. Following handling is implementation dependent, e.g., the initiating UE waits for an implementation dependent time for initiating a new PC5 unicast link identifier update procedure, if still needed.
[bookmark: _Toc45282227]6.1.2.5.7.2	Abnormal cases at the target UE
The following abnormal cases can be identified:
a)	If timer T5010 expires, the target UE shall retransmit the DIRECT LINK IDENTIFIER UPDATE ACCEPT message and restart timer T5010. After reaching the maximum number of allowed retransmissions, the target UE shall abort the PC5 unicast link identifier update procedure and may notify the upper layer that the initiating UE is unreachable.
NOTE 1:	The maximum number of allowed retransmissions is UE implementation specific.
NOTE 2:	After reaching the maximum number of allowed retransmissions, whether the target UE releases this PC5 unicast link depends on its implementation.
[bookmark: _Toc34388629][bookmark: _Toc34404400][bookmark: _Toc45282228]6.1.2.6	PC5 unicast link authentication procedure
[bookmark: _Toc34388630][bookmark: _Toc34404401][bookmark: _Toc45282229]6.1.2.6.1	General
The PC5 unicast link authentication procedure is used to perform mutual authentication of UEs establishing a PC5 unicast link and to derive a new KNRP shared between two UEs during a PC5 unicast link establishment procedure or a PC5 unicast link re-keying procedure. After successful completion of the PC5 unicast link authentication procedure, the new KNRP is used for security establishment during the PC5 unicast link security mode control procedure as specified in clause 6.1.2.7. The UE sending the DIRECT LINK AUTHENTICATION REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
[bookmark: _Toc34388631][bookmark: _Toc34404402][bookmark: _Toc45282230]6.1.2.6.2	PC5 unicast link authentication procedure initiation by the initiating UE
[bookmark: _Toc34388632][bookmark: _Toc34404403]The initiating UE shall meet one of the following pre-conditions if signalling integrity protection is activated based on the decision of the initiating UE, before initiating the PC5 unicast link authentication procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
1)	includes a target user info IE which includes the application layer ID of the initiating UE; or
2)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the KNRP ID is not included in the DIRECT LINK ESTABLISHMENT REQUEST message or the initiating UE does not have an existing KNRP for the KNRP ID included in DIRECT LINK ESTABLISHMENT REQUEST message or the initiating UE derives a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and the DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication.
In order to initiate the PC5 unicast link authentication procedure, the initiating UE shall create a DIRECT LINK AUTHENTICATION REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container.
NOTE:	The Key establishment information container is provided by upper layers.
After the DIRECT LINK AUTHENTICATION REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The initiating UE shall start timer T5006. The UE shall not send a new DIRECT LINK AUTHENTICATION REQUEST message to the same target UE while timer T5006 is running.
Figure 6.1.2.6.2: PC5 unicast link authentication procedure
[bookmark: _Toc45282231]6.1.2.6.3	PC5 unicast link authentication procedure accepted by the target UE
[bookmark: _Toc34388633][bookmark: _Toc34404404]Upon receipt of a DIRECT LINK AUTHENTICATION REQUEST message, if the target UE determines that the DIRECT LINK AUTHENTICATION REQUEST message can be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION RESPONSE message. In this message, the target UE:
a)	shall include the Key establishment information container.
NOTE:	The Key establishment information container is provided by upper layers.
After the DIRECT LINK AUTHENTICATION RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication.
[bookmark: _Toc45282232]6.1.2.6.4	PC5 unicast link authentication procedure completion by the initiating UE
[bookmark: _Toc34388634][bookmark: _Toc34404405]Upon receiving a DIRECT LINK AUTHENTICATION RESPONSE message, the initiating UE shall stop timer T5006.
NOTE:	When the initiating UE derives the new KNRP during the PC5 unicast link authentication procedure depends on the authentication method in use.
[bookmark: _Toc45282233]6.1.2.6.5	PC5 unicast link authentication procedure not accepted by the target UE
If the DIRECT LINK AUTHENTICATION REQUEST message cannot be accepted, the target UE shall create a DIRECT LINK AUTHENTICATION REJECT message. In this message, the target UE shall include a PC5 signaling protocol cause IE indicating one of the following cause values:
#6:	Authentication failure.
After the DIRECT LINK AUTHENTICATION REJECT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
The target UE shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
Upon receipt of the DIRECT LINK AUTHENTICATION REJECT message, the initiating UE shall stop timer T5006 and abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
[bookmark: _Toc34388635][bookmark: _Toc34404406][bookmark: _Toc45282234]6.1.2.6.6	Abnormal cases
[bookmark: _Toc45282235]6.1.2.6.6.1	Abnormal cases at the initiating UE
a)	Timer T5006 expires.
	The initiating UE shall retransmit the DIRECT LINK AUTHENTICATION REQUEST message and restart timer T5006. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link authentication procedure and shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link authentication procedure is completed.
	The initiating UE shall abort the procedure and shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link authentication procedure.
[bookmark: _Toc34388636][bookmark: _Toc34404407][bookmark: _Toc45282236]6.1.2.7	PC5 unicast link security mode control procedure
[bookmark: _Toc34388637][bookmark: _Toc34404408][bookmark: _Toc45282237]6.1.2.7.1	General
The PC5 unicast link security mode control procedure is used to establish security between two UEs during a PC5 unicast link establishment procedure or a PC5 unicast link re-keying procedure. After successful completion of the PC5 unicast link security mode control procedure, the selected security algorithms and keys are used to integrity protect and cipher all PC5 signalling messages exchanged over this PC5 unicast link between the UEs and the security context can be used to protect all PC5 user plane data exchanged over this PC5 unicast link between the UEs. The UE sending the DIRECT LINK SECURITY MODE COMMAND message is called the "initiating UE" and the other UE is called the "target UE".
Editor’s note:	It is FFS whether the user plane is protected by the security association.
[bookmark: _Toc34388638][bookmark: _Toc34404409][bookmark: _Toc45282238]6.1.2.7.2	PC5 unicast link security mode control procedure initiation by the initiating UE
The initiating UE shall meet the following pre-conditions before initiating the PC5 unicast link security mode control procedure:
a)	the target UE has initiated a PC5 unicast link establishment procedure toward the initiating UE by sending a DIRECT LINK ESTABLISHMENT REQUEST message and:
1)	the DIRECT LINK ESTABLISHMENT REQUEST message:
i)	includes a target user info IE which includes the application layer ID of the initiating UE; or
ii)	does not include a target user info IE and the initiating UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	the initiating UE has either identified an existing KNRP based on the KNRP ID included in the DIRECT LINK ESTABLISHMENT REQUEST message or derived a new KNRP; or
b)	the target UE has initiated a PC5 unicast link re-keying procedure toward the initiating UE by sending a DIRECT LINK REKEYING REQUEST message and:
1)	if the target UE has included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message, the initiating UE has derived a new KNRP.
If a new KNRP has been derived by the initiating UE, the initiating UE shall generate the 16 MSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the initiating UE.
The initiating UE shall select security algorithms in accordance with its UE PC5 unicast signalling security policy and the target UE’s PC5 unicast signalling security policy. If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the initiating UE shall not select the null integrity protection algorithm if the initiating UE or the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required". If the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the initiating UE shall not select the null integrity protection algorithm if the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm.
Then the initiating UE shall:
a)	generate a 128-bit Nonce_2 value;
b)	derive KNRP-sess from KNRP, Nonce_2 and Nonce_1 received in the DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 33.536 [20];
c)	derive the NR PC5 encryption key NRPEK and the NR PC5 integrity key NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20], and
d)	create a DIRECT LINK SECURITY MODE COMMAND message. In this message, the initiating UE:
1)	shall include the Key establishment information container if a new KNRP has been derived at the initiating UE and the authentication method used to generate KNRP requires sending information to complete the authentication procedure;
NOTE:	The Key establishment information container is provided by upper layers.
2)	shall include the MSBs of KNRP ID if a new KNRP has been derived at the initiating UE;
3)	shall include a Nonce_2 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this PC5 unicast link if the selected integrity protection algorithms is not the null integrity protection algorithm;
4)	shall include the selected security algorithms;
5)	shall include the UE security capabilities received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
6)	shall include the UE PC5 unicast signalling security policy received from the target UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
7)	shall include the 8 LSBs of KNPR-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the selected integrity protection algorithms is not the null integrity protection algorithm.
The initiating UE shall form the KNPR-sess ID from the 8 MSBs of KNPR-sess ID received in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPR-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message.
The initiating UE shall not cipher the DIRECT LINK SECURITY MODE COMMAND message but shall integrity protect it with the new security context.
After the DIRECT LINK SECURITY MODE COMMAND message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5007. The UE shall not send a new DIRECT LINK SECURITY MODE COMMAND message to the same target UE while timer T5007 is running.

Figure 6.1.2.7.2: PC5 unicast link security mode control procedure
[bookmark: _Toc34388639][bookmark: _Toc34404410][bookmark: _Toc45282239]6.1.2.7.3	PC5 unicast link security mode control procedure accepted by the target UE
Upon receipt of a DIRECT LINK SECURITY MODE COMMAND message, if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, the target UE shall check that the 8 LSBs of KNPR-sess ID included in the DIRECT LINK SECURITY MODE COMMAND message are not set to the same value as those received from another UE in response to the target UE’s DIRECT LINK ESTABLISHMENT REQUEST message.
Then the target UE shall:
a)	derive KNRP-sess from KNRP, Nonce_1 and Nonce_2 received in the DIRECT LINK SECURITY MODE COMMAND message as specified in 3GPP TS 33.536 [20]; and
b)	derive NRPEK and NRPIK from KNRP-sess and the selected security algorithms as specified in 3GPP TS 33.536 [20].
The target UE shall determine whether or not the DIRECT LINK SECURITY MODE COMMAND message can be accepted by:
a)	checking the integrity of the DIRECT LINK SECURITY MODE COMMAND message using NRPIK;
b)	checking that the received UE security capabilities have not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message;
c)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, 
1)	checking that the received UE PC5 unicast signalling security policy has not been altered compared to the values that the target UE sent to the initiating UE in the DIRECT LINK ESTABLISHMENT REQUEST message; and
2)	checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm if the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required"; and
d)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure and the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm, checking that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message do not include the null integrity protection algorithm.
If the target UE did not include a KNRP ID in the DIRECT LINK ESTABLISHMENT REQUEST message, the target UE included a Re-authentication indication in the DIRECT LINK REKEYING REQUEST message or the initiating UE has chosen to derive a new KNRP, the target UE shall derive KNRP as specified in 3GPP TS 33.536 [20]. The target UE shall choose the 16 LSBs of KNRP ID to ensure that the resultant KNRP ID will be unique in the target UE. The target UE shall form KNRP ID from the received MSBs of KNRP ID and its chosen LSBs of KNRP ID and shall store the complete KNRP ID with KNRP.
If the target UE accepts the DIRECT LINK SECURITY MODE COMMAND message, the target UE shall create a DIRECT LINK SECURITY MODE COMPLETE message. In this message, the target UE:
a)	shall include the PQFI and the corresponding PC5 QoS parameters;
b)	if IP communication is used, shall include an IP address configuration IE set to one of the following values: 
1)	"IPv6 router" if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or
2)	"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
c)	if IP communication is used and the IP address configuration IE is set to "IPv6 address allocation not supported", shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [6];
d)	if a new KNRP was derived, shall include the 16 LSBs of KNRP ID; and
e)	if the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, shall include its UE PC5 unicast user plane security policy for this PC5 unicast link.
The target UE shall form the KNPR-sess ID from the 8 MSBs of KNPR-sess ID it had sent in the DIRECT LINK ESTABLISHMENT REQUEST message or DIRECT LINK REKEYING REQUEST message and the 8 LSBs of KNPR-sess ID received in the DIRECT LINK SECURITY MODE COMMAND message.
The target UE shall cipher and integrity protect the DIRECT LINK SECURITY MODE COMPLETE message with the new security context.
After the DIRECT LINK SECURITY MODE COMPLETE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication.
[bookmark: _Toc34388640][bookmark: _Toc34404411][bookmark: _Toc45282240]6.1.2.7.4	PC5 unicast link security mode control procedure completion by the initiating UE
Upon receiving a DIRECT LINK SECURITY MODE COMPLETE message, the initiating UE shall stop timer T5007 and check the integrity of the DIRECT LINK SECURITY MODE COMPLETE message. If the integrity check passes, the initiating UE shall then continue the procedure which triggered the PC5 unicast link security mode control procedure.
[bookmark: _Toc34388641][bookmark: _Toc34404412][bookmark: _Toc45282241]6.1.2.7.5	PC5 unicast link security mode control procedure not accepted by the target UE
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted, the target UE shall send a DIRECT LINK SECURITY MODE REJECT message and abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure. The DIRECT LINK SECURITY MODE REJECT message contains a PC5 signalling protocol cause IE indicating one of the following cause values:
#6:	Authentication failure;
#7:	Integrity failure;
#8:	UE security capabilities mismatch; 
#9:	LSBs of KNPR-sess ID conflict;
#10:	UE PC5 unicast signalling security policy mismatch; or
#111:	Protocol error, unspecified.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link establishment procedure, that the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message included the null integrity protection algorithm and the target UE’s PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required", the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
If the DIRECT LINK SECURITY MODE COMMAND message cannot be accepted because the PC5 unicast link security mode control procedure was triggered during a PC5 unicast link re-keying procedure, the integrity protection algorithm currently in use for the PC5 unicast link is different from the null integrity protection algorithm and the selected security algorithms in the DIRECT LINK SECURITY MODE COMMAND message include the null integrity protection algorithm, the target UE, the target UE shall include PC5 signalling protocol cause #e "UE PC5 unicast signalling security policy mismatch" in the SECURITY MODE REJECT message.
Upon receipt of the DIRECT LINK SECURITY MODE REJECT message, the initiating UE shall stop timer T5007 and:
a)	if the PC5 signalling protocol cause IE in the DIRECT LINK SECURITY MODE REJECT message is set to #d, retransmit the DIRECT LINK SECURITY MODE COMMAND message with a different value for the 8 LSBs of KNPR-sess ID; and
[bookmark: _Toc34388642][bookmark: _Toc34404413][bookmark: _Toc45282242]6.1.2.7.6	Abnormal cases
[bookmark: _Toc45282243]6.1.2.7.6.1	Abnormal cases at the initiating UE
a)	Timer T5007 expires.
	The initiating UE shall retransmit the DIRECT LINK SECURITY MODE COMMAND message and restart timer T5007. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link security mode control procedure and shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link security mode control procedure is completed.
	The initiating UE shall abort the procedure and shall abort the ongoing procedure that triggered the initiation of the PC5 unicast link security mode control procedure.
[bookmark: _Toc34388643][bookmark: _Toc34404414][bookmark: _Toc45282244]6.1.2.8	PC5 unicast link keep-alive procedure
[bookmark: _Toc34388644][bookmark: _Toc34404415][bookmark: _Toc45282245]6.1.2.8.1	General
The PC5 unicast link keep-alive procedure is used to maintain a PC5 unicast link between two UEs, i.e., check that the link between the two UEs is still viable. The UE sending the DIRECT LINK KEEPALIVE REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
The PC5 unicast link keep-alive procedure can be initiated by only one UE or both UEs in the established PC5 unicast link.
NOTE:	Whether the PC5 unicast link keep-alive procedure is initiated by only one UE or both UEs in the established PC5 unicast link is UE implementation specific.
[bookmark: _Toc34388645][bookmark: _Toc34404416][bookmark: _Toc45282246]6.1.2.8.2	PC5 unicast link keep-alive procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the PC5 unicast link keep-alive procedure:
a)	there is a PC5 unicast link between the initiating UE and the target UE.
The initiating UE shall manage a keep-alive timer T5003 and a keep-alive counter for the PC5 unicast link keep-alive procedure. Timer T5003 is used to trigger the periodic initiation of the PC5 unicast link keep-alive procedure. The UE shall start or restart timer T5003 whenever the UE receives a PC5 signalling message or PC5 user plane data from the target UE over this PC5 unicast link. The UE shall set the keep-alive counter to an initial value of zero after PC5 unicast link establishment.
Editor's note:	How the value of the keep-alive timer T5003 is set is FFS.
Editor's note:	Other conditions to restart the keep-alive timer T5003 are FFS.
Editor's note:	Whether the keep-alive timer T5003 value needs to be included or negotiated as part of the PC5 unicast link establishment procedure is FFS.
The initiating UE shall initiate the PC5 unicast link keep-alive procedure when:
a)	timer T5003 for this link expires;
b)	optionally, a request from the lower layers to check the viability of the PC5 unicast link is received; or
NOTE 1:	Whether the lower layers can request the initiation of the PC5 unicast link keep-alive procedure, and what the triggers for the lower layers are to request the initiation of the PC5 unicast link keep-alive procedure, are UE implementation specific.
c)	optionally, a request from the upper layers to check the viability of the PC5 unicast link is received.
NOTE 2:	Whether the upper layers can request the initiation of the PC5 unicast link keep-alive procedure, and what the triggers for the upper layers are to request the initiation of the PC5 unicast link keep-alive procedure, are UE implementation specific.
In order to initiate the PC5 unicast link keep-alive procedure, the initiating UE shall stop timer T5003, if running, and shall create a DIRECT LINK KEEPALIVE REQUEST message. In this message, the initiating UE:
a)	shall include the keep-alive counter for the PC5 unicast link; and 
b)	may include a maximum inactivity period to indicate the maximum inactivity period of the initiating UE over this PC5 unicast link.
NOTE 3:	The value chosen for the maximum inactivity period of the initiating UE is UE implementation specific with the objective to minimize the number of keep-alive procedures as much as possible. It is desirable to have the maximum inactivity period value to be slightly higher than the value of keep-alive timer T5003.
After the DIRECT LINK KEEPALIVE REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication, and start timer T5004. The UE shall not send a new DIRECT LINK KEEPALIVE REQUEST message to the same target UE while timer T5004 is running.

Figure 6.1.2.8.2: PC5 unicast link keep-alive procedure
[bookmark: _Toc34388646][bookmark: _Toc34404417][bookmark: _Toc45282247]6.1.2.8.3	PC5 unicast link keep-alive procedure accepted by the target UE
Upon receipt of a DIRECT LINK KEEPALIVE REQUEST message, the target UE shall create a DIRECT LINK KEEPALIVE RESPONSE message. In this message, the target UE:
a)	shall include the keep-alive counter set to the same value as that received in the DIRECT LINK KEEPALIVE REQUEST message.
After the DIRECT LINK KEEPALIVE RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication.
If a maximum inactivity period is included in the DIRECT LINK KEEPALIVE REQUEST message, the target UE shall stop T5005, if running, and start T5005 with its value set to the maximum inactivity period. The target UE shall restart T5005 whenever the target UE receives a PC5 signalling message or PC5 user plane data from the initiating UE over this PC5 unicast link.
[bookmark: _Toc34388647][bookmark: _Toc34404418][bookmark: _Toc45282248]6.1.2.8.4	PC5 unicast link keep-alive procedure completion by the initiating UE
Upon receipt of a DIRECT LINK KEEPALIVE RESPONSE message, the initiating UE shall stop timer T5004, start timer T5003 and increment the keep-alive counter for the PC5 unicast link.
[bookmark: _Toc34388648][bookmark: _Toc34404419][bookmark: _Toc45282249]6.1.2.8.5	Abnormal cases
[bookmark: _Toc34388649][bookmark: _Toc34404420][bookmark: _Toc45282250]6.1.2.8.5.1	Abnormal cases at the initiating UE
a)	Timer T5004 expires.
	The initiating UE shall retransmit the DIRECT LINK KEEPALIVE REQUEST message with the last used value of the keep-alive counter and restart timer T5004. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link keep-alive procedure and locally release the PC5 unicast link.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link keep-alive procedure is completed.
	The initiating UE shall abort the PC5 unicast link keep-alive procedure and initiate a PC5 unicast link release procedure.
c)	The initiating UE receives a DIRECT LINK KEEPALIVE RESPONSE message with a keep-alive counter value different from the value which the initiating UE had included in the last sent DIRECT LINK KEEPALIVE REQUEST message.
	The initiating UE shall discard the DIRECT LINK KEEPALIVE RESPONSE message.
d)	The initiating UE receives a PC5 signalling message other than a DIRECT LINK KEEPALIVE RESPONSE message or PC5 user plane data from the target UE over this PC5 unicast link while timer T5004 is running.
	The initiating UE shall stop timer T5004, abort the PC5 unicast link keep-alive procedure, start timer T5003 and increment the keep-alive counter for the PC5 unicast link.
e)	The initiating UE receives a DIRECT LINK KEEPALIVE RESPONSE message when T5004 is not running.
	The initiating UE shall discard the DIRECT LINK KEEPALIVE RESPONSE message.
[bookmark: _Toc34388650][bookmark: _Toc34404421][bookmark: _Toc45282251]6.1.2.8.5.2	Abnormal cases at the target UE
a)	Timer T5005 expires.
	The target UE may:
1)	initiate a PC5 unicast link keep-alive procedure to check the link; or
2)	initiate the PC5 unicast link release procedure.
	Whether the UE chooses 1) or 2) is left to UE implementation.
b)	The target UE receives a DIRECT LINK KEEPALIVE REQUEST message with a keep-alive counter value lower that the value which the target UE had included in the last sent DIRECT LINK KEEPALIVE RESPONSE message.
	The target UE shall discard the DIRECT LINK KEEPALIVE REQUEST message.
c)	The target UE receives a DIRECT LINK KEEPALIVE REQUEST message while it is generating a PC5 signalling message to be sent to the initiating UE over this PC5 unicast link.
	The target UE:
1)	shall pass this PC5 signalling message to the lower layers for transmission along with the target UE's layer-2 ID for unicast communication and the initiating UE's layer-2 ID for unicast communication; and
2)	may consider transmission of this PC5 signalling message to be an implicit DIRECT LINK KEEPALIVE RESPONSE message and skip generating a DIRECT LINK KEEPALIVE RESPONSE message. If a maximum inactivity period is included in the DIRECT LINK KEEPALIVE REQUEST message, the target UE shall stop T5005, if running, and start T5005 with its value set to the maximum inactivity period.
[bookmark: _Toc34388651][bookmark: _Toc34404422][bookmark: _Toc45282252]6.1.2.9	Data transmission over PC5 unicast link
When receiving user data from upper layers to be sent over PC5 unicast link to a specific UE, the transmitting UE shall determine the PC5 unicast link context corresponding to the application layer ID, and then shall tag each outgoing protocol data unit with the following information before passing it to the lower layers for transmission:
a)	a layer-3 protocol data unit type (see 3GPP TS 38.323 [10]) set to:
1)	IP packet, if the V2X message contains IP data; or
2)	non-IP packet, if the V2X message contains non-IP data;
b)	the PC5 link identifier associated with the PC5 unicast link context;
c)	optionally, the source layer-2 ID set to the source layer-2 ID associated with the PC5 unicast link context;
d)	optionally, the destination layer-2 ID set to the destination layer-2 ID associated with the PC5 unicast link context; and
e)	the PQFI set to the value corresponding to the V2X service identifier and the optional V2X application requirements according to the mapping rules specified in clause 5.2.3.
[bookmark: _Toc45282253][bookmark: _Toc34388652][bookmark: _Toc34404423]6.1.2.10	PC5 unicast link re-keying procedure
[bookmark: _Toc45282254]6.1.2.10.1	General
The purpose of the PC5 unicast link re-keying procedure is to derive a new KNRP-sess and, optionally, a new KNRP for an existing PC5 unicast link. The UE sending the DIRECT LINK REKEYING REQUEST message is called the "initiating UE" and the other UE is called the "target UE".
NOTE:	There is no benefit in performing the PC5 unicast link re-keying procedure when using the null integrity protection algorithm, hence it is recommended not to trigger it when using the null integrity protection algorithm.
[bookmark: _Toc45282255]6.1.2.10.2	PC5 unicast link re-keying procedure initiation by the initiating UE
The initiating UE shall meet the following pre-condition before initiating the PC5 unicast link re-keying procedure:
a)	there is a PC5 unicast link between the initiating UE and the target UE; and
1)	if the session key KNRP-sess used to protect PC5 unicast link needs to be refreshed and neither timer T5bbb nor T5008 are running; or 
2)	if the UE wants to refresh KNRP and neither timer T5bbb nor T5008 are running.
In order to initiate the PC5 unicast link re-keying procedure, the initiating UE shall create a DIRECT LINK REKEYING REQUEST message. In this message, the initiating UE:
a)	shall include the Key establishment information container if the null integrity protection algorithm is not in use;
NOTE 1:	The Key establishment information container is provided by upper layers.
b)	shall include a Nonce_1 set to the 128-bit nonce value generated by the initiating UE for the purpose of session key refresh over this PC5 unicast link if the null integrity protection algorithm is not in use;
c)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the re-keying of this PC5 unicast link;
d)	shall include the 8 MSBs of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the null integrity protection algorithm is not in use; and
e)	may include a Re-authentication indication if the initiating UE wants to derive a new KNRP.
After the DIRECT LINK REKEYING REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE’s layer-2 ID for unicast communication, and start timer T5008. The UE shall not send a new DIRECT LINK REKEYING REQUEST message to the same target UE while timer T5008 is running.
NOTE 2:	In order to ensure successful PC5 unicast link re-keying, T5008 should be set to a value larger than the sum of T5aaa and T5bbb.

Figure 6.1.2.10.2: PC5 unicast link re-keying procedure
[bookmark: _Toc45282256]6.1.2.10.3	PC5 unicast link re-keying procedure accepted by the target UE
Upon receipt of a DIRECT LINK REKEYING REQUEST message, if the DIRECT LINK REKEYING REQUEST message includes a Re-authentication indication, the target UE shall derive a new KNRP. This may require performing one or more PC5 unicast link authentication procedures as specified in clause 6.1.2.6.
NOTE:	How many times the PC5 unicast link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
Then the target UE shall initiate a PC5 unicast link security mode control procedure as specified in in clause 6.1.2.7.
Upon successful completion of the PC5 unicast link security mode control procedure, the target UE shall create a DIRECT LINK REKEYING RESPONSE message. The target UE shall cipher and integrity protect the DIRECT LINK REKEYING RESPONSE message with the new security context.
After the DIRECT LINK REKEYING RESPONSE message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication.
[bookmark: _Toc45282257]6.1.2.10.4	PC5 unicast link re-keying procedure completion by the initiating UE
Upon receipt of the DIRECT LINK REKEYING RESPONSE message, the initiating UE shall stop timer T5008 and check the integrity of the DIRECT LINK REKEYING RESPONSE message using the new NRPIK.
[bookmark: _Toc45282258]6.1.2.10.5	Abnormal cases at the initiating UE
The following abnormal cases can be identified:
a)	Timer T5008 expires.
	The initiating UE shall retransmit the DIRECT LINK REKEYING REQUEST message and restart timer T5008. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link re-keying procedure and may initiate the PC5 unicast link release procedure.
NOTE:	The maximum number of allowed retransmissions is UE implementation specific.
b)	The need to use this PC5 unicast link no longer exists before the PC5 unicast link re-keying procedure is completed.
	The initiating UE shall abort the procedure.
[bookmark: _Toc45282259]6.1.2.11	PC5 unicast security
[bookmark: _Toc45282260]6.1.2.11.1	Overview
This clause describes the principles for the handling of PC5 unicast security contexts in the UE and the procedures used for the security protection of PC5 signalling messages exchanged between UEs over a PC5 unicast link. Security protection involves integrity protection and ciphering of the PC5 signalling messages, and possible integrity protection and ciphering of PC5 user plane data. The use of integrity protection and ciphering over a PC5 unicast link is optional (see 3GPP TS 33.536 [20]).
The signalling procedures for the control of PC5 unicast security are part of the PC5 signalling protocol and are described in detail in clause 6.1.2.
NOTE:	It is recommended to set the UE PC5 unicast signalling integrity protection policy to "signalling integrity protection required" in order to guarantee security protection over PC5. In this clause, for the ease of description, it is assumed that integrity protection and ciphering are used, unless explicitly indicated otherwise. Operation of a PC5 unicast link without integrity protection or ciphering is achieved by configuring the UE so that it always selects the "null integrity protection algorithm", 5G-IA0, or the "null ciphering algorithm", 5G-EA0.
[bookmark: _Toc45282261]6.1.2.11.2	Handling of PC5 unicast security contexts
[bookmark: _Toc45282262]6.1.2.11.2.1	General
The security parameters for authentication, integrity protection and ciphering are tied together in a PC5 unicast security context and identified by a KNRP-sess identifier (KNRP-sess ID). The relationship between the security parameters is defined in 3GPP TS 33.536 [20]. The KNRP-sess ID is self-assigned by the UEs.
Before security can be activated, the UEs establishing a PC5 unicast link need to establish a PC5 unicast security context. The PC5 unicast security context is created as the result of a PC5 unicast link authentication procedure and PC5 unicast link security mode control procedure between the UEs.
The PC5 unicast security context is taken into use by the UEs when one of the UEs initiates a PC5 unicast link security mode control procedure.
The creation of a security context also results in the establishment of a key KNRP and its identifier KNRP ID at the UEs.
The PC5 unicast security context can be created using KNRP when a new PC5 unicast link is established without executing a new PC5 unicast link authentication procedure (see clause 6.1.2.11.2.2). For this purpose, the DIRECT LINK ESTABLISHMENT REQUEST message contains a KNRP ID indicating the PC5 unicast security context.
[bookmark: _Toc45282263]6.1.2.11.2.2	Establishment of secure exchange of PC5 signalling messages
Secure exchange of PC5 signalling messages over a PC5 unicast link is established during the PC5 unicast link establishment procedure by initiating a PC5 unicast link security mode control procedure. After successful completion of the PC5 unicast link security mode control procedure, all PC5 signalling messages exchanged between the UEs are sent integrity protected using the PC5 unicast security algorithms, and except for the DIRECT LINK SECURITY MODE COMMAND message, all PC5 signalling messages exchanged between the UEs are sent ciphered using the PC5 unicast security algorithms. The security exchange of PC5 signalling messages is maintained for the lifetime of the PC5 unicast link.
[bookmark: _Toc45282264]6.1.2.11.2.3	Change of security keys
When one of the UEs using the PC5 unicast link initiates a PC5 unicast link re-keying procedure to create a new PC5 unicast security context, the PC5 signalling messages exchanged during the PC5 unicast link authentication procedure, if any, are integrity protected and ciphered using the old PC5 unicast security context, i.e. the PC5 unicast security context that was in use before the start of the PC5 unicast link re-keying procedure.
Both UEs shall continue to use the old PC5 unicast security context until the UE which has received the DIRECT LINK REKEYING REQUEST message initiates a PC5 unicast link security mode control procedure. The UE shall send the DIRECT LINK SECURITY MODE COMMAND message integrity protected with the new PC5 unicast security context, but unciphered. When the peer UE responds with a DIRECT LINK SECURITY MODE COMPLETE message, it shall send the message integrity protected and ciphered with the new PC5 unicast security context.
[bookmark: _Toc45282265]6.1.2.11.3	Checking of PC5 signalling messages in the UE
Except the messages listed below, no PC5 signalling messages that is not integrity protected shall be processed by the UE:
a)	DIRECT LINK ESTABLISHMENT REQUEST message;
b)	DIRECT LINK ESTABLISHMENT REJECT message;
c)	DIRECT LINK AUTHENTICATION REQUEST message; 
d)	DIRECT LINK AUTHENTICATION RESPONSE message;
e)	DIRECT LINK AUTHENTICATION REJECT message; and
f)	DIRECT LINK SECURITY MODE REJECT message.
NOTE:	These messages are accepted by the receiving UE without integrity protection, as in certain situations they are sent by the peer UE before security can be activated.
Once the secure exchange of PC5 signalling messages has been established, the receiving UE shall not process any PC5 signalling message that does not successfully pass the integrity check. The DIRECT LINK SECURITY MODE COMMAND message shall be processed as specified in clause 6.1.2.7.3. If any PC5 signalling message is received as not integrity protected and not ciphered even though the secure exchange of PC5 signalling messages has been established, then the receiving UE shall discard this message.
[bookmark: _Toc45282266][bookmark: OLE_LINK48]6.1.2.12	PC5 QoS flow establishment over PC5 unicast link
In order to establish a PC5 QoS flow establishment over PC5 unicast link, the UE shall derive the PC5 QoS parameters based on the V2X application requirements provided by the upper layers (if available) and the V2X service type (e.g. PSID or ITS-AID) according to the PC5 QoS mapping rules defined in clause 5.2.3. The UE shall create the PC5 QoS flow(s) based on the derived PC5 QoS parameters. For each PC5 QoS flow to be created, the UE shall perform the following operations:
a)	self-assign a PQFI;
b)	create a PC5 QoS flow context, which contains:
1)	the PQFI;
2)	the V2X service identifier(s); and
3)	the derived PC5 QoS parameters;
c)	create a new PC5 QoS rule which contains:
1)	a PC5 QoS rule identifier;
2)	the PQFI;
3)	a set of packet filters; and
4)	a precedence value; and
d)	pass the following parameters to the lower layers:
1)	the PQFI;
2)	the PC5 QoS parameters;
3)	the PC5 link identifier; and;
4)	optionally, the source and destination layer-2 IDs.
[bookmark: _Toc45282267]6.1.2.13	PC5 QoS flow match over PC5 unicast link
When service data or request from the upper layers is received, the UE determines if there is any existing PC5 QoS flow(s) matching the service data or request, i.e. based on the PC5 QoS rules for the existing PC5 QoS flow(s).
If there is no PC5 QoS rules for the existing PC5 QoS flow(s) matching the service data or request, the UE shall derive the PC5 QoS parameters based on the V2X application requirements provided by the upper layers (if available) and the V2X service type (e.g. PSID or ITS-AID) according to the PC5 QoS mapping rules defined in clause 5.2.3 and shall perform the following:
a)	if there is no existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall create a new PC5 QoS flow as specified in clause 6.1.2.12;
b)	if there is an existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall update the PC5 packet filter set in the PC5 QoS rule of this PC5 QoS flow, e.g. add the new packet filter in the PC5 QoS rule of this existing PC5 QoS flow; and
c)	the UE shall use the new PC5 QoS flow created as described in bullet a) or the existing PC5 QoS flow with the updated PC5 QoS rules as described in bullet b) to perform the transmission of V2X communication over PC5 as specified in clause 6.1.2.9.
If there is a PC5 QoS rule for the existing PC5 QoS flow matching the service data or request, the UE shall use this existing PC5 QoS flow to perform transmission of V2X communication over PC5 as specified in clause 6.1.2.9.
[bookmark: _Toc45282268]6.1.3	Broadcast mode communication over PC5
[bookmark: _Toc22039984][bookmark: _Toc25070698][bookmark: _Toc34388653][bookmark: _Toc34404424][bookmark: _Toc45282269]6.1.3.1	Overview
This clause describes the V2X communication over PC5 reference point in broadcast mode operation. The UE is configured with the related information as described in clause 5.2.3.
[bookmark: _Toc34388654][bookmark: _Toc34404425][bookmark: _Toc45282270]6.1.3.2	Transmission of broadcast mode V2X communication over PC5
[bookmark: _Toc34388655][bookmark: _Toc34404426][bookmark: _Toc45282271]6.1.3.2.1	Initiation
[bookmark: _Toc34388656][bookmark: _Toc34404427][bookmark: _Toc45282272]6.1.3.2.1.1	Requirements for V2X communication over PC5
When the upper layers request the UE to send a V2X message of a V2X service identified by a V2X service identifier using V2X communication over PC5, the request from the upper layers includes:
a)	the V2X message;
b)	the V2X service identifier of the V2X service for the V2X message;
c)	the type of data in the V2X message (i.e. IP or non-IP);
d)	if the V2X message contains non-IP data, the V2X message family (see clause 9.2.1) of data in the V2X message;
e)	optionally the communication mode which is set to broadcast mode; and
f)	optionally the V2X application requirements (e.g. priority requirement, reliability requirement, delay requirement).
Upon a request from upper layers to send a V2X message of a V2X service identified by a V2X service identifier using V2X communication over PC5, if:
a)	the UE is configured with V2X service identifier to V2X frequency mapping rules for V2X communication over PC5 as specified in clause 5.2.3; and
b)	there is one or more V2X frequencies associated with the V2X service identifier of the V2X service for the V2X message in the current geographical area,
then the UE passes the one or more V2X frequencies associated with the V2X service identifier of the V2X service and the communication mode which is set to broadcast mode for the V2X message to the lower layers.
Then, if any of the following conditions are met:
a)	the following conditions are met:
1)	the UE is served by NR or served by E-UTRA for NR-PC5 V2X communication;
2)	the UE intends to use the radio resources (i.e. carrier frequency) provided by a serving cell;
3)	the registered PLMN is in the list of PLMNs in which the UE is authorized to use V2X communication over PC5 when the UE is served by NR or served by E-UTRA for V2X communication over PC5 as specified in clause 5.2.3; and
4)	the V2X service identifier of the V2X service is included in the list of V2X services authorized for V2X communication over PC5 as specified in clause 5.2.3 or the UE is configured with a default destination layer-2 ID for V2X communication over PC5 as specified in clause 5.2.3;
b)	the following conditions are met:
1)	the UE is:
i)	not served by NR or not served by E-UTRA for V2X communication over PC5;
ii)	in limited service state as specified in 3GPP TS 23.122 [2], if the reason for the UE being in limited service state is one of the following;
A)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [9];
B)	the UE received an REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [6]; or
C)	the UE received an REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [6]; or
iii)	in limited service state as specified in 3GPP TS 23.122 [2] for reasons other than 1), 2) or 3) above, and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2.3;
2)	the UE is authorized to use V2X communication over PC5 when the UE is not served by NR or not served by E-UTRA for V2X communication as specified in clause 5.2.3; and
3)	the V2X service identifier of the V2X service is included in the list of V2X services authorized for V2X communication over PC5 as specified in clause 5.2.3 or the UE is configured with a default destination layer-2 ID for V2X communication over PC5 as specified in clause 5.2.3;
then the UE shall proceed as specified in clause 6.1.3.2.1.2, else the UE shall not perform transmission of V2X communication over PC5.
[bookmark: _Toc34388657][bookmark: _Toc34404428][bookmark: _Toc45282273]6.1.3.2.1.2	PC5 QoS flow match and establishment
When determining if any existing PC5 QoS flow match the request from upper layers, UE shall proceeds as follows:
a)	according to the PC5 QoS mapping rules specified in clause 5.2.3, the UE shall use the PC5 QoS parameters corresponding to the V2X service identifier and optionally V2X application requirements;
b)	according to the V2X service identifier to destination layer-2 ID for broadcast mapping rules specified in clause 5.2.3, the UE shall use the destination layer-2 ID corresponding to the V2X service identifier;
c)	if there is no existing context for the destination layer-2 ID, then:
1)	build a new context for the destination layer-2 ID;
2)	self-assign a new source layer-2 ID; and
3)	pass the source layer-2 ID and the destination layer-2 ID to lower layers.
d)	if in the context for the destination layer-2 ID, there is no PC5 QoS rule for the existing PC5 QoS flow(s) matching the service data or request, the UE shall derive the PC5 QoS parameters based on the V2X application requirements provided by the upper layers (if available) and the V2X service type (e.g. PSID or ITS-AID) according to the PC5 QoS mapping rules defined in clause 5.2.3 and shall perform the following::
1)	if there is no existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall create a new PC5 QoS flow by performing the following operations:
i)	self-assign a new PQFI;
ii)	create a new PC5 QoS flow context which contains:
-	the PQFI;
-	the V2X service identifier(s); and;
-	the derived PC5 QoS parameters;
iii)	create a new PC5 QoS rule which contains:
-	a PC5 QoS rule identifier;
-	the PQFI;
-	a set of packet filters; and
-	a precedence value; and
iv)	pass the following parameters to the lower layers:
-	the PQFI;
-	the PC5 QoS parameters; and
-	the source layer-2 ID and the destination layer-2 ID;
2)	if there is an existing PC5 QoS flow that fulfils the derived PC5 QoS parameters, then the UE shall update the PC5 packet filter set in the PC5 QoS rule of this PC5 QoS flow, e.g. add the new packet filter in the PC5 QoS rule of this existing PC5 QoS flow; and
3)	the UE shall use the new PC5 QoS flow created as described in bullet 1) or the existing PC5 QoS flow with the updated PC5 QoS rules as described in bullet 2) to perform the transmission of V2X communication over PC5 as specified in clause 6.1.3.2.2; and
e)	if in the context for the destination layer-2 ID, there is a PC5 QoS rule for the existing PC5 QoS flow matching the service data or request, the UE shall use this existing PC5 QoS flow to perform transmission of V2X communication over PC5 as specified in clause 6.1.3.2.2.
Two types of packet filters are supported for V2X communication over PC5, i.e. the IP packet filter set and the V2X packet filter set. A PC5 QoS Rule contains either the IP packet filter set or the V2X packet filter set.
The IP packet filter set is defined as content of the packet filter contents field specified in 3GPP TS 24.501 [6] figure 9.11.4.13.4 and table 9.11.4.13.1.
The V2X packet filter set shall support packet filters based on at least any combination of:
-	V2X Service type (e.g. PSID or ITS-AID);
-	the source layer-2 ID and the destination layer-2 ID; and
-	Application Layer ID (e.g. Station ID);
[bookmark: _GoBack]* * * End of Change * * * *
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