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1. Introduction

CT1 has discussed whether SNPN-specific N1 mode attempt counters are needed or not but could not reach the consensus and henced captured as a work task within the exception sheet of Vertical_LAN work [1].

"7. Protection of a UE from a non-integrity protected NAS message

a. To determine whether SNPN-specific N1 mode attempt counters are needed or not"
Note that this work task just stated that "To determine whether SNPN-specific N1 mode attempt counters are needed or not" and hence it does not imply that SNPN-specific N1 mode attempt counters are needed. Hence, if CT1 decides SNPN-specific N1 mode attempt counters are not needed, then this work task was completed.
This paper attempts to analyse and justify that SNPN-specific N1 mode attempt counters are NOT needed and the current single list of SNPN-specific attempt counters (for 3GPP access and for non-3GPP access) are enough.

2. Discussion

2.1 General
Attempt counters used for non-integrity protected (NIP) NAS reject (i.e. DoS attack protection) is not a new concept in 3GPP. It was introduced and used in legacy 2G/3G/4G for PLMN cases and then inherited in 5G for PLMN cases as well.
As many functionalities and handling logic in SNPN are copied from PLMN and then let’s firstly see how many attempt counters used in PLMN cases. As there is no interworking between 2G/3G and 5G, then let’s no touch 2G/3G in the discussion.
2.2 How many attempt counters used in 4G PLMN?
As per specified in TS 24.301 subclause 5.3.7b:

"The UE may maintain a list of PLMN-specific attempt counters and a list of PLMN-specific PS-attempt counters (see 3GPP TS 24.008 [13]). The maximum number of possible entries in each list is implementation dependent."

The list of PLMN-specific attempt counters is applied for whole PLMN with all RATs and covers both PS domain and CS domain. The list of PLMN-specific PS-attempt counters is applied for whole PLMN with all RATs but only covers PS domain.
The list of PLMN-specific counters are used for NIP NAS reject with EMM cause #11 (PLMN not allowed) and #35 (Requested service option not authorized in this PLMN).

The list of PLMN-specific PS-attempt counters are only used for NIP NAS reject with EMM cause #14 (EPS services not allowed in this PLMN). Note that 5GMM cause #14 is not supported in 5G PLMN and SNPN as there is only PS domain available in 5G PLMN and SNPN.
Similar with 5GMM cause #27 (N1 mode not allowed) used in 5G PLMN, EMM cause #15 (No suitable cells in tracking area) plus Extended EMM cause IE with value "E-UTRAN not allowed" is used in 4G for RAT restriction. However, there is no DoS attack protection attempt counters used for EMM cause #15 in 4G.
That is to say, in 4G, all DoS attack protection attempt counters are applied to the whole PLMN with all RATs. There is no DoS attack protection attempt counters used to protect the current serving RAT only.
Observation #1: In 4G PLMN, all DoS attack protection attempt counters are applied to the whole PLMN with all RATs. There is no DoS attack protection attempt counters used to protect the current serving RAT only.
2.3 How many attempt counters used in 5G PLMN?
As per specified in TS 24.501 subclause 5.3.20.2:

"The UE shall maintain:

-
a list of PLMN-specific attempt counters (see 3GPP TS 24.301 [15]). The maximum number of possible entries in the list is implementation dependent. This list is applicable to access attempts via 3GPP access only;
-
a list of PLMN-specific attempt counters for non-3GPP access. The maximum number of possible entries in the list is implementation dependent. This list is applicable to access attempts via non-3GPP access only;

-
a list of PLMN-specific N1 mode attempt counters for 3GPP access. The maximum number of possible entries in the list is implementation dependent. This list is applicable to access attempts via 3GPP access only;

-
a list of PLMN-specific N1 mode attempt counters for non-3GPP access. The maximum number of possible entries in the list is implementation dependent. This list is applicable to access attempts via non-3GPP access only;"

So one can see, there are two list of attempt counters in 5G PLMN: PLMN-specific attempt counters and PLMN-specific N1 mode attempt counters. Different from 4G, 5G PLMN provides access agnostic and hence there are two copies for the same list of attempt counters: one for 3GPP access and one for non-3GPP access. For easy discussion, we only cover 3GPP access as an example but all discussion are applied to non-3GPP access as well.
Based on the reference given in "a list of PLMN-specific attempt counters (see 3GPP TS 24.301 [15])", so it is clear it is the same as PLMN-specific attempt counters used in 4G. That is to say, it is applied to whole PLMN with all RATs. As only PS domain is avaible in 5G PLMN and hence 5GMM cause #14 (5GS services not allowed in this PLMN) is not needed, as a result, the PLMN-specific PS-attempt counters is not needed in 5G PLMN.
PLMN-specific N1 mode attempt counters are newly introduced in 5G PLMN and it is only applied to the current serving RAT of the current PLMN, i.e. N1 mode of the current PLMN. This sounds an enhancement in 5G PLMN on DoS attack protection comparing to 4G as in 4G there is no such attempt counters to protect the current serving RAT only.
Currently, PLMN-specific attempt counters are used for 5GMM cause #11 (PLMN not allowed) and #73 (Serving network not authorized) while PLMN-specific N1 mode attempt counters are only used for 5GMM cause #27 (N1 mode not allowed).

Now let’s see why to use two list of attempt counters in 5G PLMN for DoS attack protection is needed and beneficial. Following table 1 provides the analysis from DoS attack perspective.

Table 1. Analysis on attempt counters in 5G PLMN
	5GMM cause values
	UE behaviour without protection (for initial registration in summary)
	Can UE obtain services in other RAT of the same PLMN?
	Impacted domain by DoS attack
	Comments

	#11 (PLMN not allowed)
	· Set the 5GS update status to 5U3 ROAMING NOT ALLOWED and delete 5GMM parameters, e.g. 5G-GUTI, TAI list, etc.

· Store the PLMN identity in the "forbidden PLMN list".

· Enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform a PLMN selection.
	No
	Whole PLMN with all RATs
	As the impaced domain is whole PLMN with all RATs, then PLMN-specific attempt counters should be used.

	#73 (Serving network not authorized)
	Similar as #11 above
	No
	Whole PLMN with all RATs
	As the impaced domain is whole PLMN with all RATs, then PLMN-specific attempt counters should be used.

	#27 (N1 mode not allowed)
	· Set the 5GS update status to 5U3 ROAMING NOT ALLOWED and delete 5GMM parameters, e.g. 5G-GUTI, TAI list, etc.

· Enter state 5GMM-DEREGISTERED.LIMITED-SERVICE.

· Disable the N1 mode capability and move to other RATs of the same PLMN.
	Yes
	Only N1 mode of the current PLMN
	As the impaced domain is only N1 mode of the current PLMN and the UE can still obtain services in other RATs of the same PLMN, but PLMN-specific attempt counters applies to the whole PLMN with all RATs, then, PLMN-specific attempt counters cannot be used and hence a new PLMN-specific N1 mode attempt counters should be used.


Based on above table 1, we could have:

Observation #2: In 5G PLMN, it is needed and beneficial to use different DoS attack protection attempt counters for causes #11/#73 and cause #27 as the mounted DoS attack with them has totally different impacted domain: for #11/#73 it impacts whole PLMN with all RATs; for #27 it only impacts N1 mode of the current PLMN.
2.4 How many attempt counters are needed in SNPN?
As per specified in TS 24.501 subclause 5.3.20.3:

"If the UE is operating in SNPN access mode, the UE shall maintain, for each of the entries in the "list of subscriber data":

-
one SNPN-specific attempt counter for 3GPP access. The counter is applicable to access attempts via 3GPP access only;

-
one SNPN-specific attempt counter for non-3GPP access. The counter is applicable in case of accessing SNPN services via a PLMN only;"

So one can see, there is only one list of attempt counters in SNPN: SNPN-specific attempt counters. Similar as in PLMN, it is applied to whole SNPN with all RATs. For SNPN, all RATs = N1 mode.

Currently, SNPN-specific attempt counters are used for 5GMM cause #27 (N1 mode not allowed), #74 (Temporarily not authorized for this SNPN) and #75 (Permanently not authorized for this SNPN).

Similar as analyzed in section 2.3 for 5G PLMN, let’s see how many attempt counters are needed in SNPN. Following table 2 provides the analysis from DoS attack perspective.

Table 2. Analysis on attempt counters in SNPN
	5GMM cause values
	UE behaviour without protection (for initial registration in summary)
	Can UE obtain services in other RAT of the same SNPN?
	Impacted domain by DoS attack
	Comments

	#27 (N1 mode not allowed)
	· Set the 5GS update status to 5U3 ROAMING NOT ALLOWED and delete 5GMM parameters, e.g. 5G-GUTI, TAI list, etc.

· First enter state 5GMM-DEREGISTERED.LIMITED-SERVICE and then enter 5GMM-DEREGISTERED.PLMN-SEARCH after N1 mode disabled.

· Disable the N1 mode capability and perform an SNPN selection.
	No, only single RAT for SNPN
	Whole SNPN with all RATs (i.e. N1 mode)
	As the impaced domain is whole SNPN with all RATs, then SNPN-specific attempt counters should be used.

	#74 (Temporarily not authorized for this SNPN)
	· Set the 5GS update status to 5U3 ROAMING NOT ALLOWED and delete 5GMM parameters, e.g. 5G-GUTI, TAI list, etc.

· Store the SNPN identity in the "temporarily forbidden SNPNs".

· Enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection.
	No, only single RAT for SNPN
	Whole SNPN with all RATs (i.e. N1 mode)
	As the impaced domain is whole SNPN with all RATs, then SNPN-specific attempt counters should be used.

	#75 (Permanently not authorized for this SNPN)
	· Set the 5GS update status to 5U3 ROAMING NOT ALLOWED and delete 5GMM parameters, e.g. 5G-GUTI, TAI list, etc.

· Store the SNPN identity in the "permanently forbidden SNPNs".

· Enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection.
	No, only single RAT for SNPN
	Whole SNPN with all RATs (i.e. N1 mode)
	As the impaced domain is whole SNPN with all RATs, then SNPN-specific attempt counters should be used.


One can see for all cause values #27, #74 and #75, following same key UE behavours are performed:
(1) Set the 5GS update status to 5U3 ROAMING NOT ALLOWED, which means the UE cannot obtaine the services from the current SNPN;

(2) Enter the state 5GMM-DEREGISTERED.PLMN-SEARCH, which means the UE cannot continuely stay in the current SNPN;

(3) Perform an SNPN selection, which means the UE has to go another SNPN to obtain the services.

All above key UE behavours are the main motivation for an attacker to mount a DoS attack to a UE. As impacted domain by such DoS attack with #27, #74 and #75 are the same, i.e. whole SNPN with all RATs (i.e. N1 mode), then it is very natural to use the same DoS attack protection attempt counters for them, i.e. SNPN-specific attempt counters.
It is important to bear in mind that the UE behaviour for #27 are totally different between PLMN and SNPN. Hence, it is not the correct logic to directly copy the same DoS attack protection attempt counters from PLMN to SNPN for it.

Observation #3: In SNPN, it is enough to use the same DoS attack protection attempt counters for cause #27, #74 and #75 as the mounted DoS attack with them has same impacted domain: whole SNPN with all RATs (i.e. N1 mode) .

2.5 Why two list of attempt counters in SNPN is unncessary?
Based on the analysis and observations given above, one can see it is already enough to use the existing SNPN-specific attempt counters for cause #27, #74 and #75 for DoS attack protection in SNPN and hence two or more list of attempt counters in SNPN is unncessary.
However, CR [2] provided some justification (see reason for change) that single attempt counters is not enough and then two list of attempt counters shall be used in SNPN.
We have following comments on the justificaiton provided by CR [2]:

[Justificaiton #1]"Even though the only 3GPP RAT supported in an SNPN is NG-RAN and 5GMM cause values #74 and #75 are supported, CT1 decided to add 5GMM cause value #27 as a 5GMM cause value supported in an SNPN. As a result, the UE receiving 5GMM cause value #27 from an SNPN disables N1 mode for the SNPN, not adds the SNPN in any forbidden SNPNs list. The reason why we started this paragraph with “Even though” is because in a single-RAT network, prohibiting the RAT is the same as prohibiting the whole network."
[Comments] When an SNPN was added into a forbidden SNPNs list, it will be out of the scope for the subsequent automatic SNPN selection, This is fine.
Even though #27 does not add the SNPN in any forbidden SNPNs list, however, once the UE disabled N1 mode for the current SNPN, the UE should perform below handling as per specified in TS 24.501 subclause 4.9.2:
"The UE should memorize the identity of the PLMN or SNPN where N1 mode capability for 3GPP access was disabled and should use that stored information in subsequent PLMN or SNPN selections as specified in 3GPP TS 23.122 [5]."
Then in TS 23.122, it was further specified that:

"The MS should maintain a list of SNPNs for which the N1 mode capability was disabled due to receipt of a reject from the network with 5GMM cause #27 "N1 mode not allowed". When the MS disables its N1 mode capability due to receipt of a reject from an SNPN with 5GMM cause #27 "N1 mode not allowed":

-
the MS should add the SNPN identity of the SNPN which sent a reject with 5GMM cause #27 "N1 mode not allowed" to the list of SNPNs for which the N1 mode capability was disabled and should start timer TG if timer TG is not already running. The number of SNPNs for which N1 mode was not allowed that the MS can store is implementation specific, but it shall be at least one. The value of timer TG is MS implementation specific;

-
in automatic SNPN selection, the MS shall not select an SNPN for which the N1 mode capability was disabled as SNPN selection candidates, unless no other SNPN is available; and

-
the MS shall delete stored information on SNPNs for which the N1 mode capability was disabled when the MS is switched off, the USIM is removed, the entries of the "list of subscriber data" for the SNPNs are updated, or timer TG expires."
One can see for #27 that "in automatic SNPN selection, the MS shall not select an SNPN for which the N1 mode capability was disabled as SNPN selection candidates". This is actually the same effect as adding the UE into any forbidden SNPNs list. 
Hence, even the UE is doing this by different ways between #27 and #74/#75 but the final effect are the same from DoS attack perspective, i.e. the UE cannot select the current SNPN in any subsequent automatic SNPN selection.
Hence, above justificaiton cannot fly well.

Observation #4: Not adding the SNPN in any forbidden SNPNs list for #27 cannot justify to use a separate DoS attack protection attempt counters for it as it caused the same affect as #74/#75.

[Justificaiton #2]"However, in contrary to the CT1’s decision to have distinguished UE behaviour for each of 5GMM cause values #74/75 and #27, there is a single counter (for each access type) as a means to protect a UE from an attacker sending non-integrity protected reject messages with 5GMM cause values #74/75 and an attacker sending non-integrity protected reject messages with 5GMM cause value #27."
[Comments] It is true that the UE behaviour for #74/75 and #27 are not 100% same but as summarized in the table 2 in section 2.4, following key UE behavours are the same for all them:

(1) Set the 5GS update status to 5U3 ROAMING NOT ALLOWED, which means the UE cannot obtaine the services from the current SNPN;

(2) Enter the state 5GMM-DEREGISTERED.PLMN-SEARCH, which means the UE cannot continuely stay in the current SNPN;

(3) Perform an SNPN selection, which means the UE has to go another SNPN to obtain the services.

Actually above key UE behavours are the main motivation for an attacker to mount a DoS attack as the attacker mainly cares the final effects but not care much on how to cause such final effects. From this perspective, #74/75 and #27 do share the same key UE behaviours.
If people are so captious on minor different UE behaviour between #74/75 and #27, then as summaried in table 2 in section 2.4, the UE behavours for #74 and #75 are also different: for #74, the UE will store the SNPN identity in the "temporarily forbidden SNPNs" while for #75, the UE will store the SNPN identity in the "permanently forbidden SNPNs". Then "temporarily forbidden SNPNs" and "permanently forbidden SNPNs" can cause different effects, e.g. for "temporarily forbidden SNPNs" there is an MS implementation specific timer not shorter than 60 minutes to control it but there is no such timer for "permanently forbidden SNPNs". That is to say, "permanently forbidden SNPNs" caused more serious effects than "temporarily forbidden SNPNs". Based on this, so do we have different attempt counters between #74 and #75?
Hence, minor different UE behaviours cannot justify to use the different DoS attack protection attempt counters for different causes.

Hence, above justificaiton cannot fly as well.

Observation #5: Causes #74/75 and #27 do share the same key UE behaviours from DoS attack perspective and minor different UE behaviours cannot jusify to use the different DoS attack protection attempt counters for different causes.

[Justificaiton #3]"This decision is wrong because having different counters for different attacks is more desired. For example, if other attacker(s) increased the counter value to the maximum value – 1, a lucky attacker can use either #27 or #74/75 to make the attack successful. If separated counters were kept, the other attacker needs to use the same 5GMM cause value to make the attack successful."
[Comments] In the above example, it simulated that a UE was attacked by different attackers using different causes in different attack transactions. In this case, it is true that it is easier for the attacker to mount a successful attack. However, from the UE perspective, it needs not to care who mounted attack using which cause values, it just needs to care whether an attack from a fake network was detected and what is its attack effect. Hence, in above example, the UE was successfully attacked, regardless it was attacked by which attacker using which cause value. But this is not due to using the single attempt counters as even has different attempt counters per cause value, imaging an attacker consecutive uses the same cause value to mount the attack, then the UE will be successfully attacked as well.
Also, the above example cannot justify it just needs two list of attempt counters as the UE behaviour is also different between #74 and #75, i.e. the attack effect of #74 and #75 are different. Then if other attackers mounted attacks with #74 to make the counter value to the maximum value – 1 then another lucky attacker can also easily use #75 to make the attack successful. So if following this logic, then to use three list of attempt counters is more desired than two list of attempt counters: one for #27, one for #74 and one for #75.
Observation #6: In SNPN, if two list of attempt counters are more desired than one list of attempt counters, then three list of attempt counters are more desired than two list of attempt counters: one for #27, one for #74 and one for #75.

Howevers, this is not the protocol design principle as said above, the DoS attack protection is not evaluated from the attacker perspective but from the UE perspective. If the attack effect is the same for the UE, e.g. the impaced domain is whole SNPN with all RATs, then regardless of who mounted attack using which cause values, the UE just needs to use the same attempt counters to protect such attack, this is enough. To use separate attempt counters per cause value could work but is unncessary.
Futhermore, as per specified in subcluase 5.3.20.3 below, the UE can use different UE implementation-specific maximum values for different counters. Hence, to avoid different attackers mount the DoS attack using different cause values (as done in above example), for SNPN-specific attempt counter, the UE can use bigger value (e.g. 10) to slow-down the attack.
"The UE implementation-specific maximum value for any of the above counters shall not be greater than 10.

NOTE 2:
Different counters can use different UE implementation-specific maximum values."
In principle, it is more reasonable to use separate attempt counters per attack effect. Like in 5G PLMN cases, attack with #27 and with #11/#73 have different attack effect and then to use different attempt counters. If the attack effect is the same, then to use the same attempt counters is enough. The attack effect can be evaluated by, e.g. by impacted domain: whole PLMN/SNPN with all RATs, whole PLMN with PS domain, whole PLMN with one RAT, etc.
Observation #7: It is more reasonable to use separate attempt counters per attack effect but #27 and #74/#75 have same attack effect and hence to use the same attempt counters is enough. The UE can use bigger value (e.g. 10) for SNPN-specific attempt counter to slow-down DoS attacks.
3. Proposal
Based on the analysis and observations in section 3, we could have: 

Proposal: In SNPN, to use the exsiting SNPN-specific attempt counter for DoS attack protection is enough and two or more list of SNPN-specific attempt counters are unneccessary even could work.

4. Conclusion
This paper has analysed how many attempt counters are needed in SNPN.

Based on the discussion, below obervations were provided:

Observation #1: In 4G PLMN, all DoS attack protection attempt counters are applied to the whole PLMN with all RATs. There is no DoS attack protection attempt counters used to protect the current serving RAT only.
Observation #2: In 5G PLMN, it is needed and beneficial to use different DoS attack protection attempt counters for causes #11/#73 and cause #27 as the mounted DoS attack with them has totally different impacted domain: for #11/#73 it impacts whole PLMN with all RATs; for #27 it only impacts N1 mode of the current PLMN.

Observation #3: In SNPN, it is enough to use the same DoS attack protection attempt counters for cause #27, #74 and #75 as the mounted DoS attack with them has same impacted domain: whole SNPN with all RATs (i.e. N1 mode) .

Observation #4: Not adding the SNPN in any forbidden SNPNs list for #27 cannot justify to use a separate DoS attack protection attempt counters for it as it caused the same affect as #74/#75.

Observation #5: Causes #74/75 and #27 do share the same key UE behaviours from DoS attack perspective and minor different UE behaviours cannot jusify to use the different DoS attack protection attempt counters for different causes.

Observation #6: In SNPN, if two list of attempt counters are more desired than one list of attempt counters, then three list of attempt counters are more desired than two list of attempt counters: one for #27, one for #74 and one for #75.

Observation #7: It is more reasonable to use separate attempt counters per attack effect but #27 and #74/#75 have same attack effect and hence to use the same attempt counters is enough. The UE can use bigger value (e.g. 10) for SNPN-specific attempt counter to slow-down DoS attacks.
Based on these observations, following proposal was provided:

Proposal: In SNPN, to use the exsiting SNPN-specific attempt counter for DoS attack protection is enough and two or more list of SNPN-specific attempt counters are unneccessary even could work.

The above proposal needs no CT1 work.
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