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1. Introduction

CT1#123-e meeting has agreed a 5GProtoc16 CR [1] on NAS COUNT handling in 5G with following changes in TS 24.501 section 4.4.3.1:

"The receiving side shall estimate the NAS COUNT used by the sending side. Specifically:

-
the NAS sequence number in the received message shall be used as the NAS sequence number part of the estimated NAS COUNT;

-
if the NAS sequence number in the received message is greater than the stored NAS sequence number, then the NAS overflow counter part of the estimated NAS COUNT shall be equal to the stored NAS overflow counter;


if the NAS sequence number in the received message is less than or equal to the stored NAS sequence number, then the NAS overflow counter part of the estimated NAS COUNT shall be equal to the stored NAS overflow counter incremented by one."

We found a big problem with above changes proposed by yellow text for NAS sequence number (SN) "equal to" cases as the whole replay protection mechanisn defined in the current NAS protocol will never be used and become fully useless.
This paper attempts to discuss and evaluate the problems of above changes for NAS SN "equal to" cases and find a way forward.

2. Discussion

2.1 Problems of CR [1]
As per above changes in CR [1], for NAS SN "equal to" cases, the receiver shall always perform: NAS overflow counter part of the estimated NAS COUNT =  stored NAS overflow counter + 1.
Hence, whenever a replayed NAS message (with the same NAS SN and protected by the same NAS COUNT) was received, the estimated NAS COUNT at the receiver will mismatch the used NAS COUNT by the sender and then the integrity check will always fail.

Let’s see what are the negative impacts of integrity checking failure for a NAS message. Table 1. provides the summary per NAS message based on TS 24.501 section 4.4.4.3 at the AMF side. To make the discussion easy, emergency cases are excluded here as it was always handled as special.
Table 1. Negative impacts of integrity checking failure for a NAS message

	NAS messages/cases
	Current protocol handling
	Negative impacts in summary

	REGISTRATION REQUEST message for initial registration / Before secure exchange of NAS messages established
	· In section 4.4.4.3:
"The AMF shall authenticate the subscriber before processing the registration request any further. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2."
	· AKA was mandatory enforced.
· More NAS signalling (e.g. SMC) performed.

	REGISTRATION REQUEST message for mobility and periodic registration update / Before secure exchange of NAS messages established
	· In section 4.4.4.3:
"If the UE provided EPS NAS message container IE which was successfully verified by the source MME, the AMF may create a mapped 5G NAS security context and initiate a security mode control procedure to take the new mapped 5G NAS security context into use; otherwise if the UE has only a non-emergency PDU session established, the AMF shall initiate a primary authentication and key agreement procedure to create a new native 5G NAS security context. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2."
	· AKA was mandatory enforced in case of without EPC interworking.

· More NAS signalling (e.g. SMC) performed.

	SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message / Before secure exchange of NAS messages established
	· In section 4.4.4.3:
"The AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G NAS security context unchanged."

· In section 5.6.1.5:
"#9
(UE identity cannot be derived by the network).


The UE shall set the 5GS update status to 5U2 NOT UPDATED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall enter the state 5GMM-DEREGISTERED.


If the service request was initiated for any reason other than emergency services fallback or initiating an emergency PDU session, the UE shall perform a new initial registration procedure."


	· NAS request was mandatory rejected.

· The UE was forced into de-registered state and delete key 5GMM parameters (e.g. 5G-GUTI).

· The UE was enforced to do re-registration.

	DEREGISTRATION REQUEST message / Before secure exchange of NAS messages established
	· In section 4.4.4.3:
"- If it is not a deregistration request due to switch off, and the AMF can initiate an authentication procedure, the AMF should authenticate the subscriber before processing the deregistration request any further.

- If it is a deregistration request due to switch off, or the AMF does not initiate an authentication procedure for any other reason, the AMF may ignore the deregistration request and remain in state 5GMM-REGISTERED."
	· AKA was enforced.

	All NAS messages / After secure exchange of NAS messages established
	· In section 4.4.4.3:
"If any NAS signalling message, having not successfully passed the integrity check, is received, then the NAS in the AMF shall discard that message. If any NAS signalling message is received, as not integrity protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this message."
	None


Based on the evaluation in Table 1, we found below problem:
Problem #1: Whenever a replayed NAS message was received by the AMF, as per CR [1] proposal, the integrity check will always fail. If the secure exchange of NAS messages was not established, this will cause either mandatory AKA and other NAS signaling (e.g. SMC) handling or mandatory reject to enforce the UE to initiate re-registration.
Replay protection is a basic security mechanism used since 2G/3G/4G and now supported in 5G as well. As per specified in TS 24.501 section 4.4.3.2, the replay protection is to prevent the UE from the replay attacks, i.e. one and the same NAS message is not accepted twice by the receiver.
"Replay protection assures that one and the same NAS message is not accepted twice by the receiver. Specifically, for a given 5G NAS security context, a given NAS COUNT value shall be accepted at most one time and only if message integrity verifies correctly."

Even the current spec does not clearly state that how does the receiver assure that one and the same NAS message is not accepted twice by the receiver, but from attack protection perpsective, it is a very reasonable implementation that the receiver discards the replayed NAS message either directly without integrity check or after integrity check. Hence, any negative impacts due to such replayed NAS message should be avoided, othewise, the mounted replay attacks are successful from attacker persective.

Now when seeing proposal in CR [1], it will make the replay attacks successful, e.g. in following typical replay attack scenario:
(1) Assuming the current stored NAS COUNT at the UE is (UL: 0 ||11, DL: 0||10), the current stored NAS COUNT at the AMF is (UL: 0 ||10, DL: 0||11). Normally, the stored UL NAS COUNT at the UE will larger than AMF side by one and the stored DL NAS COUNT at the AMF will larger than UE side by one.

(2) The UE has sent a service request message from the idle mode which was integrity protected by the current UL NAS COUNT (0 ||11);

(3) The AMF receives this service request message and estimates the UL NAS COUNT as (UL: 0 ||11) for integrity check, which will success as the received UL SN is larger than the stored one. Then the AMF updates the stored UL NAS COUNT as (UL: 0 ||11). The AMF is performing this servcie request procedure as usual.

(4) An attacker (e.g. Man-in-the-middle) has hijacked the service request message sent in step (2) and then sends it to the AMF to mount a replay attack.

(5) As per CR [1] proposal, as the received NAS SN is equal to the stored one, the AMF will estimate the UL NAS COUNT as (UL: 1 ||11) and then the integrity check fails.

(6) The AMF will reject the service request with 5GMM #9 which then enforces the UE move to de-registered state and initiate re-registration. As a result, all ongoing procedures and services are aborted and hence the replay attack succeeds.

Hence, we found another problem:
Problem #2: The proposal in CR [1] will make the whole replay protection mechanism useless and then successful replay attacks can be easily mounted by attacker.

We believe Problem #1 and Problem # 2 created essential protocol impacts and secutiry risks and should be resolved.

2.2 Scenarios for NAS SN "equal to" cases
In theory, NAS SN "equal to" cases can happen in following three scenarios:

（1） Scenario #1: 255 messages have been successfully sent out but all missed by the receiver
（2） Scenario #2: Replay attacks mounted by attacker intentionally
（3） Scenario #3: Abnormal cases
The analysis on these scenarios is shown in Table 2.

Table 2. Analysis on scenarios for NAS SN "equal to" cases
	Scenarios
	Analysis
	Conclusion

	Scenario #1: 255 messages have been successfully sent out but all missed by the receiver
	If this happen, then the NAS SN was wrap around and hence the NAS overflow counter at the sender will be increased by one but the NAS SN will go back to the same value. Note that all these 255 messages have successfully sent out from the sender perspective, otherwise the NAS SN will not be incremented by one.
However, as per current NAS protocol design, there is NAS retransmission mechanism controlled by the NAS timers. Let’s use the registration request (RR) message as a typical example:
(a) After sent out an RR message, the UE will start T3510 with default 15s.
(b) At expiry of T3510, the UE will increase a counter by one and start T3511 with default 10s.

(c) At expiry of T3510, the UE re-sends the RR message and go back to step (a). When the counter = 5, the UE will start T3502 with default 12m.

(d) At expiry of T3502, the counter will be reset and if still required, the UE can still send the RR message and then go back to step (a).

(e) We treat steps (a) to (d) as one transaction which covers 5 RR messages taking (12m + 100s).
(f) For 255 messages, it will take 51 transactions with totally (12m + 100s) * 51 = 41820s = 11h:37m, i.e. ~11.5h.
(g) Hence, one can see during such long 11.5h, the AMF cannot receive any NAS message from the UE but actually the UE has successfully sent out 255 messages. We cannot see this will happen in the field.

(h) Furthermore, during this long period, the AMF has already implicitly de-registered such UE as normally the total sum of (Mobile reachable timer + Implicit de-registration timer) is shorter than 11.5h.
	Scenario #1 cannot happen in the field

	Scenario #2: Replay attacks mounted by attacker intentionally
	This actually was the main intention of replay protection to prevent such replay attacks.
The typical scenario in section 2.1 applies.
	Scenario #2 is the majority case to make NAS SN "equal to" cases happen

	Scenario #3: Abnormal cases
	In some rare and specific abnormal cases, NAS SN "equal to" cases may happen, e.g.:
(a) The UE NAS has sent a service request (SR) message to AS layer from the idle mode which triggered the RRC connection setup;

(b) Actually the RRC connection was successfully setup and the UE AS has successfully sent the SR message to the eNB and then to AMF;

(c) However, at the same time, the UE suddenly is out of coverage (e.g. into a lift) and hence the UE AS layer indicates the UE NAS that RRC connection setup failure. Then the UE NAS will not increase the NAS SN by one;

(d) Hereafter (e.g. out of a lift and coverage recovered), the UE NAS re-sends the same SR message to the AMF with the same SN. From the UE perspective, this is actually the 1st time for the UE to successfully sent out the SR message;
(e) Then NAS SN "equal to" cases happens at the AMF side.
	It is a very rare case for Scenario #3 to make NAS SN "equal to" cases happen


In Scenario #1, the proposal in CR [1] will make the integrity check success but as shown in Table 2, it cannot happen in the field.
In both Scenarios #2 and #3, the proposal in CR [1] will make the integrity check failure and cause the problems as shown in section 2.1.

Typically, Scenario #2 is the majority case to make NAS SN "equal to" cases happen but proposal in CR [1] makes the whole replay protection useless.

Observation #1: Scenario #1 (255 messages have been successfully sent out but all missed by the receiver) cannot happen in the field and Scenario #2 (Replay attacks mounted by attacker intentionally) is the majority case to make NAS SN "equal to" cases happen.
2.3 Proposal
Replay protection is a basic security mechanism used since 2G/3G/4G and now supported in 5G as well. Hence, for any replayed message, replay protection should be applied to prevent the replay attacks.

Hence, we have following proposal:

Proposal: If the NAS sequence number in the received message is equal to the stored NAS sequence number, then the NAS overflow counter part of the estimated NAS COUNT shall be equal to the stored NAS overflow counter and the receiver will apply the replay protection to handle the received message.

3. Conclusion
This paper has discussed and evaluated the problems due to changes for NAS SN "equal to" cases in CR [1].
Based on the discussion, following problems were found:

Problem #1: Whenever a replayed NAS message was received by the AMF, as per CR [1] proposal, the integrity check will always fail. If the secure exchange of NAS messages was not established, this will cause either mandatory AKA and other NAS signaling (e.g. SMC) handling or mandatory reject to enforce the UE to initiate re-registration.
Problem #2: The proposal in CR [1] will make the whole replay protection mechanism useless and then successful replay attacks can be easily mounted by attacker.

Te resolve above problems, following proposal was provided:

Proposal: If the NAS sequence number in the received message is equal to the stored NAS sequence number, then the NAS overflow counter part of the estimated NAS COUNT shall be equal to the stored NAS overflow counter and the receiver will apply the replay protection to handle the received message.

The above proposal was captured in CR C1-203703.
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