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1
Overall description
CT1#124-e discussed on use of the correct NAS uplink COUNT in cryptographic protection for radio bearers.

TS 33.501 specifies in sc. 6.8.1.2 "Key handling at transitions between CM-IDLE and CM-CONNECTED states".

CT1 discussed on scenario where the UE send the 1st SERVICE REQUEST message establishing NAS signaling connection for a signaling (transition from IDLE to CONNECTED state) and then in CONNECTED state the UE sends a 2nd SERVICE REQUEST message to establish radio bearers.
TS 33.501 sc. 6.8.1.2.2 "Establishment of keys for cryptographically protected radio bearers in 3GPP access" specifies:
When the UE receives the AS SMC without having received a NAS Security Mode Command, it shall use the NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the derivation of the KgNB/KeNB. 

Problem: The specification can be interpreted two different ways:

a) 
As this is under 6.8.1.2 "Key handling at transitions between CM-IDLE and CM-CONNECTED states", it can be interpreted as the UE shall use the NAS uplink COUNT of the initial NAS message (first SERVICE REQUEST) that triggered transition from IDLE to CONNECTED state as a freshness parameter; or

b)
The UE shall use the NAS uplink COUNT of the second SERVICE REQUEST (that triggered AS SMC as it requested DBRs) as a freshness parameter.

Question#1: What is the correct interpretation: a) or b) above?
In another scenario, the network can establish radio bearers and start AS SMC even if the UE did not request establishment of radio bearers. In this case, if the UE has sent e.g. two UL NAS messages during the established signaling connection, it is not clear what is the UL NAS message that was "a trigger for the network" to establish radio bearers and corresponding AS SMC.

Question#2: Should the UE use the NAS uplink COUNT of the UL NAS message (i.e. initial NAS message) that triggered transmission from IDLE to CONNECTED state as a freshness parameter in the derivation of the KgNB/KeNB?
Question#3: If answer to question#2 is yes, then would it be the most unambiguous to use in both above scenarios the NAS uplink COUNT of the UL NAS message that triggered transmission from IDLE to CONNECTED state as a freshness parameter in the derivation of the KgNB/KeNB?
2
Actions
To SA3
ACTION: 
3GPP TSG CT WG1 asks kindly SA3 group to response to three questions above and to consider if TS 33.501 sc. 6.8.1.2.2 can be clarified accordingly.
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 125-e
e-meeting
20-28 August 2020
TSG CT WG1 Meeting 126e
TBD
