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***** Next change *****
[bookmark: _Toc20232438][bookmark: _Toc27746524][bookmark: _Toc36212704][bookmark: _Toc36656881]4.6.2.4	Network slice-specific authentication and authorization
The UE and network may support network slice-specific authentication and authorization.
A serving PLMN shall perform network slice-specific authentication and authorization for the S-NSSAI(s) of the HPLMN which are subject to it based on subscription information. The UE shall indicate whether it supports network slice-specific authentication and authorization in the 5GMM Capability IE in the registration procedure.
The upper layer stores an association between each S-NSSAI and its corresponding credentials for the network slice-specific authentication and authorization.
NOTE:	The credentials for network slice-specific authentication and authorization and how to provision them in the upper layer are out of the scope of 3GPP.
The network slice-specific authentication and authorization procedure shall not be performed unless:
a)	the primary authentication and key agreement procedure as specified in the subclause 5.4.1 has successfully been completed; and
b)	the initial registration procedure or the mobility and periodic registration update procedure has been completed.
The AMF informs the UE about S-NSSAI(s) subject to network slice-specific authentication and authorization in the pending NSSAI. The AMF handles allowed NSSAI, pending NSSAI, rejected NSSAI, and 5GS registration result in the REGISTRATION ACCEPT message according to subclauses 5.5.1.2.4 and 5.5.1.3.4.
To perform network slice-specific authentication and authorization for an S-NSSAI, the AMF invokes an EAP- based network slice-specific authorization procedure for the S-NSSAI (see subclause 5.4.7, 3GPP TS 33.501 [24] and 3GPP TS 23.502 [9]).
The AMF updates the allowed NSSAI and the rejected NSSAI using the generic UE configuration update procedure as specified in the subclause 5.4.4 after the network slice-specific authentication and authorization procedure is completed.
The network slice-specific authentication and authorization procedure can be invoked or revoked by an AMF for a UE supporting network slice-specific authentication and authorization at any time. After the network performs the network slice-specific re-authentication and re-authorization procedure:
[bookmark: _Hlk33688001]a)	if network slice-specific authentication and authorization for some but not all S-NSSAIs in the allowed NSSAI fails, the AMF updates the allowed NSSAI and the rejected NSSAI accordingly using the generic UE configuration update procedure as specified in the subclause 5.4.4 and release all PDU session associated with the S-NSSAI for which network slice-specific re-authentication and re-authorization fails; or 
b)	if network slice-specific authentication and authorization fails or revoked for all S-NSSAIs in the allowed NSSAI and the pending NSSAI, then AMF performs the network-initiated de-registration procedure and includes the rejected NSSAI in the DEREGISTRATION REQUEST message as specified in the subclause 5.5.2.3 except when the UE has an emergency PDU session established or the UE is establishing an emergency PDU session. In this case the AMF shall send the CONFIGURATION UPDATE COMMAND message containing rejected NSSAI and release all PDU session associated with the S-NSSAI for which network slice-specific re-authentication and re-authorization fails. After the emergency PDU session is released, the AMF performs the network-initiated de-registration procedure as specified in the subclause 5.5.2.3.
If authorization is revoked for an S-NSSAI that is in the current allowed NSSAI for an access type, the AMF shall:
a)	provide a new allowed NSSAI, excluding the S-NSSAI(s) for which the authorization is revoked; and
b)	provide a new reject NSSAI for the failed or revoked NSSAA, including the S-NSSAI for which the authorization is revoked, with the reject cause "S-NSSAI is not available due to the failed or revoked network slice-specific authentication and authorization";
to the UE using the generic UE configuration update procedure as specified in the subclause 5.4.4 and release all PDU sessions associated with the S-NSSAI for which the authorization is revoked for this access type.
Editor's Note: How to secure that a UE does not wait indefinitely for completion of the network slice-specific authentication and authorization is FFS.

***** Next change *****
[bookmark: _Toc20232646][bookmark: _Toc27746739][bookmark: _Toc36212921][bookmark: _Toc36657098]5.4.4.2	Generic UE configuration update procedure initiated by the network
The AMF shall initiate the generic UE configuration update procedure by sending the CONFIGURATION UPDATE COMMAND message to the UE. 
The AMF shall in the CONFIGURATION UPDATE COMMAND message either:
a)	include one or more of the following parameters: 5G-GUTI, TAI list, allowed NSSAI that may include the mapped S-NSSAI(s), LADN information, service area list, MICO indication, NITZ information, configured NSSAI that may include the mapped S-NSSAI(s), rejected NSSAI, network slicing subscription change indication, operator-defined access category definitions, SMS indication, service gap time value, "CAG information list", UE radio capability ID, 5GS registration result, UE radio capability ID deletion indication or truncated 5G-S-TMSI configuration;
b)	include the Configuration update indication IE with the Registration requested bit set to "registration requested"; or
c)	include a combination of both a) and b).
If an acknowledgement from the UE is requested, the AMF shall indicate "acknowledgement requested" in the Acknowledgement bit of the Configuration update indication IE in the CONFIGURATION UPDATE COMMAND message and shall start timer T3555. Acknowledgement shall be requested for all parameters except when only NITZ is included.
To initiate parameter re-negotiation between the UE and network, the AMF shall indicate "registration requested" in the Registration requested bit of the Configuration update indication IE in the CONFIGURATION UPDATE COMMAND message.
If a new allowed NSSAI information or AMF re-configuration of supported S-NSSAIs requires an AMF relocation, the AMF shall indicate "registration requested" in the Registration requested bit of the Configuration update indication IE and include the Allowed NSSAI IE in the CONFIGURATION UPDATE COMMAND message.
If the AMF includes a new configured NSSAI in the CONFIGURATION UPDATE COMMAND message and the new configured NSSAI requires an AMF relocation as specified in 3GPP TS 23.501 [8], the AMF shall indicate "registration requested" in the Registration requested bit of the Configuration update indication IE in the message.
If the CONFIGURATION UPDATE COMMAND message is initiated only due to changes to the allowed NSSAI and these changes require the UE to initiate a registration procedure, but the AMF is unable to determine an allowed NSSAI for the UE as specified in 3GPP TS 23.501 [8], then the CONFIGURATION UPDATE COMMAND message shall indicate "registration requested" in the Registration requested bit of the Configuration update indication IE, and shall not contain any other parameters.
If a network slice-specific authentication and authorization procedure for an S-NSSAI is completed as a:
a)	success, the AMF shall include this S-NSSAI in the allowed NSSAI; or
b)	failure, the AMF shall include this S-NSSAI in the rejected NSSAI for the failed or revoked NSSAA with the reject cause "S-NSSAI not available due to the failed or revoked network slice-specific authentication and authorization".
[bookmark: _Hlk23195948]If authorization is revoked for an S-NSSAI that is in the current allowed NSAAI for an access type, the AMF shall:
a)	provide a new allowed NSSAI to the UE, excluding the S-NSSAI for which authorization is revoked; and
b)	provide a new reject NSSAI for the failed or revoked NSSAA, including the S-NSSAI in the the rejected NSSAI for which the authorization is revoked, with the reject cause "S-NSSAI is not available due to the failed or revoked network slice-specific authorization and authentication".
The allowed NSSAI and the rejected NSSAI shall be included in the CONFIGURATION UPDATE COMMAND message to reflect the result of the procedures subject to network slice-specific authentication and authorization.
NOTE:	If there are multiple S-NSSAIs subject to network slice-specific authentication and authorization, it is implementation specific if the AMF informs the UE about the outcome of the procedures in one or more CONFIGURATION UPDATE COMMAND messages.
If the AMF includes the Network slicing indication IE in the CONFIGURATION UPDATE COMMAND message with the Network slicing subscription change indication set to "Network slicing subscription changed", and changes to the allowed NSSAI require the UE to initiate a registration procedure, but the AMF is unable to determine an allowed NSSAI for the UE as specified in 3GPP TS 23.501 [8], then the CONFIGURATION UPDATE COMMAND message shall additionally indicate "registration requested" in the Registration requested bit of the Configuration update indication IE and shall not include an allowed NSSAI.
If the AMF needs to update the LADN information, the AMF shall include the LADN information in the LADN information IE of the CONFIGURATION UPDATE COMMAND message.
If the AMF needs to update the "CAG information list", the AMF shall include the CAG information list IE in the CONFIGURATION UPDATE COMMAND message. If the AMF needs to update the "CAG information list" and the UE:
a)	has an emergency PDU session; and
b)	is in
[bookmark: _Hlk32247939][bookmark: _Hlk32247527]1)	a CAG cell and none of the CAG-ID(s) supported by the CAG cell is included in the "allowed CAG list" for the current PLMN in the updated "CAG information list"; or
[bookmark: _Hlk32247968]2)	a non-CAG cell and the entry for the current PLMN in the updated "CAG information list" includes an "indication that the UE is only allowed to access 5GS via CAG cells";
the AMF shall indicate to the SMF to perform a local release of all non-emergency PDU sessions associated with 3GPP access.
If the AMF needs to update the truncated 5G-S-TMSI configuration for a UE in NB-N1 mode using control plane CIoT 5GS optimization, the AMF shall include the Truncated 5G-S-TMSI configuration IE in the CONFIGURATION UPDATE COMMAND message.
During an established 5GMM context, the network may send none, one, or more CONFIGURATION UPDATE COMMAND messages to the UE. If more than one CONFIGURATION UPDATE COMMAND message is sent, the messages need not have the same content.

