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1.Background

1.1 Guiding principles
At SP#70, SA Plenary identified the following guiding principles for N3AN selection in roaming scenario:
3GPP SA has identified the following guiding principles for ePDG selection in roaming scenarios:

· The Serving PLMN, if it has deployed an ePDG, must be able (if required by the national regulations in the Serving PLMN country) to be in absolute control of ePDG selection. 
· Regulations in Country A do not allow Country A to depend on Country B for the purposes of LI or other national security requirements. Therefore the Serving PLMN (if required by the Serving PLMN country) must be able to perform LI in the Serving PLMN without assistance or co-operation of the HPLMN (this includes any scenarios where the Serving PLMN is reliant on the HPLMN to configure UEs to allow Serving PLMN control). 

These principles were communicated in SP-150831. This LS resulted in corresponding changes to the ePDG selection procedures in TS 23.402 and TS 24.302.
Fast forward: subclause 7.2 of TS 24.502 (titled “N3AN node selection procedure”) contains requirements for N3AN node selection. An N3AN node is either an ePDG or N3IWF.

Observation 1:

While the guiding principles only mention ePDG, they equally apply to N3IWF.

Observation 2:

A VPLMN need not deploy an N3IWF or an ePDG

1.2 Non-3GPP access node selection information
Furthermore, TS 23.501 includes requirements for a HPLMN to configure their UEs to allow Serving PLMN control using non-3GPP access node selection information:

3)
Non-3GPP access node selection information: It contains a prioritized list of PLMNs and for each PLMN it includes (i) a "Preference" parameter which indicates if ePDG or N3IWF is preferred in this PLMN and (ii) an FQDN parameter which indicates if the Tracking/Location Area Identity FQDN or the Operator Identifier FQDN (as specified in TS 23.402 [43], clause 4.5.4.4) should be used when discovering the address of an ePDG or N3IWF in this PLMN. The list of PLMNs shall include the HPLMN and shall include an "any PLMN" entry, which matches any PLMN the UE is connected to except the HPLMN.

2. Analyses of subclause 7.2 in TS 24.502: N3AN node selection procedure
2.1 Subclause 7.2.2: N3AN node configuration information
N3AN node configuration information can be used to select an N3AN node and to choose between either an ePDG or N3IWF. This information can include VPLMN specific information or an "any PLMN" entry applicable to any VPLMN (i.e. 'Any_PLMN' N3AN node selection information entry in the N3AN node selection information). The HPLM is mandated to provide the "any PLMN" entry, if it provides N3AN node configuration information.

Observation 3:

The "any PLMN" entry ensures the UE selects an N3AN node in a PLMN of the visited country. 

NOTE: while inconsistent with the mandate to provide "any PLMN" entry in the N3AN node configuration information, its absence is permitted according to the protocol coding specified in TS 24.526.

Observation 4:

While the HPLMN is mandated to provide an "any PLMN" entry applicable to any VPLMN if it provides N3AN node configuration information, the HPLMN need not (accidently or deliberately) provide the "any PLMN" entry. 

NOTE: while N3AN node configuration information can be updated or provisioned via 5G NAS when the UE is roaming and registered with a 5GCN PLMN, no procedure exists for updating the N3AN node configuration information when the UE is roaming and attached to an MME or SGSN. 
2.2 Subclause 7.2.4.3: UE supporting connectivity with N3IWF but not supporting connectivity with ePDG
When comparing subclause 7.2.4.3 with the guiding principles documented in SP-150831, we observe that when a country doesn’t indicate an N3IWF to be used, but the country instead has an ePDG to be used, this UE (not supporting connectivity with ePDG) can attempt to select an N3IWF in the HPLMN. This means the UE bypasses LI required by the visiting country.
Problem 1:

In some cases the UE will not terminate the N3AN node selection procedure in a country which has only deployed an ePDG and where the country requires selection of the ePDG. Instead the UE can select an N3IWF in the HPLMN, bypassing national regulations in the visited country. 

Furthermore, when the "any PLMN" entry is not provisioned in the N3AN node configuration information by the HPLMN (a misconfiguration), the procedure does not specify how the UE is to proceed. For example, the UE would not be prohibited from selecting an N3IWF in the HPLMN, even though the visiting country mandates selection of a N3AN node in the visited country.

While the absence of the "any PLMN" entry can be rectified when the UE is registered with a 5GCN PLMN, relying on this would not meet the guiding principles: the serving country would depend on assistance or co-operation of the HPLMN.

Problem 2:

The behaviour for a misconfigured UE (incomplete N3AN node configuration information) is insufficiently specified.

Nothing prevents the misconfigured UE from attempting to select an N3IWF in the HPLMN, bypassing national regulations in the visited country. 

Country A is unable to perform LI in the event there is misconfiguration (e.g. no assistance or no co-operation) by the HPLMN.

Finally, in the event the UE is registered with a VPLMN, the UE determines that it is mandatory to select an N3AN node in the visited country, yet the VPLMN is not indicated by the DNS as having an N3AN node, then “selection of the PLMN is UE implementation specific”. TS 24.502 does not appear to limit the PLMN selected in this implementation specific manner to a PLMN of the visited country. This should be clarified.

Problem 3:

When PLMN selection is implementation specific while the UE is in a country that mandated selection of an N3AN node in that country, the UE must select a PLMN of that country or abort PLMN selection.

2.3 Subclauses 7.2.4.4.2 and 7.2.4.4.3: UE supporting connectivity with N3IWF and with an ePDG
Subclause 7.2.4.4.2 documents requirements for performing N3AN node selection for IMS service and subclause 7.2.4.4.3 documents requirements for performing N3AN node selection for Non-IMS service. The procedures in 7.2.4.4.2 and 7.2.4.4.3 are considered similar for the purposes of this analyses.

When comparing subclause 7.2.4.4 with the guiding principles documented in SP-150831, we observe that the same problems, identified above, apply. (with a few nuances due to the UE supporting ePDG)

3. Conclusion

Subclause 7.2 of 3GPP TS 24.502 deviates from the guiding principles documented in SP-150831.

C1-203410 corrects problems 1 and 3.
C1-203412 & C1-203414 corrects problem 2.
