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Liaison Communicated By: 
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Date: May 7th, 2020
Subject: Issue with FN-RG IPv6 support

[bookmark: _Hlk521881588]Dear colleagues, 

We have identified issues with IPv6 support for FN-RGs with respect to the currently specified behaviors of the 5G system.

1) Support for FN-RGs using IPv6oE procedures

The current specification has the interface identifier used by a UE for construction of the IPv6 Link Local addresses (LLA) assigned by the SMF.  FN-RGs that use the IPoE protocol suite for IPv6 support currently conform to IETF RFC 2464 for LLA assignment. A 2464 compliant FN-RG will self-assign an interface identifier expressed as an EUI-64 using the FN-RG’s WAN interface MAC address as input.  There is no means to explicitly override this with a network assigned value.

We believe a potential (and perhaps the only possible) solution exists in the form of adding an optional field to the PDU Session Establishment Request that the W-AGF may or may not send.  The field would be the “suggested interface identifier” and carry an 8 byte EUI-64 as an argument. The W-AGF would encode the FN-RG MAC address as an EUI-64 in the request. If the SMF receives the “suggested interface identifier” field, it will use that information in the construction of the LLA to use for the FN-RG for that PDU session. The SMF would have the opportunity to verify it was not a duplicate (and if so it was take local measures to circumvent the issue), and will echo that value back in the PDU Session Establishment Accept Message as per existing practice. Therefore, a means would exist to synchronize the LLA expected by the FN-RG and the LLA sent by the SMF.

2) Support for FN-RGs using PPPoE and IPv6CP procedures

IETF RFC 5072 NCP negotiation procedures performed between the FN-RG and W-AGF require the AGF to know the SMF’s link local address. Again, we believe a potential (and only possible solution) is that an information element be added to the PDU Session Establishment Accept message that provides this information to the W-AGF for use in RFC 5072 negotiation procedures. This would ensure reliable knowledge of the SMF LLA when the AGF performed IPv6CP negotiation procedures with the FN-RG. We assume the SMF LLA is invariant for the duration of the PDU session.

Member companies will be submitting CRs more completely documenting this proposal. We would request they be given consideration.  The impact of the lack of this solution would require that the W-AGF would have to be specified as a layer 3 node and perform extensive interworking between the SMF and an FN-RG for IPv6 procedures.

We also would advise that with respect to DHCP support in the SMF, DHCPv4 and DHCPv6 messages will not be directly received from the FN-RGs or 5G-RGs, but will have transited one or more DHCP relays that will exist in the path taken by the PDU session traffic.  We would like to understand what an SMF would accept from the point of view of addressing for a DHCPv4 DISCOVER or DHCPv6 SOLICIT message. For example whether the request is unicast or broadcast, and will it accept requests with relay options.

We look forward to continuing our fruitful relationship.

Thanks,

Lincoln Lavoie,
Broadband Forum Technical Committee Chair

CC:
liaisons@broadband-forum.org
 
Robin Mersh, Broadband Forum CEO <rmersh@broadband-forum.org>
April Nowicki, Broadband Forum Member Support Manager <anowicki@broadband-forum.org>

Broadband Forum Reference: LIAISE-394
Date of Upcoming Broadband Forum Meetings: A list of upcoming meetings can be found at https://www.broadband-forum.org/what-s-happening/meetings-events-webinars/upcoming-bbf-meetings 
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