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	Reason for change:
	The Editor’s Notes have been added to evaluate usage of access-token in Authorization header of HTTP request. 
As per 3GPP TS 33.434 (v0.2.0) –
Clause 6.2.2 	SEAL service authorization
“In order to gain access to VAL services, the SEAL client shall present an access token to the SEAL server for each service of interest. If the access token is valid, then the UE shall be granted to use the service”

Clause 6.2.5	Authorization framework
“The service clients in the VAL UE present the access tokens to the SEAL service server over HTTP. The SEAL service server authorizes the user for the requested services on if the access token is valid. The procedures may be repeated as necessary to obtain additional SEAL user authorizations.”

- So no more changes required to support authorization of the user by including access-token in authorization header.

	
	

	Summary of change:
	Removed Editor’s note related to usage of access-token in Authorization header
Made editorial correction – to provide proper step number in 6.2.2.1 and 6.2.5.1.1.

	
	

	Consequences if not approved:
	Editor’s note will not be removed Rel-16 SEAL group management specification. 
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***** Next change *****
[bookmark: _Toc25305674][bookmark: _Toc26190250][bookmark: _Toc26190843][bookmark: _Toc34062147][bookmark: _Toc34394588]6.2.2.1	Client procedure
Upon receiving a request from the VAL user to create a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be created. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be created;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;
6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; and
iii)	shall include <val-services> element indicating list of supported services by the group; and
67)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user.; and


***** Next change *****
[bookmark: _Toc25305677][bookmark: _Toc26190253][bookmark: _Toc26190846][bookmark: _Toc34062150][bookmark: _Toc34394591]6.2.3.1	Client procedure
Upon receiving a request from the VAL user to retrieve an element of a group document, the SGM-C shall send an HTTP GET request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Fetch an Element". In HTTP GET request, the SGM-C:
a)	shall set the Request-URI to a XCAP URI identifying an element within an XML document to be queried. In the Request-URI:
1)	the "auid" is set to specific VAL service identity;
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID which contains the element to be queried; and
3)	the node selector is set to a node URI identifying the element to be queried; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.

***** Next change *****
[bookmark: _Toc25305680][bookmark: _Toc26190256][bookmark: _Toc26190849][bookmark: _Toc34062153][bookmark: _Toc34394594]6.2.4.1	Client procedure
Upon receiving a request from the VAL user to update group membership element of a group document, a SGM-C shall send an HTTP PUT request to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace an Element". In HTTP PUT request, the SGM-C:
a)	shall set the Request-URI to a XCAP URI identifying an element within an XML document to be updated. In the Request-URI:
1)	the "auid" is set to specific VAL service identity;
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID which contains the element to be updated; and
3)	the node selector is set to a node URI identifying the element to be updated; and
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6].
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
NOTE:	The VAL client can use the procedure specified in this clause to update all possible elements which can be updated.

***** Next change *****
[bookmark: _Toc25305684][bookmark: _Toc26190260][bookmark: _Toc26190853][bookmark: _Toc34062157][bookmark: _Toc34394598]6.2.5.1.1	Client procedure
Upon receiving a request from the VAL user to update a group document, the SGM-C shall create an XML document as specified in clause 7 and shall send the XML document to the SGM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document". In the HTTP PUT request, the SGM-C:
a)	shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:
1)	the "auid" is set to specific VAL service identity; and
2)	the document selector is set to a document URI pointing to a group document addressed by a group ID;
b)	shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the "bearer" token type as specified in IETF RFC 6750 [6];
Editor’s note:	The use of access-token in Authorization header field with the "Bearer" authentication scheme will be evaluated based on stage 2 security requirements.
c)	shall include a Content-Type header field set to "application/vnd.3gpp.seal-group-doc+xml"; and
d)	shall include an application/vnd.3gpp.seal-group-doc+xml MIME body and in the <seal-group-doc> root element:
1)	shall set "uri" attribute to the VAL group identity to be created;
2)	may include <display-name> element containing a human readable name of the VAL group;
3)	if the VAL user has requested to include administrator users, shall include <administrators> element of a <list-service> element with list of administrator users.
4)	if the list of users available who are required to give user consent to be member for the group, shall include such list of users into the <explicit-member-list> element of a <list-service> element;
5)	if the list of users available who are members of the group, shall include such list of users into the  <list> element of a <list-service> element;
6)	shall include <common> element of a <list-service> element. The <common> element:
i)	may include <seal-subject> element indicating the title or description for the group;
ii)	shall include <category> element indicating the category of the group; and
iii)	shall include <val-services> element indicating list of supported services by the group; and
76)	shall include <val-specific-config> element of a <list-service>. The <val-specific-config> element:
i)	may include <group-priority> element to the priority as specified by VAL user.; and

***** End of change *****

