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1. Introduction

This document discusses the initial NAS message protection mechanism for the Control Plane Service Request (CPSR) message, in particular the integrity check failure at the AMF, and how it can lead to sending data in the clear. The document then proposes a solution to avoid the situation as it would go against the security requirements for sending security protected CIoT data that is not related to emergency services.

2. Discussion

As part of integrity check at the AMF and initial NAS message protection that has been introduced since Rel-15, section 4.4.4.3 of TS 24.501 specifies:
If a SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only non-emergency PDU sessions established, the AMF shall send the SERVICE REJECT message with 5GMM cause #9 "UE identity cannot be derived by the network" and keep the 5GMM-context and 5G NAS security context unchanged. For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.2. Additionally, the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested" in the SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. After successful completion of the service request procedure, the network shall perform a local release of all non-emergency PDU sessions. The emergency PDU sessions shall not be released.

Observation 1: For the Control Plane Service Request message that fails the integrity check, the only time the AMF will request retransmission of the NAS message is when the UE has a PDU session for emergency services.
Section 5.4.2.2 of TS 24.501 further specifies:

The AMF shall create a locally generated KAMF and send the SECURITY MODE COMMAND message including an ngKSI value in the NAS key set identifier IE set to "000" and 5G-IA0 and 5G-EA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:

a)
during an initial registration procedure for emergency services if no shared 5G NAS security context is available;

b)
during a registration procedure for mobility and periodic registration update for a UE that has an emergency PDU session if no shared 5G NAS security context is available;

c)
during a service request procedure for a UE that has an emergency PDU session if no shared 5G NAS security context is available; or

d)
after a failed primary authentication and key agreement procedure procedure for a UE that has an emergency PDU session or is establishing an emergency PDU session, if continued usage of a shared 5G NAS security context is not possible.

Observation 2: when the integrity check fails for a CPSR message and the UE has a PDU session for emergency services, the AMF will select the NULL algorithms.

Now looking at the UE’s behaviour after receiving the Security Mode Command message resulting from the above, section 5.4.2.3 of TS 24.501 specifies:
If, during an ongoing registration procedure or service request procedure, the SECURITY MODE COMMAND message includes the Additional 5G security information IE with the RINMR bit set to "Retransmission of the initial NAS message requested", the UE shall include the entire unciphered REGISTRATION REQUEST message or SERVICE REQUEST message, which the UE had previously included in the NAS message container IE of the initial NAS message (i.e. REGISTRATION REQUEST message or SERVICE REQUEST message, respectively), in the NAS message container IE of the SECURITY MODE COMPLETE message.

Observation 3: when the Security Mode Command message indicates “Retransmission of the initial NAS message requested”, the UE sends the Security Mode Complete message and includes the entire unciphered initial NAS message in the NAS message container IE. 
When the initial NAS message is the CPSR message, then based on the above, the UE would send the Security Mode Complete message with the unciphered CPSR message in the NAS message container IE.

Observation 4: from observations 2 and 3, the Security Mode Complete message which contains the NAS message container IE, that carries the unciphered CPSR message, will be “protected” using the NULL algorithm. This means that any data in the CPSR message will be sent in the clear.

The above is summarized into the following scenario with the following steps, noting that the UE in question is a WB-EUTRA UE that is using CP CIoT optimization (i.e. not applicable to NB-IoT):
· The UE is in 5GMM-IDLE mode and has a PDU session for emergency services

· The UE sends a CPSR message with CIoT data

· The CPSR message fails the integrity check

· The AMF sends the Security Mode Command message, sets the algorithms to NULL, and requests retransmission of the initial NAS message

· The UE sends the Security Mode Complete message including the NAS message container IE. The IE in turn includes the entire unciphered CPSR message. The NAS message is “protected” with the NULL algorithms.

The outcome of the last step above is that the Security Mode Complete message is not ciphered (as the NULL algorithms effectively means no protection) and the CIoT data is sent in the clear.

As NULL algorithms should only be used for unauthenticated emergency sessions, the UE should not send CIoT data in the clear.
Proposal 1: when the scenario above occurs, the UE should not include any data in the unciphered CPSR message that gets re-transmitted in the Security Mode Complete message.

Note that in Rel-15 and Rel-16, if the scenario occurs with the Service Request message, the UE would re-transmit the unciphered Service Request message (in the Security Mode Complete message) with the Uplink data status IE, the PDU Session Status IE, or the Allowed PDU session status IE. Although these are non-cleartext IEs, there is nothing critical in these IEs that will be exposed. Moreover, the AMF will anyways release all non-emergency PDU sessions after the completion of the service request procedure (see excerpt from section 4.4.4.3).

3. Conclusion

This document described how the initial NAS message protection works with respect to the AMF requesting the retransmission of the initial NAS message that may fail the integrity check. The following observations have been made:

Observation 1: For the Control Plane Service Request message that fails the integrity check, the only time the AMF will request retransmission of the NAS message is when the UE has a PDU session for emergency services.

Observation 2: when the integrity check fails for a CPSR message and the UE has a PDU session for emergency services, the AMF will select the NULL algorithms.

Observation 3: when the Security Mode Command message indicates “Retransmission of the initial NAS message requested”, the UE sends the Security Mode Complete message and includes the entire unciphered initial NAS message in the NAS message container IE. 

Observation 4: from observations 2 and 3, the Security Mode Complete message which contains the NAS message container IE, that carries the unciphered CPSR message, will be “protected” using the NULL algorithm. This means that any data in the CPSR message will be sent in the clear.

To avoid sending CIoT data in the clear, the following proposal has been made.

Proposal 1: when the scenario above occurs, the UE should not include any data in the unciphered CPSR message that gets re-transmitted in the Security Mode Complete message.

C1-202404 implements the proposal above.

