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1. Introduction
This proposal is to define the protocol and procedures for Performance Measurement Function (PMF) over IP and Ethernet for ATSSS. More background details can be found in the discussion paper C1-196452.

This pCR specifically proposes that :

·  Simple Two-way Active Measurement Protocol (STAMP) as specified in IETF RFC 8762 is used as PMF protocol for IP as well as Ethernet. STAMP uses UDP for exchanging test packets, and the implementations are free to use any UDP ports that they see fit. 
·  STAMP Optional Extensions TLV mechanism as specified in draft-ietf-ippm-stamp-option-tlv-04 is used for PMF-Access Report. This allows various types of TLVs to be defined in the test packet payload, and a TLV for PMF-Access Report (and its acknowledgement) has been included in the draft.
·  Version-02 of the draft includes aspects on retransmission timer based on ATSSS requirements, hence related text is deleted from the p-CR:

The Session-Sender MUST also arm a retransmission timer after sending

a test packet that includes the Access Report TLV.  This timer MUST

be disarmed upon the reception of the reflected STAMP test packet

that includes Access Report TLV.  In the event the timer expires

before such a packet is received, the Session-Sender MUST retransmit

the STAMP test packet that contains the Access Report TLV.  This

retransmission SHOULD be repeated up to four times before the

procedure is aborted.  Setting the value for the retransmission timer

is based on local policies, network environment.  The default value

of the retransmission timer for Access Report TLV SHOULD be three

seconds.  An implementation MUST provide control of the

retransmission timer value and the number of retransmissions.
·  Version-03 of the draft includes HMAC TLV: The keyed HMAC TLV MUST be included in a STAMP test packet in the authenticated mode, excluding when the only TLV present is Extra Padding TLV.  The HMAC TLV MUST follow all TLVs in a STAMP test packet, except for the Extra Padding TLV. The HMAC TLV MAY be used to protect the integrity of STAMP extensions in STAMP unauthenticated mode. 

This Proposed Standard draft starts Working Group Last Call (WGLC) in IETF ippm WG in April 2020.
·  STAMP over Ethernet is to be defined by 3GPP instead of IETF. This allows us to leverage the IETF specifications (as well as existing STAMP specifications and implementations) and use Ethernet encapsulation instead of IP and UDP. This is feasible because the STAMP payloads do not have any specific dependencies on IP and UDP. The EtherType as well as any Ethernet-layer sub-type for this is FFS.
·  STAMP supports integrity protection in its authenticated mode. This allows the payload to be cryptographically signed in order for it to be verified by both endpoints. How the key is configured for this is FFS depending upon inputs from SA3.
2. Reason for Change
Stage-2 has delegated the decision of PMF protocols and procedures to Stage-3 during SA2#134.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.193 v1.1.0.
* * * First Change * * * *
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* * * Next Change * * * *
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ATSSS
Access Traffic Steering, Switching, Splitting
ATSSS-LL
ATSSS Low-Layer

MA PDU
Multi-Access PDU
MPTCP
Multi-Path TCP Protocol
PDU
Protocol Data Unit

PMF
Performance Measurement Function
PMFP
PMF Protocol
RTT
Round Trip Time
SA PDU
Single-Access PDU

SDF
Service Data Flow

STAMP
Simple Two-way Active Measurement Protocol 

UPF
User Plane Function
URSP
UE Route Selection Policy
* * * Next Change * * * *
5.3
Performance management function (PMF) protocol (PMFP) procedures
5.3.1
Procedures for IPv4, IPv6 or IPv4v6 PDU session
For IPv4, IPv6 and IPv4v6 PDU session types, the Simple Two-way Active Measurement Protocol (STAMP) as specified in IETF RFC 8762 [X1] is used as the PMF protocol. 
The UE and UPF shall play both roles of STAMP Session-Sender and Session-Reflector, as specified in IETF RFC 8762 [X1], to allow UE-initiated and network-initiated measurements, which may be exchanged at any time either by the UE or by the UPF. Both UE and UPF shall apply the stateless mode of the the Session-Reflector.

The measurement assistance information shall contain the IP address of STAMP Session-Reflector in the UPF, the STAMP Session-Reflector UDP port for 3GPP access, and the STAMP Session-Reflector UDP port for non-3GPP access. The STAMP Session-Reflector in the UPF shall use these UDP ports for accepting packets coming from the STAMP Session-Sender in the UE.
The STAMP Session-Reflector in the UE shall use a unique UDP port for both 3GPP access and non-3GPP access. The STAMP Session-Reflector in the UE shall use this UDP port for accepting packets coming from the STAMP Session-Sender in the UPF. 
NOTE 1:
Since STAMP in the UE uses the same MA PDU IP address across the accesses, and since STAMP in the UPF uses the same IP address across the accesses, these access-specific UDP ports used by the STAMP in the UPF allow for a way to distinguish PMF packets across the accesses.
NOTE 2:
How the UDP ports are chosen by the UE are left to the implementations.
Upon a successful MA PDU session establishment, the UE shall initiate one or more access-specific STAMP measurement packets to the STAMP Session-Reflector in the UPF. The UPF shall use these packets to learn about the UDP ports used by the STAMP Session-Reflector in the UE.
5.3.2
Procedures for Ethernet PDU session
For Ethernet PDU session type, STAMP as specified in IETF RFC 8762 [X1] is used as the PMF protocol, directly over Ethernet without IP and UDP encapsulation. 
The UE and UPF shall play both roles of STAMP Session-Sender and Session-Reflector, as specified in IETF RFC 8762 [X1], to allow UE-initiated and network-initiated measurements, which may be exchanged at any time either by the UE or by the UPF. Both UE and UPF shall apply the stateless mode of the the Session-Reflector.

The measurement assistance information shall contain the MAC address of STAMP Session-Reflector in the UPF for 3GPP access, and the MAC address of the STAMP Session-Reflector in the UPF for non-3GPP access.
The UPF shall use these access-specific MAC addresses for STAMP Session-Reflector in the UPF. The UPF shall also use these access-specific MAC addresses for STAMP Session-Sender in the UPF.
The UE shall use its locally administered access-specific MAC addresses for the Session-Reflector in the UE. The UE shall also use its locally administered access-specific MAC addresses for the Session-Sender in the UE. The UE shall use the PMF etherType value for all Ethernet STAMP frames sent from the UE to the UPF. The UPF shall use the PMF etherType value for all Ethernet STAMP frames sent from the UPF to the UE.
Upon a successful MA PDU session establishment, the UE shall initiate one or more access-specific STAMP measurement packets to the STAMP Session-Reflector in the UPF. The UPF shall use these packets to learn about the access-specific MAC addresses used by the STAMP Session-Reflector in the UE.
In order to send a STAMP frame over an access of an MA PDU session of Ethernet PDU session type, the UE shall create an Ethernet frame as specified in IEEE 802.3 [ieee8023]. In the Ethernet frame, the UE shall set:

a)
the MAC client data field of the Ethernet frame to the 3GPP IEEE MAC based protocol family envelope;

b)
the protocol subtype field of the 3GPP IEEE MAC based protocol family envelope to "STAMP over Ethernet MA PDU session";
c)
the protocol length field of the 3GPP IEEE MAC based protocol family envelope to the length of the STAMP frame payload; and
d)
the protocol data field of the 3GPP IEEE MAC based protocol family envelope to the STAMP frame.
In order to send a STAMP frame over an access of an MA PDU session, the UPF shall create an Ethernet frame as specified in IEEE 802.3 [ieee8023]. In the Ethernet frame, the UPF shall set:

a)
the MAC client data field of the Ethernet frame to the 3GPP IEEE MAC based protocol family envelope;

b)
the protocol subtype field of the 3GPP IEEE MAC based protocol family envelope to "STAMP over Ethernet MA PDU session";
c)
the protocol length field of the 3GPP IEEE MAC based protocol family envelope to the length of the STAMP frame payload; and
d)
the protocol data field of the 3GPP IEEE MAC based protocol family envelope to the STAMP frame.
The UPF shall discover the MAC address of the PMF in the UE of an MA PDU session of Ethernet PDU session type, in the source address field of an Ethernet frame:

a)
received via the MA PDU session; and
b)
with the destination address field of the Ethernet frame set to the MAC address of the PMF in the UPF associated with an access, included in the measurement assistance information provided to the UE.

5.3.3
Integrity protection
Editor's note: Security of PMF protocol is FFS which depends on requirements from SA3.
5.3.4
Access performance measurement procedures
5.3.4.1
UE-initiated RTT measurement procedure

Upon a successful MA PDU session establishment, if the steering mode component of ATSSS rule indicates "smallest delay", the UE shall initiate one or more access-specific STAMP measurement packets to the STAMP Session-Reflector in the UPF.
NOTE 1:
The frequency of UE-initiated RTT measurement as well as the payload size of the measurement packet are left to the implementation.
Each STAMP measurement packet sent by the UE corresponds to the PMF-Echo Request packet, and each reflected STAMP measurement packet sent by the UPF corresponds to the PMF-Echo Response packet.
For IPv4, IPv6 or IPv4v6 MA PDU Session:

-
the source IP address is the MA PDU IP address on the UE that is assigned by the network;

-
the destination IP address is the STAMP Session-Reflector IP address on the UPF;
-
the source UDP port is the UDP port of the STAMP Session-Reflector in the UE; and
-
the destination UDP port is the UDP port of the STAMP Session-Reflector in the UPF for the access, as indicated in the measurement assistance information.
NOTE 2:
The UE uses the same MA PDU IP address on both accesses for sending STAMP measurement packets to the STAMP Session-Reflector on the UPF. The mechanism for steering UE-originated STAMP measurement packets on the corresponding access is left to the UE implementation.
For Ethernet MA PDU Session:

-
the source MAC address is the UE locally administered MAC address for the access; and

-
the destination MAC address is the MAC address of the STAMP Session-Reflector in the UPF for the access.
If the MA PDU session is established over both 3GPP access and non-3GPP access, the UE may use either of the accesses for the UE-initiated RTT measurement procedure. If the UE-initiated RTT measurement procedure results in the UE determining that the UPF is not reachable, the UE shall repeat the UE-initiated RTT measurement procedure over the same access or, if the MA PDU session is established over both 3GPP access and non-3GPP access, over the other access.
5.3.4.2
Network-initiated RTT measurement procedure

Upon a successful MA PDU session establishment and the initialization of UE-initiated RTT measurement, the UPF shall initiate one or more access-specific STAMP measurement packets to the STAMP Session-Reflector in the UE.

NOTE 1:
The frequency of network-initiated RTT measurement as well as the payload size of the measurment packet are left to the implementation.
NOTE 2:
The UDP port used by the STAMP Session-Reflector in the UE is discovered by the UPF as part of the initial UE-initiated RTT measurement over the accesses after the MA PDU session establishment. How the UPF retrieves this information from the packet is left to the implementation.
Each STAMP measurement packet sent by the UPF corresponds to the PMF-Echo Request packet, and each reflected STAMP measurement packet sent by the UE corresponds to the PMF-Echo Response packet.

For IPv4, IPv6 or IPv4v6 MA PDU Session:
-
the source IP address is the STAMP Session-Reflector IP address on the UPF;

-
the destination IP address is the MA PDU IP address on the UE that is assigned by the network;
-
the source UDP port is the UDP port of the STAMP Session-Reflector in the UPF for the access; and
-
the destination UDP port is the UDP port of the STAMP Session-Reflector in the UE, as discovered by the UPF.
NOTE 3:
The UPF uses the same IP address on both accesses for sending STAMP measurement packets to the MA PDU IP address used by the STAMP Session-Reflector on the UE. The mechanism for steering network-originated STAMP measurement packets on the corresponding access is left to the UPF implementation.
For Ethernet MA PDU Session:

-
the source MAC address is the MAC address of the STAMP Session-Reflector in the UPF for the access; and

-
the destination MAC address is the address is the UE locally administered MAC address for the access.
5.3.5
Reporting of access availability procedures


The PMF-Access Report indicates the availability or unavailability status of the access and is contained in the STAMP payload, identified using the TLV mechanism as specified in draft-ietf-ippm-stamp-option-tlv-04 [X2]. The acknowledgement of PMF-Access Report is also identified using similar TLV mechanism.
When the UE determines that an access is available, it should send a STAMP packet containing the Access Report TLV to the STAMP Session-Reflector in the UPF. This serves as an indication to the PMF in the UPF that the UE is available over that access. 
When the UE determines that one of the accesses is no longer available, the UE should stop any ongoing UE-initiated test packets over the unavailable access. The UE should then proceed to send a STAMP packet containing the Access Report TLV to the UPF using the access that is still available. This serves as an indication to the PMF in the UPF that the UE may no longer be reachable on the unavailable access. The UPF should also stop any ongoing network-initiated measurements associated with the unavailable access. 
The UPF shall acknowledge each Access Report TLV sent by the UE.
NOTE 1:
The mechanism for steering the termination signaling packets is left to the UE implementation.
NOTE 2:
The mechanism for steering the acknowledgement packets is left to the UPF implementation.
When the UPF detects that the UE is no longer responding to network-initiated test packets, the UPF may also use that as an indication that the UE may no longer be reachable over the unavailable access.

NOTE 3:
If the UE stops responding to network-initiated measurements as detected by the UPF, the UPF can wait for a short period of time to allow the UE to reinitiate the connection or to respond to network-initiated measurements, before the UPF determines that the corresponding access is no longer available. The duration of this time is left to the UPF implementation.

NOTE 4:
How the UPF determines that the UE is no longer responding to network-initiated test packets is left to the UPF implementation.
* * * Next Change * * * *
6.2
Encoding of PMF protocol
6.2.1
Encoding of 3GPP IEEE MAC based protocol family

Ethertype of the 3GPP IEEE MAC based protocol family is XYZ.

Editor's note: ethertype of the 3GPP IEEE MAC based protocol family will be assigned by IEEE.
The MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] with the length/type field set to the ethertype of the 3GPP IEEE MAC based protocol family contains a 3GPP IEEE MAC based protocol family envelope. The 3GPP IEEE MAC based protocol family envelope is encoded as shown in figure 6.3-1 and table 6.3-1.
	Bits
	

	8
	7
	6
	5
	4
	3
	2
	1
	Octets

	Protocol subtype
	1

	Protocol data
	2 - x


Figure 6.3-1: 3GPP IEEE MAC based protocol family envelope
Table 6.3-1: 3GPP IEEE MAC based protocol family envelope
	Protocol subtype (octet 1)

The protocol subtype field identifies protocol of the protocol data field.

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	STAMP over Ethernet MA PDU session

	All other values are reserved.

	

	Protocol data (octets 2 to x)

The protocol data field contains a message of the protocol identified by the protocol subtype field.

	

	NOTE:
A sending entity shall not set the protocol subtype field to a reserved value. A receiving entity shall ignore a 3GPP IEEE MAC based protocol family envelope if the protocol subtype field is set to a reserved value.




* * * Next Change * * * *
Annex Y (informative):
Registration templates

Y.1
IEEE registration templates

Y.1.1
IEEE registration templates for ethertype values

Y.1.1.1
IEEE registration templates for ethertype value for 3GPP IEEE MAC based protocol family

Editor's note: MCC is requested to apply in IEEE-RA for allocation of an ethertype value according to this template.

Registration URL:

http://standards.ieee.org/develop/regauth/ethertype/index.html
Registry:

ethertype

Detailed description:

This application requests allocation of an ethertype value for 3GPP IEEE MAC based protocol family, as specified in IEEE 802 [ieee802].

Protocol description:

The MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] of the 3GPP IEEE MAC based protocol family is formatted as follows:

-
octet 1 of the MAC client data field is the protocol subtype field.
-
octet 2 and 3 of the MAC client data field is the protocol data length.

-
remaining octets of the MAC client data field are the protocol data field.

The protocol subtype field set to one identifies the performance management function protocol specified in 3GPP TS 24.193.
3GPP TS 24.193 enables assignment of further protocols to values of the protocol subtype field.
Assignment quantity:

1

Additional comments:

1) Does the company requesting the assignment have any existing Ethertype assignments?

Yes.

1a) Does the existing use of the original assignment support sub-typing?

No.

1b) Does the current applicant know who is currently responsible for maintenance of the previously assigned Ethertype?

Yes.

1c) Has the company considered using sub-typing of the older Ethertype for the new use under application?

Yes. Sub-typing of the older Ethertype for the new use under application is not possible.

1d) Given the above, why is a new Ethertype needed?

See detailed description for the new use under application.

2) Has the new protocol been developed and tested in accordance with clause 9 and especially clause 9.2.3 and Figure 12 of IEEE Std 802-2014, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture? 

The 3GPP IEEE MAC based protocol family has been developed as follows:

-
the first octet of the MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] of the 3GPP IEEE MAC based protocol family contains the protocol subtype field.

-
the MAC client data field of the MAC frame of the 3GPP IEEE MAC based protocol family includes the Simple Two-way Active Measurement Protocol (STAMP) as specified in IETF RFC 8762 [X1] directly over Ethernet without IP and UDP encapsulation.
The 3GPP IEEE MAC based protocol family has not been tested.

3) Have the full provisions of Figure 12 for the “Protocol identification field” in the prototype protocol been preserved in the final version of the protocol for which the new EtherType is being requested?

The first octet of the MAC client data field of a MAC frame as specified in IEEE 802.3 [ieee8023] of the 3GPP IEEE MAC based protocol family contains the protocol subtype field.

The MAC client data field of the MAC frame of the 3GPP IEEE MAC based protocol family includes the Simple Two-way Active Measurement Protocol (STAMP) as specified in IETF RFC 8762 [X1] directly over Ethernet without IP and UDP encapsulation.
4) What provisions have been made for maintaining and assigning sub-types going forward within your company? Please provide an example of the first 10 bytes/octets as an example. 

3GPP TS 24.193 enables assignment of protocols to values of the protocol subtype field. A sending entity shall not set the protocol subtype field to a reserved value. A receiving entity shall ignore the MAC client data field, if the protocol subtype field is set to a reserved value. 3GPP TS 24.193 so far contains an assignment for the performance management function to value one of the protocol subtype field.
* * * End of Changes * * * *

