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1. Introduction

This document discusses the mandatory Integrity protection maximum data rate field for UEs that don’t support N3 data transfer and how this field needs to be handled during PDU session establishment.

2. Discussion
The Integrity protection maximum data rate field is a mandatory field in the PDU Session Establishment Request message. However, with 5G CIoT in Rel-16 and the availability of UEs that only support control plane, then the handling of this field in the 5GSM message needs discussion.

The following is specified in section 6.4.1.2 regarding the PDU session establishment procedure:

The UE shall include the Integrity protection maximum data rate IE in the PDU SESSION ESTABLISHMENT REQUEST message to indicate the maximum data rate per UE for user-plane integrity protection supported by the UE for uplink and the maximum data rate per UE for user-plane integrity protection supported by the UE for downlink.
Observation 1: the Integrity protection maximum data rate field relates to the user plane and requires that the UE actually supports user plane i.e. N3 data transfer.

Observation 2: the support of user plane by NB-IoT UEs is optional, and hence there are some NB-IoT UEs that only support data transfer over the control plane. Therefore, the Integrity protection maximum data rate field does not apply to such UEs.

Although this field would not apply to UEs that don’t support N3 data transfer, making the field optional (i.e. as an optional IE) will lead to forward compatibility issues when a Rel-15 UE registers on a Rel-16 network as follows:

· The optionality of the IE requires an IEI to be defined

· The Rel-15 UE does not provide an IEI for this field

· This will lead to problems when the message is decoded at the Rel-16 SMF

Observation 3: making the Integrity protection maximum data rate field optional leads to forward compatibility issues.

Even if the Integrity protection maximum data rate field is kept as mandatory, the UE that does not support N3 data transfer will still have to set it to a specific value. Currently the field takes one of the following two values as defined in section 9.11.4.7:

· 64 kbps (‘00000000’)

· Full data rate (‘11111111’)

A UE would normally set the Integrity protection maximum data rate field to one of the values above according to what the UE actually supports. As both of these values don’t apply to a control plane only UE, a new value should be defined for use by such UEs.

Proposal 1: keep the Integrity protection maximum data rate field as mandatory but define a value that can be used by UEs which don’t support N3 data transfer.

Based on the proposal above, a generic value e.g. “NULL” can be defined for use by UEs that don’t support N3 data transfer. This value can potentially be used for other scenarios/cases that may emerge in the future. Note that proposal 1 will not cause any backward compatibility issues as CIoT CP optimizations are not supported in Rel-15 and hence, naturally Rel-16 UEs that don’t support N3 data transfer cannot access a Rel-15 network to get services.
3. Conclusion
This document discussed the handling of the mandatory Integrity protection maximum data rate field in the PDU Session Establishment Request message for which the following observations and proposal have been made.

Observation 1: the Integrity protection maximum data rate field relates to the user plane and requires that the UE actually supports user plane i.e. N3 data transfer.

Observation 2: the support of user plane by NB-IoT UEs is optional, and hence there are some NB-IoT UEs that only support data transfer over the control plane. Therefore, the Integrity protection maximum data rate field does not apply to such UEs.

Observation 3: making the Integrity protection maximum data rate field optional leads to forward compatibility issues.

Proposal 1: keep the Integrity protection maximum data rate field as mandatory but define a value that can be used by UEs which don’t support N3 data transfer.

C1-202079 introduces a new value for the Integrity protection maximum data rate field and clarifies that this value is used by UEs that don’t support N3 data transfer.
