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	Reason for change:
	Current UE behavior upon receipt of 5GMM cause value #74 or #75 via a non-integrity protected NAS message is based on the 5GMM cause value #11 handling in (E)HPLMN described in subclause 5.3.20.2. However, this is incorrect because the UE can have multiple entries in the "list of subscriber data" and each entry’s SNPN should be forbidden if the SNPN repeatedly sends a reject message without integrity protection. And especially for 5GMM cause value #74, the SNPN sending the reject message may not even be the home network for the entry. Thus such an SNPN needs to be added to the fobidden SNPN list.

In addition, consider the following requirements in 3GPP TS 23.122:
The MS shall add an SNPN to the list of "temporarily forbidden SNPNs" and start an MS implementation specific timer not shorter than 60 minutes, if a message with cause value #74 "Temporarily not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN and:
-	the message is integrity-protected; or
-	the message is not integrity-protected, and the value of the SNPN-specific attempt counter for that SNPN is equal to the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64].
The MS shall add an SNPN to the list of "permanently forbidden SNPNs", if a message with cause value #75 "Permanently not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN and:
-	the message is integrity-protected; or
-	the message is not integrity-protected, and the value of the SNPN-specific attempt counter for that SNPN is equal to the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64].
The current UE behavior does not increment the SNPN-specific attempt counter. Thus, the SNPN-specific attempt counter would never reach the maximum value.
Note that the above requirements are aligned with the following requirment on 5GMM cause value #11 for VPLMN.
A VPLMN is added to a list of "forbidden PLMNs" in the SIM and thereafter that VPLMN will not be accessed by the MS when in automatic mode if a message with cause value "PLMN not allowed" or "Requested service option not authorized in this PLMN" is received by an MS in response to an LR request from that VPLMN and:
-	the MS is configured to use timer T3245 as defined in 3GPP TS 24.008 [23] and 3GPP TS 24.301 [23A];
-	the MS is not configured to use timer T3245 and the message is integrity-protected;
-	the MS is not configured to use timer T3245, the message is not integrity-protected and the MS does not maintain a list of PLMN-specific attempt counters; or
-	the MS is not configured to use timer T3245, the message is not integrity-protected, the MS maintains a list of PLMN-specific attempt counters and the value of the PLMN-specific attempt counter for that VPLMN is equal to the MS implementation specific maximum value as defined in 3GPP TS 24.008 [23], 3GPP TS 24.301 [23A] and 3GPP TS 24.501 [64].

	
	

	Summary of change:
	The UE behavior upon receipt of 5GMM cause value #74 or #75 via a non-integrity protected NSA message is now based on the 5GMM cause value #11 in VPLMN described in subclause 5.3.20.2.

	
	

	Consequences if not approved:
	A legit SNPN sending non-integrity protected reject messages will never be forbidden.
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[bookmark: _Toc20232587][bookmark: _Toc27746677]5.3.20.3	Requirements for UE in an SNPN
If the UE is operating in SNPN access mode, the UE shall maintain, for each of the entries in the "list of subscriber data":
-	one SNPN-specific attempt counter for 3GPP access. The counter is applicable to access attempts via 3GPP access only;
-	one SNPN-specific attempt counter for non-3GPP access. The counter is applicable in case of accessing SNPN services via a PLMN only;
-	one counter for "the entry for the current SNPN considered invalid for 3GPP access" events; and
-	one counter for "the entry for the current SNPN considered invalid for non-3GPP access" events. The counter is applicable in case of accessing SNPN services via a PLMN only.
NOTE 1:	The term "non-3GPP access" used in the counter for "the entry for the current SNPN considered invalid for 3GPP access" events and the counter for "the entry for the current SNPN considered invalid for non-3GPP access" events, is used to express access to SNPN services via a PLMN.
The UE shall store the above counters in its non-volatile memory. The UE shall erase the attempt counters and reset the event counters to zero when the entry of the "list of subscriber data" with the corresponding SNPN identity is updated. The counter values shall not be affected by the activation or deactivation of MICO mode or power saving mode (see 3GPP TS 24.301 [15]).
The UE implementation-specific maximum value for any of the above counters shall not be greater than 10.
NOTE 2:	Different counters can use different UE implementation-specific maximum values.
If the UE receives a REGISTRATION REJECT or SERVICE REJECT message without integrity protection with 5GMM cause value #3, #6, #7, #12, #13, #15, #27, #74, or #75 before the network has established secure exchange of NAS messages for the N1 NAS signalling connection, the UE shall stop timer T3510 or T3517, if running, and start timer T3247 (see 3GPP TS 24.008 [12]) with a random value uniformly drawn from the range between:
a)	15 minutes and 30 minutes for 5GMM cause value #74; or
b)	30 minutes and 60 minutes for other 5GMM cause values;
if the timer is not running, and take the following actions:
Editor's note [WI: Vertical_LAN, CR#1453]:	It is FFS whether 5GMM cause values #31 "Redirection to EPC required" and # 72 "Non-3GPP access to 5GCN not allowed" are impacted by the requirements captured in the clause.
a)	if the 5GMM cause value received is #3, #6, or #7:
1)	if the 5GMM cause value is received over 3GPP access:
i)	if the UE is already registered over another access, the UE shall:
A)	store the current TAI in the list of "5GS forbidden tracking areas for roaming", memorize the current TAI was stored in the list of "5GS forbidden tracking areas for roaming" for non-integrity protected NAS reject message and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and
B)	search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28] or 3GPP TS 36.304 [21]; or
ii)	otherwise if the counter for "the entry for the current SNPN considered invalid for 3GPP access" events has a value less than a UE implementation-specific maximum value, the UE shall:
A)	set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list, and ngKSI for 3GPP access;
B)	increment the counter for "the entry for the current SNPN considered invalid for 3GPP access" events;
C)	reset the registration attempt counter in case of a REGISTRATION REJECT message or reset the service request attempt counter in case of a SERVICE REJECT message;
D)	store the current TAI in the list of "5GS forbidden tracking areas for roaming" for the current SNPN, memorize the current TAI was stored in the list of "5GS forbidden tracking areas for roaming" for the current SNPN for non-integrity protected NAS reject message, and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and
E)	search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]. As a UE implementation option, if accessing SNPN services via a PLMN is available and the entry of the "list of subscriber data" with the SNPN identity of the current SNPN is not considered invalid for non-3GPP access, then the UE may attempt to access SNPN services via a PLMN; or
iii)	otherwise, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1;
2)	if the 5GMM cause value is received over non-3GPP access:
NOTE 2:	A 5GMM cause value "received over non-3GPP access" in this subclause refers to a 5GMM cause value received via a PLMN when the UE attempts to access SNPN services via a PLMN.
i)	if the UE is already registered over another access, the UE shall enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; or
ii)	otherwise if the counter for "the entry for the current SNPN considered invalid for non-3GPP access" events has a value less than a UE implementation-specific maximum value, the UE shall:
A)	set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list, and ngKSI for non-3GPP access;
B)	enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and
C)	increment the counter for "the entry for the current SNPN considered invalid for non-3GPP access" events. As a UE implementation option, if 3GPP access is available and the entry of the "list of subscriber data" with the SNPN identity of the current SNPN is not considered invalid for 3GPP access, then the UE may make a registration attempt over 3GPP access; or
iii)	otherwise, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1;
b)	if the 5GMM cause value received is #12, #13, or #15, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1. Additionally:
1)	if the 5GMM cause value is received over 3GPP access, accessing SNPN services via a PLMN is available, the UE has not accessed SNPN services via a PLMN yet, and the entry of the "list of subscriber data" with the SNPN identity of the current SNPN is not considered invalid for non-3GPP access, the UE may attempt to access SNPN services via a PLMN; or
2)	if the 5GMM cause value is received over non-3GPP access, 3GPP access is available, the UE is not registered to the current SNPN over 3GPP access yet, and the entry of the "list of subscriber data" with the SNPN identity of the current SNPN is not considered invalid for 3GPP access, the UE may make a registration attempt over 3GPP access;
c)	if the 5GMM cause value received is #27, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1. Additionally, if the SNPN-specific attempt counter for 3GPP access and for the current SNPN has a value less than a UE implementation-specific maximum value, the UE shall increment this counter for the SNPN; and
d)	if the 5GMM cause value received is #74 or #75, in addition to the UE requirements specified in subclauses 5.5.1 and 5.6.1the UE shall:
1)	if the message was received via 3GPP access and if the SNPN-specific attempt counter for 3GPP access for the SNPN sending the reject message has a value less than a UE implementation-specific maximum value, the UE shall increment the SNPN-specific attempt counter for 3GPP access for the SNPN; or
2)	if the message was received via non-3GPP access and if the SNPN-specific attempt counter for non-3GPP access for the SNPN sending the reject message has a value less than a UE implementation-specific maximum value, the UE shall increment the SNPN-specific attempt counter for non-3GPP access for the SNPN;
NOTE 3:	The message "received via non-3GPP access" in this subclause refers to a message received via a PLMN when the UE attempts to access SNPN services via a PLMN.
1)	if the 5GMM cause value is received over 3GPP access, the UE shall:
i)	set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to clause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list, and ngKSI for 3GPP access;
ii)	reset the registration attempt counter in case of a REGISTRATION REJECT message or reset the service request attempt counter in case of a SERVICE REJECT message;
iii)	store the current TAI in the list of "5GS forbidden tracking areas for roaming" for the current SNPN, memorize the current TAI was stored in the list of "5GS forbidden tracking areas for roaming" for the current SNPN for non-integrity protected NAS reject message, and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and
iv)	search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]. As a UE implementation option, if accessing SNPN services via a PLMN is available, the UE has not accessed SNPN services via a PLMN yet, and the entry of the "list of subscriber data" with the SNPN identity of the current SNPN is not considered invalid for non-3GPP access, then the UE may attempt to access SNPN services via a PLMN; or
2)	if the 5GMM cause value is received over non-3GPP access, the UE shall:
i)	set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list and ngKSI for non-3GPP access;
ii)	reset the registration attempt counter in case of a REGISTRATION REJECT message or reset the service request attempt counter in case of a SERVICE REJECT message; and
iii)	enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE. As a UE implementation option, if 3GPP access is available, the UE is not registered to the current SNPN over 3GPP access yet, and the entry of the "list of subscriber data" with the SNPN identity of the current SNPN is not considered invalid for 3GPP access, the UE may make a registration attempt over 3GPP access.
Upon expiry of timer T3247, the UE shall:
-	remove, for the current SNPN, all tracking areas from the list of "5GS forbidden tracking areas for regional provision of service" and the list of "5GS forbidden tracking areas for roaming", which were stored in these lists for non-integrity protected NAS reject message;
-	set the entry of the "list of subscriber data" with the SNPN identity of the current SNPN to valid for 3GPP access, if the counter for "the entry for the current SNPN considered invalid for 3GPP access" events has a value less than a UE implementation-specific maximum value;
-	set the entry of the "list of subscriber data" with the SNPN identity of the current SNPN to valid for non-3GPP access, if the counter for "the entry for the current SNPN invalid for non-3GPP access" events has a value less than a UE implementation-specific maximum value;
-	remove the SNPN identity of the current SNPN from the "permanently forbidden SNPNs" list or "temporarily forbidden SNPNs" list, if the SNPN-specific attempt counter for 3GPP access for the current SNPN has a value greater than zero and less than a UE implementation-specific maximum value and the SNPN identity of the current SNPN is included in any of the "permanently forbidden SNPNs" list or "temporarily forbidden SNPNs" list;
-	remove the SNPN identity of the current SNPN from the "permanently forbidden SNPNs" list for non-3GPP access or "temporarily forbidden SNPNs" list for non-3GPP access, if the SNPN-specific attempt counter for non-3GPP access that has a value greater than zero and less than a UE implementation-specific maximum value and the SNPN identity of the current SNPN is included in any of the "permanently forbidden SNPNs" list for non-3GPP access or "temporarily forbidden SNPNs" list for non-3GPP access; and
-	initiate a registration procedure, if still needed, dependent on 5GMM state and 5GS update status, or perform SNPN selection according to 3GPP TS 23.122 [5].
When the UE is switched off:
-	for each SNPN-specific attempt counter for 3GPP access having a value greater than zero and less than the UE implementation-specific maximum value, the UE shall remove the respective SNPN identity from the "permanently forbidden SNPNs" list or "temporarily forbidden SNPNs" list, if available; and
-	for each SNPN-specific attempt counter for non-3GPP access having a value greater than zero and less than the UE implementation-specific maximum value, the UE shall remove the respective SNPN identity from the "permanently forbidden SNPNs" list for non-3GPP access or "temporarily forbidden SNPNs" list for non-3GPP access, if available.
When an entry of the "list of subscriber data" is updated:
-	if the SNPN-specific attempt counter for 3GPP access for the SNPN corresponding to the entry has a value greater than zero and less than the UE implementation-specific maximum value, the UE shall remove the SNPN identity corresponding to the entry from the "permanently forbidden SNPNs" list or "temporarily forbidden SNPNs" list, if available; and
-	if the SNPN-specific attempt counter for non-3GPP access for the SNPN corresponding to the entry has a value greater than zero and less than the UE implementation-specific maximum value, the UE shall remove the SNPN identity corresponding to the entry from the "permanently forbidden SNPNs" list for non-3GPP access or "temporarily forbidden SNPNs" list for non-3GPP access, if available.

