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1. Reason for Change
At SA#86, SA approved CR 0059 to TS 23.287 (S2-1912001) which:

-
added a security establishment procedure in the PC5 unicast link establishment;

-
moved all IEs that are not needed for security establishment out of the Direct Communication Request and into a message sent after security establishment and before the Direct Communication Accept, as requested by SA3 in LS S3-193802; and

-
removed “the indication of whether IP communication is used” from the Direct Communication Request (since the IP address configuration IE itself is an indication that IP communication is used) as requested by CT1 in LS C1-196967.

Moreover, at SA2#136AH, SA2 agreed CR 0078 to TS 23.287 (S2-200572) clarifying the layer 2 IDs used for security establishment.

The stage 3 needs to be updated accordingly to:

-
add a PC5 unicast link authentication procedure;

-
add a PC5 unicast link security mode control procedure; and

-
update the PC5 unicast link establishment procedure as per the SA2 agreements.

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.587 v1.0.1.
* * * First Change * * * *

6.1.2.1
Overview

This clause describes the PC5 Signalling Protocol procedures between two UEs for unicast mode of V2X communication. The following PC5 Signalling Protocol procedures are defined:

a)
PC5 unicast link establishment;

b)
PC5 unicast link modification;

c)
PC5 unicast link release;
d)
PC5 unicast link identifier update;
x)
PC5 unicast link authentication procedure; and

y)
PC5 unicast link security mode control procedure.
* * * Next Change * * * *

6.1.2.2
PC5 unicast link establishment procedure

6.1.2.2.1
General

The PC5 unicast link establishment procedure is used to establish a PC5 unicast link between two UEs. The UE sending the request message is called the "initiating UE" and the other UE is called the "target UE".
Editor’s note:
The details about security procedure defined by SA3 are FFS.

Editor’s note:
The details of the IEs of the following messages are FFS.

6.1.2.2.2
PC5 unicast link establishment procedure initiation by initiating UE

Editor’s note:
This section needs to be revisited after SA3 have determined the full set of security requirements for unicast link establishment.

The initiating UE shall meet the following pre-conditions before initiating this procedure:

a)
a request from upper layers to transmit the packet for V2X service over PC5;

b)
the link layer identifier for the initiating UE (i.e. layer 2 ID used for unicast communication) is available (e.g. pre-configured or self-assigned);

c)
the link layer identifier for the unicast initial signaling (i.e. destination layer 2 ID used for unicast initial signaling) is available to the initiating UE (e.g. pre-configured,  obtained as specified in subclause 5.2.3 or known via prior V2X communication);

d)
the initiating UE is either authorised for V2X communication over PC5 in NR in the serving PLMN, or has a valid authorization for V2X communication over PC5 in NR when not served by E-UTRAN and not served by NR; and

e)
there is no existing PC5 unicast link for the pair of peer application layer IDs and the network layer protocol of this PC5 unicast link are identical to those required by the upper layer in the initiating UE for this V2X service.

In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)
shall include the source user info set to the initiating UE’s application layer ID received from upper layers; 
b)
shall include the V2X service identifier received from upper layer;

c)
may include the target user info set to the target UE’s application layer ID if received from upper layers; and
d)
shall include the security establishment information.
Editor’s note:
The parameters in the security establishment information will be defined by SA3.









Editor’s note:
The parameters related to Non-IP communication over PC5 are FFS.
After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's Layer 2 ID for unicast communication and the destination layer 2 ID used for unicast initial signaling, and start timer T5000. The UE shall not send a new DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5000 is running.
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Figure 6.1.2.2.2: PC5 unicast link establishment procedure

6.1.2.2.3
PC5 unicast link establishment procedure accepted by the target UE

Upon receipt of a DIRECT LINK ESTABLISHMENT REQUEST message, the target UE shall assign a layer-2 ID for this PC5 unicast link and store this assigned layer-2 ID and the source layer 2 ID used in the transport of this message provided by the lower layers. This pair of layer-2 IDs is associated with a PC5 unicast link context.

If:
a)
the target user info IE is included in the DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE’s application layer ID; or

b)
the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the V2X service identified by the V2X service identifier in the DIRECT LINK ESTABLISHMENT REQUEST message;

then the target UE shall either identify an existing security context with the initiating UE, or establish a new security context by performing one or more PC5 unicast link authentication procedures as specified in subclause 6.1.2.x, and performing the PC5 unicast link security mode control procedure as specified in subclause 6.1.2.y.
Upon successful completion of the PC5 unicast link security mode control procedure, in order to determine whether the DIRECT LINK ESTABLISHMENT REQUEST message can beaccepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.



If the target UE accepts the PC5 unicast link establishment procedure, the target UE shall create a DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:

a)
shall include the source user info set to the target UE’s application layer ID received from upper layers; 
b)
shall include a PQFI and the corresponding PC5 QoS parameters;
c)
may include an IP address configuration IE set to one of the following values if IP communication is used:

1)
"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6 router; or

2)
"IPv6 address allocation not supported" if IPv6 address allocation mechanism is not supported by the target UE;
d)
may include a link local IPv6 address IE formed locally based on IETF RFC 4862 [6] if IP address configuration IE is set to "IPv6 address allocation not supported" and the received DIRECT LINK ESTABLISHMENT REQUEST message included a link local IPv6 address IE.

Editor’s note:
The parameters related to Non-IP communication over PC5 are FFS.

6.1.2.2.4
PC5 unicast link establishment procedure completion by the initiating UE

Upon receipt of the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5000. From this time onward the initiating UE shall use the established link for V2X communication over PC5 and additional PC5 signalling messages to the target UE.
6.1.2.2.5
PC5 unicast link establishment procedure not accepted by the target UE
If the DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message.
Editor’s note:
The details about PC5 unicast link establishment procedure not accepted by the target UE are FFS.
6.1.2.2.6
Abnormal cases
6.1.2.2.6.1
Abnormal cases at the initiating UE

If timer T5000 expires, the initiating UE shall retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5000. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment procedure and may notify the upper layer that the target UE is unreachable.
NOTE:
The maximum number of allowed retransmissions is UE implementation specific.

If the need to establish a link no longer exists before the procedure is completed, the initiating UE shall abort the procedure.
6.1.2.2.6.2
Abnormal cases at the target UE

For a received DIRECT LINK ESTABLISHMENT REQUEST message from a source Layer 2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this source Layer 2 ID and the new request contains an identical source user info as the known user, the UE shall process the new request. However, the target UE shall only delete the existing link context after the new link establishment procedure succeeds.
* * * Next Change * * * *

6.1.2.x
PC5 unicast link authentication procedure

6.1.2.x.1
General

The PC5 unicast link authentication procedure is used to perform mutual authentication of UEs establishing a PC5 unicast link and to derive a key shared between two UEs during the PC5 unicast link establishment procedure. After successful completion of the PC5 unicast link authentication procedure, the key is used for security establishment during the PC5 unicast link security mode control procedure as specified in subclause 6.1.2.y. The UE initiating the procedure is called the "initiating UE" and the other UE is called the "target UE".
Editor’s note:
The details of the PC5 unicast link authentication procedure are FFS.
6.1.2.x.2
PC5 unicast link authentication procedure initiation by the initiating UE

Editor’s note:
This subclause will contain the PC5 unicast link authentication procedure initiation by the initiating UE.
6.1.2.x.3
PC5 unicast link authentication procedure accepted by the target UE

Editor’s note:
This subclause will specify the case when the PC5 unicast link authentication procedure is accepted by the target UE.
6.1.2.x.4
PC5 unicast link authentication procedure completion by the initiating UE

Editor’s note:
This subclause will specify the PC5 unicast link authentication procedure completion by the initiating UE.
6.1.2.x.5
PC5 unicast link authentication procedure not accepted by the target UE

Editor’s note:
This subclause will specify the case when the PC5 unicast link authentication procedure is not accepted by the target UE.
6.1.2.x.6
Abnormal cases
Editor’s note:
Abnormal cases are FFS.
6.1.2.y
PC5 unicast link security mode control procedure

6.1.2.y.1
General

The PC5 unicast link security mode control procedure is used to establish a security association between two UEs during the PC5 unicast link establishment procedure. After successful completion of the PC5 unicast link security mode control procedure, the selected security algorithms and keys are used to protect all PC5 signalling messages exchanged between the UEs. The UE initiating the procedure is called the "initiating UE" and the other UE is called the "target UE".
Editor’s note:
The details of the PC5 unicast link security mode control procedure are FFS.
Editor’s note:
It is FFS whether the user plane is protected by the security association.
6.1.2.y.2
PC5 unicast link security mode control procedure initiation by the initiating UE

Editor’s note:
This subclause will contain the PC5 unicast link security mode control procedure initiation by the initiating UE.
6.1.2.y.3
PC5 unicast link security mode control procedure accepted by the target UE

Editor’s note:
This subclause will specify the case when the PC5 unicast link security mode control procedure is accepted by the target UE.
6.1.2.y.4
PC5 unicast link security mode control procedure completion by the initiating UE

Editor’s note:
This subclause will specify the PC5 unicast link security mode control procedure completion by the initiating UE.
6.1.2.y.5
PC5 unicast link security mode control procedure not accepted by the target UE

Editor’s note:
This subclause will specify the case when the PC5 unicast link security mode control procedure is not accepted by the target UE.
6.1.2.y.6
Abnormal cases
Editor’s note:
Abnormal cases are FFS.
* * * Next Change * * * *

7.3.1
Direct link establishment request
7.3.1.1
Message definition

This message is sent by a UE to another peer UE to establish a direct link. See table 7.3.1.1.1.

Message type:
DIRECT LINK ESTABLISHMENT REQUEST
Significance:
dual

Direction:

UE to peer UE

Table 7.3.1.1.1: DIRECT LINK ESTABLISHMENT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT LINK ESTABLISHMENT REQUEST message identity
	PC5 signalling message type

8.4.1
	M
	V
	1

	
	Sequence number
	Sequence number

8.4.2
	M
	V
	1

	
	V2X service identifier
	V2X service identifier 

8.4.3
	M
	LV
	4

	
	Source user info
	Application layer ID
8.4.4
	M
	LV
	3-253

	
	Security establishment information
	FFS
	M
	FFS
	FFS

	
	
	

	
	
	

	28
	Target user info
	Application layer ID 
8.4.4
	O
	TLV
	3-253

	
	
	

	
	
	

	
	

	

	
	
	


Editor's note:
The contents of the security establishment information are FFS.
7.3.1.x
Target user info
The UE may include this IE if it has received the target UE’s application layer ID from upper layers.
* * * End of Changes * * * *
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